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Preface

We are pleased to present the eighth volume, bringing together a unique
series of papers by talented young researchers from both sides of the
Atlantic. This publication includes articles by “Security and Society in the
Information Age” program participants and papers by International Secu-
rity Studies students, presenting the transatlantic youth perspectives on
security issues.

The “Security and Society in the Information Age” program, composed
of a summer school and semester/academic year study abroad oppor-
tunities, was designed and launched jointly in 2015 by two partners:
SRAS (USA) — a leading study abroad facilitator, and Civitas University
(formerly: Collegium Civitas) — a leading non-public university in War-
saw, Poland.

The summer school combines a four-week intensive course on Central
Europe & Security Issues with a two-week research internship with the
Terrorism Research Centre at Civitas University. The program offers a dis-
tinctive opportunity to explore global security challenges through the his-
torical, political, and cultural lens of Central Europe.

The 2025 curriculum focused on new and emerging threats, including the
regional and global consequences of the Russian invasion of Ukraine and
the broader interconnectedness of international conflicts, with special
attention to developments in the Middle East. During the 2025 summer
school 19 participants — students of leading American colleges and uni-
versities — engaged deeply with critical topics such as terrorism and coun-
terterrorism strategies, state sponsorship of terrorism, radicalization and
prevention, public diplomacy, private military companies, international
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humanitarian law, peacebuilding and post-conflict reconstruction, hybrid
threats and disinformation, and cybersecurity.

Those topics are reflected in this book. In addition, students and alums of
the International Security Studies master’s degree program at Civitas Uni-
versity were invited to submit papers to this volume. By gathering youth
perspectives on security issues, from Europe and the US, with this book,
we hope to contribute to strengthening the transatlantic bonds in security
research, primarily among the new generation of researchers.

We hope you will find the perspectives gathered in this book interesting,
and we invite you to learn more about the study abroad and summer
school program “Security and Society in the Information Age” at www.
securityandsociety.org.

Dr. Katarzyna Maniszewska Dr. Paulina Piasecka Renee Stillings
Summer School Director Director Director
Civitas University Terrorism Research Center SRAS
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Sowing Seeds of Discord:
Russian Attempts to Weaken

US Commitment for NATO Via

Disinformation Campaigns
Andrew ELLIS

Abstract: This article examines Russian disinformation campaigns targeting the Unit-
ed States, with a focus on the evolution of their tactics and efforts to weaken public
commitment to NATO. Using the 2016, 2020, and 2024 U.S. elections as case studies,
the article analyzes how Russian strategies have adapted over time to exploit political
divisions and digital platforms. It also evaluates Russian anti-NATO operations within
this broader context. The final section discusses current countermeasures taken by
the United States and other Western democracies and offers recommendations for
strengthening resilience against future disinformation threats.

Keywords: Russia, Russian Federation, United States, NATO, alliance disinformation,
disinformation campaigns, US elections, hybrid warfare

Introduction

The North Atlantic Treaty Organization (NATO) has been a cornerstone of
democratic security since its founding in 1949. The ongoing war in Ukraine
underscores NATO’s continued relevance in deterring authoritarian aggres-
sion. While the Kremlin publicly portraysits opposition to NATO as a reaction
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to the alliance’s eastward expansion, many analysts contend that Russia’s
deeper concern lies in NATQ'’s ability to obstruct its regional ambitions and
promote democratic norms that challenge authoritarian regimes. This sus-
picion toward NATO is not new; the Soviet Union held similar views during
the Cold War. In its analysis, the U.S. Department of State debunks several
of the Kremlin’s key disinformation narratives, including Vladimir Putin’s
claim that Russia is liberating Ukraine from “drug addicts and neo-Nazis,”
and that NATO’s growth left Russia no choice but to invade.! As Foreign
Service Officer Ken Moskowitz argues, Putin’s hostility toward NATO stems
from his belief in Russia’s right to a “sphere of influence.”? By framing NATO
as a threat to Russian sovereignty, the Kremlin uses disinformation — such
as fabricated neo-Nazi conspiracies and false claims of NATO expansionism
— to mask Putin’s broader imperialist objectives.

An additional possible reason for Putin’s anti-NATO stance is that NATO
is a pillar of Western democratic cooperation. The collapse of the Soviet
Union in 1991 was, in part, the result of democratization within its sphere
of influence — a process Putin viewed firsthand. He later described the
Soviet Union’s dissolution as “the greatest geopolitical catastrophe of the
20th century”.® For an authoritarian like Putin, the existence and success
of nearby democracies pose an ideological threat to his regime. Ukraine
exemplifies this threat. During the 2013 Euromaidan movement, Ukrain-
ians staged mass protests against then-President Viktor Yanukovych after
he aligned with Moscow, exposing rampant corruption.* The protest
movement successfully ousted Yanukovych, signaling Ukraine’s push for
democratic independence and weakening Russia’s influence in the region.
In response, Russia annexed Crimea in 2014 — a connection highlighted

1 U.S. Department of State, “Disinformation Roulette: The Kremlin’s Year of Lies to Justify an
Unjustifiable War,” accessed August 5, 2025, https://2021-2025.state.gov/disarming-disinformation/
disinformation-roulette-the-kremlins-year-of-lies-to-justify-an-unjustifiable-war.

2 Ken Moskowitz, “Did NATO Expansion Really Cause Putin’s Invasion? A Seasoned Diplomat Con-
siders This Question in Light of His Own Experience,” Foreign Service Journal, October 2022, accessed
August 5, 2025, https://afsa.org/did-nato-expansion-really-cause-putins-invasion.

3 Miguel Vazquez Lifian, “History as a Propaganda Tool in Putin’s Russia,” Communist and
Post-Communist Studies 43, no. 2 (2010): 167-78, https://www.jstor.org/stable/48609753.

* Nadia Diuk, “Euromaidan: Ukraine’s Self-Organizing Revolution,” World Affairs 176, no. 6 (2014):
9-16, http://www.jstor.org/stable/43555086.



10 Part |. Security and Society

by Lt. Col. Robert J. Moschella in an Air War College report.> This pattern
continued in 2022 with Russia’s full-scale invasion of Ukraine, under-
scoring Putin’s broader effort to suppress democratic movements near
Russia’s borders.

While Ukraine remains the primary target of Russia’s aggression, the
democracies supporting Ukraine — many of them NATO members — are
also under attack through non-military means. According to a NATO review
on hybrid warfare, “hybrid warfare entails an interplay or fusion of conven-
tional as well as unconventional instruments of power and tools of sub-
version”.® Although the concept has been critiqued for its vagueness, it is
nonetheless useful for understanding how states can undermine adversar-
ies without engaging in open conflict. This applies to the current situation
in Europe, as Russia continues its invasion of Ukraine militarily alongside
non-conventional means against Ukraine and Ukraine’s allies (NATO mem-
bers). Hybrid warfare is enticing to many aggressor nations because it
offers an opportunity to attack rivals without the risks of conventional war.
As the NATO Review notes, “[t]he costs and risks are markedly less, but
the damage is real”.” These tactics may include economic pressure, cyber-
attacks, disinformation campaigns, and even the support of terrorist or
separatist groups — all of which allow hostile states to weaken opponents
without firing a single shot.

This paper investigates how the Kremlin uses foreign information manip-
ulation and interference (FIMI) campaigns to undermine support for
NATO within U.S. democratic institutions and civil society. The U.S. Gov-
ernment Accountability Office (GAO) defines foreign disinformation as
“false claims or misleading information deliberately created or spread
by foreign actors to deceive people,” often with the goal of destabilizing

5 Robert J. Moschella, The Besieged Fortress: Making Sense of Russia’s Annexation of Crimea and
What It Means to U.S. Policy Makers, Defence Technical Information Center, accessed August 5, 2025,
https://apps.dtic.mil/sti/citations/AD1038278.

5 NATO Review, “Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote,” last
modified November 30, 2021, accessed August 5, 2025, https://www.nato.int/docu/review/arti-
cles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html.

7 NATO Review, “Hybrid Warfare.”
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democracies.® A FIMI campaign refers to the sustained and strategic use
of such tactics, commonly seen in Russian operations. Drawing from the
hybrid warfare framework — which views disinformation as a non-mil-
itary tool of subversion — the study examines how these campaigns
erode public trust in democratic processes, destabilize alliances, and pro-
mote Russian geopolitical interests without conventional military con-
flict. The following research questions guide the analysis: How does the
Kremlin employ disinformation to weaken U.S. public confidence in elec-
tions and foreign policy, particularly regarding NATO? What strategies
has NATO employed in response, and what more can be done to counter
these threats? The paper uses a qualitative content analysis of govern-
ment documents, policy reports, and academic studies to trace evolv-
ing disinformation tactics and assess their impacts. Case studies include
Kremlin interference in U.S. elections and NATO-aligned states such as
Bulgaria®, where pro-Russian political narratives have been amplified
through media manipulation and social division. Ultimately, this study
argues that Kremlin-backed disinformation campaigns represent a stra-
tegic effort to weaken democratic resilience and fracture international
security cooperation.

Russian Disinformation

The Kremlin does not recklessly spread falsehoods; rather, it employs
a calculated strategy and a set of evolving tactics to achieve its manipu-
lation objectives. These disinformation methods are continually refined
to increase their effectiveness and evade detection. As noted by Joseph
W. Robbins in a report for the Center for Strategic and International Stud-
ies (CSIS), the Kremlin’s success lies in its ability to constantly adapt and

8 U.S. Government Accountability Office, Foreign Disinformation: Defining and Detecting Threats,
GAO0-24-107600 (Washington, DC: GAO, 2024), 1, accessed June 27, 2025, https://www.gao.gov/
assets/gao-24-107600.pdf.

® Rumena Filipova, “The Kremlin’s Agenda in Bulgaria: The Role of Pro-Neutrality Protests in Dis-
information Campaigns,” in Hacking Minds and Machines: Foreign Interference in the Digital Era, ed.
Nad’a KovalCikova (Paris: European Union Institute for Security Studies, 2024), 5, https://www.jstor.
org/stable/resrep62147.5.
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evolve its tactics.’® The Kremlin’s objectives include undermining demo-
cratic cooperation by weakening commitment to NATO and eroding U.S.
foreign policy resolve, as evidenced in the Doppelganger disinformation
campaign discussed below. Weakened commitment to NATO directly
benefits the Kremlin, as it reduces opposition to Russian expansionism
in Ukraine and potentially other post-Soviet states within Putin’s envi-
sioned sphere of influence. Moreover, Putin’s regime is more secure
when democracy is fragile elsewhere; it allows him to frame authori-
tarianism as a source of strength and stability, in contrast to what he
portrays as the chaos and weakness of democratic governance. Given
this opportunity, Putin can more easily suppress democratic movements
within Russia by pointing to instability abroad. The Kremlin’s disinforma-
tion strategy is designed to promote polarization, sow distrust in dem-
ocratic institutions, and undermine confidence in the media, political
discourse, and electoral systems — tactics reflected in the Doppelganger
campaign discussed below. In essence, the objective is simple: destabi-
lize democracy by eroding public trust and national cohesion. The Krem-
lin uses a constantly evolving arsenal of tactics to do this, including direct
interference in elections, using Al-generated deepfakes, manipulating
influencers into spreading their narratives, identity theft of individuals
(such as politicians) or organizations (such as new agencies), and cre-
ating fake versions of websites or platforms for the dissemination of
disinformation. Russian authorities have developed a multichannel dis-
information strategy designed for maximum impact. As Robbins notes,
the Kremlin’s use of coordinated “troll factories” enables the mass pro-
duction and rapid dissemination of disinformation across multiple plat-
forms simultaneously.!* A military volley is an old, but still used method
of using projectiles en masse. One of the reasons for this tactic is inciting
the most shock, panic, and chaos as possible among the enemy, an attack
on their morale and organization, which then hinders their response
power if effective. The Kremlin’s FIMI volley works in a similar way, using
all of their disinformation methods in synchronized and concentrated full

1 Robbins, “Countering Russian Disinformation.”
11 bid.
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force, attempting to damage United States (and other target’s) societal
morale and organization through shock and chaos.

2016 and 2020 Presidential Elections

Three major examples of Russian FIMI campaigns against the United States
include: the 2016, 2020, and 2024 presidential elections. Beginning with
2016, Russian tactics focused mainly on direct interference in the elec-
tion process. Twelve Russian intelligence agents were indicted by a federal
grand jury for interfering with the 2016 presidential election, as found in an
FBI investigation. The report states: “[t]he indictment charges 11 defend-
ants... with a computer hacking conspiracy involving gaining unauthorized
access into the computers of U.S. persons and entities involved in the 2016
U.S. presidential election, stealing documents from those computers, and
staging releases of the stolen documents to interfere with the 2016 U.S.
presidential election”, along with other crimes committed in the process,
such as money laundering and identity theft.!? The report further men-
tions how two of the twelve Russian agents were “charged with a separate
conspiracy to commit computer crimes, relating to hacking into the com-
puters of U.S. persons and entities responsible for the administration of
2016 U.S. elections, such as state boards of elections, secretaries of state,
and U.S. companies that supplied software and other technology related
to the administration of U.S. elections”.*

These acts constitute serious violations of U.S. law and clear intrusions
into the electoral system. Notably, the charges reflect two distinct tactics:
influencing public perception through document leaks and media manip-
ulation, and interfering directly with election infrastructure. The National
Intelligence Council defines election influence as “overt and covert efforts
by foreign governments or actors acting as agents of, or on behalf of, for-
eign governments intended to affect directly or indirectly a US election

2 Federal Bureau of Investigation. Russian Interference in 2016 U.S. Elections. Accessed June 19,
2025. https://www.fbi.gov/wanted/cyber/russian-interference-in-2016-u-s-elections.

3 |bid.
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— including candidates, political parties, voters or their preferences, or
political processes”, while “[e]lection interference is a subset of election
influence activities targeted at the technical aspects of the election, includ-
ing voter registration, casting and counting ballots, or reporting results”.*
Both serve the Kremlin’s ultimate goal: to install a favorable candidate and
weaken democratic institutions. In 2016, Russian operatives engaged in
both influence and interference efforts to support Donald Trump’s candi-
dacy, hoping he would undermine the United States’ commitment to NATO
and weaken its foreign policy resolve.

In the 2020 elections the Kremlin released another volley of disinformation
against the United States. Here the National Intelligence Council found no
evidence of Russian direct interference, only malign influence. The Nation-
al Intelligence Council reports Kremlin “influence operations aimed at den-
igrating President Biden’s candidacy and the Democratic Party, supporting
former President Trump, undermining public confidence in the electoral
process, and exacerbating sociopolitical divisions in the US”.*> The report
further emphasizes that the Kremlin worked with proxy actors — some of
whom were closely linked to former President Trump and his administra-
tion — to spread rumors and false narratives aimed at defaming Joe Biden
during his presidential campaign.'® Some of these rumors are backed by
fake videos/images (deepfake) and conspiracies of election fraud by the
Democratic Party."

Although the Kremlin’s tactics have evolved, its core strategy, objectives,
and preferred candidate have remained consistent. In recent election
cycles, Russian operations have shifted toward more covert influence
campaigns, aiming to erode American faith in democracy without draw-
ing direct attention to their malign activities. Heather A. Conley of the

1 National Intelligence Council. Foreign Threats to the 2020 US Federal Elections. Office of the
Director of National Intelligence, March 16, 2021. Accessed June 19, 2025. https://www.dni.gov/files/
ODNI/documents/assessments/ICA-declass-16MAR21.pdf.

> 1bid.
1 |bid.

7 Bryan Nakayama, “Democracies and the Future of Offensive (Cyber-Enabled) Information Oper-
ations,” The Cyber Defense Review 7, no. 3 (2022): 49-66, https://www.jstor.org/stable/48682322.
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Center for Strategic and International Studies (CSIS) argues that the first
step in countering Russian disinformation is acknowledging that “we are
at war.”*® She contends that “if the American people understood that
we are facing a new kind of war, a greater sense of patriotism and duty
about what is at stake would be awakened,” drawing a parallel to the
surge of unity following the attack on Pearl Harbor.'® Though written
in 2019, Conley’s warning remains highly relevant. If more Americans
understood the scope of Russia’s foreign information manipulation and
interference (FIMI) efforts — and their role in exacerbating domestic
polarization — it is likely that public response would be more unified
and resolute.

Aware of this risk, the Kremlin has adapted its strategy to prioritize influ-
ence over direct interference, staying under the radar while continuing to
shape public opinion and weaken democratic institutions. Even though
the campaign failed to get Trump elected, it still impacted the American
faith in United States democratic processes. While the Kremlin may not
have achieved all its immediate goals, it effectively laid the groundwork for
future destabilization. Arguably the 2020 Russian FIMI degraded this trust
more than the 2016 campaign, if you take into account the January 6th
storming of the Capital as further destabilizing and representing a further
polarizing American society. The Kremlin did not reap full fruits from this
campaign, but laid the groundwork for the next.

2024 Presidential Election and NATO

The name for Russia’s disinformation campaign influencing the 2024
election was referred to as “Doppelganger” by the FBI. This campaign dis-
played further Russian tactical adaptation and improvement. In this case,
as a Justice Department release indicated, the Kremlin went through
Russian companies, such as SDA (Social Design Agency), Structura,

8 Heather A. Conley, Undermining Democracy: Kremlin Tools of Malign Political Influence. Center
for Strategic and International Studies (CSIS), 2019. https://www.jstor.org/stable/resrep37610.

¥ Conley, Undermining Democracy.
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and Dialog.? The report then explained that through these companies,
the Kremlin funded and organized a multi-layered, cross-platform, cam-
paign. This effort made prevalent use of Al to generate content such
as deepfakes and narratives. The operation, as outlined by the Justice
Department, relied on three seized Russian documents discussing the
three pronged operation, with the Russian names of “Good Ole USA Pro-
ject”, “The Guerilla Media Campaign”, and the “US Social Media Influenc-
ers Network Project”.

The goal stated in the Good Ole USA Project document is to secure Trump
or Republican victory in the elections.?* While the FBI redacted the names
of specific politicians and parties — referring to them instead as “Candi-
date A” or “U.S. Political Party B” — the context and associated political
views make their identities relatively clear. The Good Ole USA Project
aimed to shift American public opinion on several fronts. One goal was to
raise the percentage of Americans who believed the U.S. was “doing way
too much to support Ukraine” from 41% to 51%. Another objective was
to increase the share of respondents who agreed that the war in Ukraine
should be ended as soon as possible — even if it meant ceding territory to
Russia — from 43% to 53%. Finally, the campaign sought to reduce confi-
dence in a prominent political figure — referred to in the report as “Can-
didate B,” likely either President Biden or Vice President Harris depending
on the timeline — from 39% to no more than 29%.

To achieve its objectives, the project targeted specific populations, such
as swing states and Hispanic populations, via social media platforms.
The document states plainly that these channels “will have extensive
viral content — music, humor, beautiful girls, etc.” to draw in viewers.?
Russians also used channels disguised as American media outlets to

20 U.S. Department of Justice. Justice Department Disrupts Covert Russian Government-Spon-
sored Foreign Malign Influence Operation Targeting Audiences in the United States and Elsewhere.
Press release, July 11, 2023. Accessed June 16, 2025. https://www.justice.gov/archives/opa/pr/
justice-department-disrupts-covert-russian-government-sponsored-foreign-malign-influence.

2 U.S. Department of Justice. The Good Ole USA Project. Accessed June 20, 2025. https://www.
justice.gov/archives/opa/media/1366201/dl.

2 |bid.
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distribute deepfakes, redubbed videos, and other forms of manipulated
content. These channels operated in a “sleeper state,” avoiding overtly
political content while building a loyal following. As elections approached,
they shifted strategies — using targeted ads and posts to promote other
Russian-run channels that focused on political messaging and distribut-
ed pro-Russian disinformation. This project also involved working with
American influencers who shared conservative values and were likely to
agree with — and amplify — Russian narratives, such as withdrawing sup-
port from Ukraine or normalizing U.S.—Russia relations.

The next prong, the Guerilla Media Campaign, focused on targeting Repub-
licans and poor whites with carefully disguised disinformation on social
media platforms, adding fuel to existing citizen demands to withdraw from
foreign affairs to focus on internal affairs. The Russian planners prey on
the already existing conservative American fears of “new globalist social-
ism” (American left), with claims of “reverse discrimination” and loss of
“The American Dream”.?® The campaign fueled Republican concerns that
the U.S. was overspending on Ukraine while neglecting domestic economic
issues — particularly the fear among working-class white Americans that
such spending would threaten their jobs and increase the cost of living,
a theme prominently noted in the document.

To manipulate these sentiments, Russian operatives created content dis-
guised as American media, often mimicking outlets like Fox News. They
used comments, videos, memes, and group chats to disseminate this
material as broadly as possible. The operation relied on organized produc-
tion teams responsible for generating high volumes of content and moni-
toring audience reactions.

Importantly, the planners emphasized on producing maximum con-
tent and monitoring the channels and advising the production teams.
The planners emphasized in the document the importance of “use[ing]
a minimum of fake news and a maximum of realistic information”, and
when fake news is used, the importance of “continuously repeat[ing]

2 U.S. Department of Justice. Guerilla Media Campaign in the United States. Accessed June 20,
2025. https://www.justice.gov/archives/opa/media/1366196/dI.
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that this is what is really happening, but the official media will never
tell you about”.?* This strategy highlights the high level of organization
and sophistication of the Russian operation, compared to previous Rus-
sian FIMI campaigns. It also highlights the growing threat of Russian
malign influence, particularly the shift toward more sophisticated disin-
formation. While blatantly fake news is easier to identify, disinformation
becomes far more potent when it blends mostly accurate information
with subtle lies and biased framing.

Ultimately, the Guerilla Media Campaign was a key pillar in Russia’s effort
to influence American minds ahead of the 2024 election. Though the tac-
tics evolved, the objective remained unchanged: erode trust in democrat-
ic institutions, stoke division, reduce support for global engagement, and
push the United States toward a posture more favorable to Putin.

The third prong of Doppelganger was the US Social Media Influencers Net-
work operation. This prong focused on creating fake American accounts
and relied less on spreading disinformation than on simply advancing
Republican narratives that aligned with Russia’s. The report explained
that the operation created and maintained approximately two hundred
accounts in total, with two “active accounts” and two “dormant accounts”
assigned to each state. The active accounts posed as individuals who sup-
ported the Republican Party or represented communities of local activists,
and they posted, reposted, and commented in support of narratives shared
by both Republican and Kremlin-aligned sources. The dormant accounts
were created as backups in case the active accounts were blocked, contin-
uing to further the Kremlin’s agenda — though with less activity. Dormant
accounts were a failsafe response to increased cooperation between Meta
and the National Security Agency (NSA), which was identified as an obsta-
cle to the operation. X (formerly Twitter) was also mentioned as a plat-
form better suited for the campaign, though the report notes that X's
fact-checking programs posed their own challenges. Additionally, Russian
planners used American VPNs for these accounts as a further measure to
evade U.S. defenses.

24 U.S. Department of Justice, Guerilla Media Campaign.
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The U.S. Social Media Influencers Network operation shared some tacti-
cal similarities — and differences — with the other two 2024 operations.
However, the strategy and objectives remained consistent: to undermine
the American democratic process (with media as a central target), pro-
mote polarization, reduce support for an internationally engaged United
States, and push the country toward greater alignment with Russian con-
servative ideals.

Russian anti-NATO malign influence is another case crucial to this discus-
sion. Kremlin FIMI undercuts American commitment to NATO by direct-
ly attacking NATO’s reputation, not just by attacking general American
commitment to strong foreign policy. For example, some of the Doppel-
ganger narratives attempted to defame NATO by spreading disinforma-
tion about it as an aggressor in Ukraine.”® NATO’s official website was
even among the victims of Doppelganger site-mimicking, as the Russians
created the “‘nato[.]ws’ domain” which “was used to mimic the official
NATO website for credibility and spread false press releases”, such as
announcing that NATO is considering “deploying Ukrainian paramilitary
troops to France to ‘suppress’ protests”.?® These mimic sites even include
links to the real home page for increased credibility, according to USCY-
BERCOM.?” The Kremlin claims that NATO is an aggressor and pulls its’
members into a war they do not want to be in. Russia disseminates this
narrative via disinformation campaigns such as Doppelganger. The Rus-
sian disinformation does not stop at victims in immediate contact, but
spreads like a disease, relying on Americans to further disseminate the
disinformation for them, including disinformation defaming NATO. This
will be discussed further later.

% U.S. Cyber Command. Russian Disinformation Campaign “DoppelGénger” Unmasked: A Web
of Deception. June 6, 2024. Accessed June 16, 2025. https://www.cybercom.mil/Media/News/
Article/3895345/russian-disinformation-campaign-doppelgnger-unmasked-a-web-of-deception.

% G. Bergmanis-Korats, M. Isupova, and R. R. Vecmanis, Virtual Manipulation Brief 2025: From
War and Fear to Confusion and Uncertainty (Riga: NATO Strategic Communications Centre of Excel-
lence, 2025).

27 U.S. Cyber Command, DoppelGdnger: A Web of Deception.
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The Stakes of Disinformation

The Kremlin’s FIMI campaigns pose a serious threat to both the internal
health of democratic systems and the cooperation between democratic
states — particularly in the area of defense. Disinformation undermines
public trust, weakens democratic institutions, and erodes national sover-
eignty. Because democracies are inherently more transparent and plural-
istic, they are more vulnerable to manipulation. Kremlin disinformation
exploits these vulnerabilities, amplifying existing divisions and uncertain-
ty. If democratic nations fail to confront this threat collectively, they risk
being isolated, weakened, or destabilized one by one. NATO makes western
democracies stronger through their mutual cooperation and trust, which is
why Putin is attacking commitment to NATO. The sovereignty of individual
democratic nations, including the United States is also defiled continuously
by Kremlin disinformation. Vladimir Surkov, one of Putin’s advisors, stated in
2019: “Foreign politicians talk about Russia’s interference and referendums
around the world. In fact, the matter is even more serious: Russia interferes
in your brains, we change your conscience, and there is nothing you can do
about it”.2 This quote encapsulates the breaches of sovereignty the Krem-
lin prides itself on for getting away with. The quote also displays the grow-
ing threat discussed earlier, as Kremlin disinformation tactics evolve to be
more potent and difficult to block. The GAO clearly refers to disinformation
as a “[threat] to U.S. national security”.? If action is not taken now to ori-
ent defenses to Russia’s latest capabilities and campaigns, the Kremlin (and
other leading malign influence actors, such as Iran or China) will be able to
continue manipulating democratic societies and politics unchallenged.

Responses

The United States, many European countries, and NATO are responding to
Russian malign influence with countermeasures. Cyber threat intelligence
expert, Dr. Bryan Nakayama discusses measures taken by the United States,

28 Conley, Undermining Democracy, 12.

2 U.S. Government Accountability Office, Foreign Disinformation, 1.
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United Kingdom, France, and Germany as of 2022. Of these countries France
has the most aggressive response. France integrated counter-disinforma-
tion teams into their cyber branch of the military and implemented media
accountability legislation.*® Integrating counter-disinformation teams into
the cyber defense force helps by systematically addressing disinformation
attacks as a threat, which is the first step and serves as a base on which
to build a defense. According to Nakayama, French media accountabili-
ty legislation emphasizes enhanced monitoring by requiring social media
platforms to implement a tool that allows users to flag suspected disinfor-
mation, which is then investigated and removed if verified.?! It also holds
media platforms accountable to delete disinformation in “as little as one
hour’s notice”. Germany, the United Kingdom, and the United States also
responded by creating counter-disinformation teams and integrating them
into cyber-defense parts of the military. Nakayama also discusses the Unit-
ed Kingdom’s approach of implementing media literacy into education
programs and expanding “[information operations” in cooperation with
NATO, supporting “NATO operations by defending against false or exagger-
ated narratives”.3?

Senior Analyst at the EU Institute for Security Studies, Dr. Andrea Salvi
proposes some possible solutions in his article focused on deep fakes.
His main argument advocates as much cross-collaboration as possible,
or “a comprehensive and agile response strategy with engagement from
the broader multi- stakeholder community”.®® This multi-stakeholder
community includes “[plolicymakers, IT specialists, researchers and civil
society members”, who need to increase monitoring and work to secure
the “information and cybersecurity ecosystem. Salvi includes the Europe-
an Union as an example of this cross-collaboration, discussing how the

30 Bryan Nakayama, “Democracies and the Future of Offensive (Cyber-Enabled) Information Oper-
ations,” The Cyber Defense Review 7, no. 3 (2022): 49-66, https://www.jstor.org/stable/48682322.

31 Nakayama, “Democracies and the Future,” 51.
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3 Andrea Salvi, “The Attack of the Clones: Deepfakes and the Evolving Landscape of Disinfor-
mation,” in Hacking Minds and Machines: Foreign Interference in the Digital Era, ed. Nad’a Kovalcik-

ovd (Paris: European Union Institute for Security Studies, 2024), https://www.jstor.org/stable/
resrep62147.7.
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European Union created and updates a Code of Conduct for the informa-
tion environment, with the support of civil society and big tech companies.
This Code of Conduct and Digital Services Act “establishes severe penalties
for disinformation as well as fines for platforms that fail to comply with the
obligations” and requires platforms to “demonstrate their procedures for
reporting and taking down illegal content as well as content identified as
information manipulation”.3*

The NATO Virtual Manipulation Brief 2025 provides a thorough analy-
sis of where Russia’s (and other malign actors’) disinformation capabili-
ties stand, their increasing use of generative Al, and ideas for defensive
response. According to the report, “the Kremlin-aligned information space
heavily relies on amplification,” for which the Russians rely on reposts and
audience engagement.® The report explains how content on platforms like
X tend to have more reposts, but content on platforms like Telegram and
YouTube tend to garner more audience engagement (such as comments or
individual related posts). Both of these kinds of platforms help to spread
Russian narratives and having two general platform routes helps insure
Kremlin narrative amplification. The NATO brief also emphasizes Russia’s
growing use and investment in Al to create content faster and more con-
vincing as well as “coordinate generative Al agent swarms”, as mentioned
above, through systems, such as Model Context Protocol (MCP), that
standardize modes of communication between different kinds of Al.3¢

In response, the NATO report provides a plan for countering the next
Russian threat. Because Russian tactics are constantly evolving, it is not
enough to only learn how to counter the tactics used in the past. This
plan centers defense around establishing a prediction system, bolstering
rapid response capabilities, and reducing disinformation’s effect on soci-
ety. NATO's report suggests establishing a prediction system via fostering
“the ability to forecast virality and evaluate the immediate and long-term

3 Ibid.

35 G. Bergmanis-Korats, M. Isupova, and R. R. Vecmanis, Virtual Manipulation Brief 2025: From
War and Fear to Confusion and Uncertainty (Riga: NATO Strategic Communications Centre of Excel-
lence, 2025), 6.
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effects” of FIMI on society, mentioning audience behavior models as a tool
to help achieve this.3” Monitoring and analyzing media trends and Russian
cross-platform coordination also help to keep updated on the latest threat
capabilities, which is essential to forecasting attacks and tactics.

For the second part of the plan, the briefing recommends coupling “nar-
rative-environment map(s]”, which track and analyze disinformation
“bursts” and societal vulnerabilities, with “agile rapid-response cell[s]”.3®
In essence, this means fostering greater cooperation between systems
working to analyze attacks and systems working to patrol platforms. Like
watchmen in the towers, those monitoring threats must clearly commu-
nicate with the guards on the walls and within the fort — alerting them
when, where, and how an attack may come so they can prepare and
defend accordingly. The report concludes by recommending public aware-
ness campaigns to strengthen societal resilience to FIMI, acknowledging
that some disinformation will inevitably bypass even the most robust
defenses. Given the high speed environment created by the information
age and Al, prediction and rapid response are the only way to intercept
Russian disinformation volleys. At the same time, building public resilience
is critical for countering the disinformation that slips through. However, it
is important to acknowledge that implementing a better defense system
could also accidentally delete a real post. This accident would likely trigger
further distrust in democracy and media, only making the situation worse,
so more thought is needed to carefully form a response plan.

Conclusion

Although increased monitoring raises valid concerns about individual pri-
vacy, action must still be taken to counter Russian disinformation cam-
paigns. These campaigns threaten U.S. national sovereignty by exploiting
personal beliefs, media ecosystems, and social divisions to erode public
faith in democracy. They also aim to manipulate elections and foreign

3 \bid., 27
* |bid.
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policy, ultimately weakening the United States and its commitment to
democratic alliances. NATO — the cornerstone of mutual defense among
democracies — is a primary target because it obstructs Putin’s expansion-
ist goals and challenges his regime simply by existing.

To effectively counter Russian disinformation, the United States must
strengthen coordination with media and tech companies, grassroots
organizations, NATO, and other democracies. Ongoing analysis of Russian
capability development should be shared with the systems — both human
and Al — tasked with monitoring and defending the information space.
Just as crucial is a dramatic expansion of public awareness campaigns to
educate Americans on the nature of foreign malign influence, the threat it
poses, and how to recognize it in action.

There also needs to be more research on this topic. My research relies on
publicly available government reports, but national security reports do
not reveal the full extent of covert operations by nature. This censorship
provides an obstacle for academic analysis. Research relying on private
investigation and studies may help to further explore this subject. | also
sincerely urge the reader to view my sources for themselves, interpret
them, think about how to respond, and educate others on the threat,
tactics, and needed responses to Russian and other foreign disinforma-
tion campaigns.
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Introduction

In an era defined by overlapping crises, the targeting of healthcare sys-
tems by violent non-state actors marks a profound shift in the nature of
modern conflict. Frank Hoffman’s hybrid threats theory offers a useful lens
for understanding this shift, emphasizing that epidemics do not occur in
isolation but intersect with illicit economies, digital warfare, and fragment-
ed governance.® Hybrid threats involve the coordinated use of both con-
ventional and unconventional tactics — including terrorism, cyberattacks,
disinformation, and infrastructure sabotage — by state or non-state actors
to destabilize societies and achieve political objectives.*® Health systems,
particularly in fragile states, have increasingly become tools and targets in
these campaigns. According to recent data, “Over the course of 5 years,
1,721 healthcare facilities were damaged, 2,153 healthcare personnel
were injured, and 485 patients were harmed in these attacks.”*! When
viewed through the lens of asymmetric warfare, these attacks are not
random acts of violence, but strategic efforts by less-resourced groups to
exploit health vulnerabilities, undermine public trust, and exert influence
without engaging in direct military confrontation.

The bidirectional nexus between sociopolitical violence and the functional-
ity of healthcare can be understood by applying the hybrid threats frame-
work to global health security operations. Sociopolitical violence is defined
in this paper as acts of aggression, coercion, or disruption arising from or
directed toward political, ethnic, or religious structures, and encompasses
a wide array of conflict modalities — including terrorism, civil insurgency,
and state-sponsored repression.*? The relationship between violence and
health insecurity is cyclical; conflict weakens healthcare capacity, while

3 Frank Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington, VA: Potomac
Institute for Policy Studies, 2007), https://www.potomacinstitute.org/images/stories/publications/
potomac_hybridwar_0108.pdf.

40 Ibid.

41 Fatih Cemal Tekin and Fatma Selcen Ocal, “Attacks on Health Care Worldwide: 5-Year Review,”
Eurasian Journal of Emergency Medicine 22, no. 4 (2023): 211-16, https://doi.org/10.4274/eajem.
galenos.2023.42223.

42 Jeff Hearn et al., “Violence Regimes: A Useful Concept for Social Politics, Social Analysis, and
Social Theory,” Theory and Society 51 (2022), https://doi.org/10.1007/s11186-022-09474-4.
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deteriorating health systems intensify grievances and destabilization. Yet,
health systems are not merely passive victims of instability — they can also
serve as critical stabilizing forces. In contexts where state institutions are
weak or absent, the presence of reliable health infrastructure can fill gov-
ernance vacuums, restore public trust, and reduce incentives for political
violence.®® This research focuses on the World Health Organization (WHO),
whose emergency preparedness architecture — including its surveillance,
alert and response, and operations frameworks — plays a pivotal role in
conflict-sensitive health interventions. Through a case study of WHO'’s
polio eradication efforts in Pakistan, this paper explores how the organ-
ization can more effectively integrate the risks posed by sociopolitical
violence into its health security mandate. By doing so, WHO can enhance
resilience in complex humanitarian emergencies and improve the efficacy
of its interventions in politically volatile settings.

Operationalizing the WHO

Founded on April 7th, 1948, the WHO is an intergovernmental body with-
in the United Nations system that specializes in addressing global public
health crises and advancing health equity. Central to WHO’s work is its role
in global health security, as it monitors disease outbreaks, facilitates rapid
data sharing, and supports preparedness efforts that mitigate cross-border
threats. WHO'’s efforts not only protect population health but also contrib-
ute to broader sociopolitical stability by ensuring that health emergencies
do not escalate into political or economic crises.

Woven within the practices of WHO is the framework laid out by the 2005
International Health Regulations (IHR) authorizing the organization to
serve as the main hub for all essential disease surveillance information.*
As stated in the official WHO website, “WHO plays the coordinating role

4 Yazan Douedari and Natasha Howard, “Perspectives on Rebuilding Health System Governance
in Opposition-Controlled Syria: A Qualitative Study,” International Journal of Health Policy and Man-
agement 8, no. 4 (2019): 233-44, https://doi.org/10.15171/ijhpm.2018.132.

% Jeremy Youde, “The International Health Regulations,” Biopolitical Surveillance and Public
Health in International Politics, 2010, 147-75, https://doi.org/10.1057/9780230104785_7.
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in IHR implementation and [...] helps countries to build capacities.”* This
responsibility is reflected in its emergency framework: surveillance (early
threat detection), alert and response (rapid coordination), and opera-
tions (on-the-ground support and recovery). These pillars will serve as
the framework through which | contextualize the scope and impact of an
organization as extensive as the WHO.

Surveillance

The WHO defines public health surveillance as the “continuous, systematic
collection and analysis of health-related data to guide public health plan-
ning and response” — crucial during emergencies for timely detection and
coordination.*® Effective surveillance must include not just clinical indica-
tors but also sociopolitical factors like conflict intensity, community trust,
and social disruption. One key WHO mechanism addressing these is the
Surveillance System of Attacks on Healthcare (SSA), which tracks assaults
on medical services in conflict zones. By contextualizing warfare and man-
aging tactical data, SSA supports trend analysis in unstable regions. How-
ever, its limited granularity — such as missing geocoding, impact metrics,
and intent indicators — hinders understanding of health insecurity and
weakens emergency response.?’

Moreover, trust in the SSA remains low among frontline health actors, espe-
cially in conflict zones like Syria and Ethiopia, where the system’s reliance
on self-reporting through NGOs and mobile applications has seen limited
adoption®. In regions such as Northwest Syria, the SSA is not in use at all,

4 World Health Organization, “International Health Regulations,” WHO.int, last modified 2024,
https://www.who.int/health-topics/international-health-regulations.

4 World Health Organization, “Surveillance in Emergencies,” World Health Organization, 2023,
https://www.who.int/emergencies/surveillance.

47 Benjamin Mason Meier, Hannah Rice, and Shashika Bandara, “Monitoring Attacks on Health
Care as a Basis to Facilitate Accountability for Human Rights Violations,” Health and Human Rights 23,
no. 1 (June 2021): 55, https://pmc.ncbi.nlm.nih.gov/articles/PMC8233025.

% Reem Ladadwa et al., “Health Information Management Systems and Practices in Conflict-Af-
fected Settings: The Case of Northwest Syria,” Globalization and Health 20, no. 1 (June 6, 2024),
https://doi.org/10.1186/s12992-024-01052-w.
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with health workers citing issues around usability, inadequate protection
mechanisms for reporters, and security concerns that deter engagement.*
This disconnect between the SSA’s centralized structure and the complex
realities of health workers operating under threat contributes to underre-
porting and widespread skepticism about the system’s effectiveness. While
the SSA provides a framework for tracking violence against healthcare, its
low granularity and lack of trust limit its use for proactive, context-aware
interventions — reducing it to a reactive reporting tool.

While the SSA reflects WHO’s attempt to document violence against
healthcare, the Health Emergency Preparedness, Response and Resil-
ience (HEPR) framework takes a more holistic approach by embedding
sociopolitical awareness into emergency preparedness systems, particu-
larly in fragile and conflict-affected settings. Recognizing that “one size
does not fit all,” HEPR strengthens resilience by linking surveillance with
community protection and coordination across multiple stakeholders,
especially where state systems are weak or absent®. It promotes triangu-
lating diverse data sources, such as NGO reports, local observations, and
market signals, to detect threats early and compensate for unreliable gov-
ernment reporting. HEPR emphasizes adaptability and real-time respon-
siveness by using field-generated evidence to continuously refine crisis
strategies, while promoting horizontal and vertical integration to coordi-
nate across sectors and address local governance gaps, distrust, and inter-
secting vulnerabilities. By supporting decentralized decision-making such
as United Nations Relief and Works Agency’s successful delegation to field
offices during the Syrian refugee crisis, HEPR enhances public health sys-
tem flexibility and aligns emergency response with broader peacebuilding
and development objectives.>?

4 Ibid.

%0 World Health Organization, 10 Proposals to Build a Safer World Together: Strengthening the
Global Architecture for Health Emergency Preparedness, Response and Resilience (Geneva: World
Health Organization, 2022), https://cdn.who.int/media/docs/default-source/emergency-prepared-
ness/who_hepr_june30draftforconsult.pdf.

1 Lena Forsgren et al., “Health Systems Resilience in Practice: A Scoping Review to Identify Strat-
egies for Building Resilience,” BMC Health Services Research 22, no. 1 (September 19, 2022), https://
doi.org/10.1186/512913-022-08544-8.
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While HEPR promotes collaborative surveillance across sectors, it appears
to lack explicit mechanisms for integrating political dynamics such as shifts
in territorial control, cease-fire status, or fluctuations in community trust
into its risk monitoring framework. Conflict-sensitive surveillance in vol-
atile settings such as the Eastern Democratic Republic of the Congo illus-
trates that conflict not only disrupts healthcare infrastructure, but also
erodes community trust and skews healthcare-seeking behavior — factors
which routine surveillance frameworks, including HEPR, are ill-equipped to
detect.>? Without embedding these political risk signals, HEPR’s monitor-
ing runs the risk of being blind to early warning signs that precede govern-
ance breakdowns or health system collapse in fragile contexts.

Alert and Response

Under the IHR, WHO supports national responses and facilitates global
information-sharing to prevent cross-border spread. Two major tools in
this effort are the Electronic Early Warning, Alert, and Response System
(EWARS), which accelerates outbreak detection via digital platforms, and
the Health Emergency and Disaster Risk Management Framework (Health-
EDRM), which offers a multisectoral approach to crisis management. While
effective in stable emergency contexts, both frameworks face significant
limitations in conflict zones characterized by sociopolitical violence and
weak governance.

EWARS is a digital surveillance tool designed for rapid deployment in cri-
sis-affected, low-resource settings, operating through mobile platforms
to detect disease outbreaks via a built-in risk matrix and real-time alert
system. Delivered as a self-contained kit with mobile devices, solar charg-
ers, and a local server, it functions independently of local infrastructure
and has proven effective in emergency settings with urgent health needs.
During the Rohingya refugee crisis in Bangladesh, it provided real-time

2 QOlivier Kambere Kavulikirwa, “Intersecting Realities: Exploring the Nexus between Armed Con-
flicts in Eastern Democratic Republic of the Congo and Global Health,” One Health 19 (December 1,
2024): 100849-49, https://doi.org/10.1016/j.onehlt.2024.100849.
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data that informed measles vaccination efforts and Hepatitis A preven-
tion responses, highlighting EWARS’ strength as a scalable, digital innova-
tion that enhances disease surveillance and response in crisis zones.>* Yet
EWARS struggles in conflict zones shaped by asymmetric warfare and soci-
opolitical violence. In regions like Northwest Syria, constant displacement
and the collapse of public institutions undermine the system’s ability to
maintain reliable data flows.>* The 2015 data void for Idlib governorate —
coinciding with regime withdrawal and non-state group control — exposed
its dependence on functioning governance.> Without integrating local
capacity and sociopolitical dynamics, global health frameworks risk rein-
forcing the very governance vacuums they aim to mitigate.

Building on EWARS’ limitations, the Health-EDRM is WHOQ’s broader
attempt to integrate sociopolitical and structural vulnerabilities into
emergency planning. Established in 2019, it promotes a risk-based,
all-hazards approach that prioritizes prevention, preparedness, response,
and recovery within health systems®®. While designed to align with strat-
egies like UHC, the IHR, the Sendai Framework, and climate action, its
implementation in conflict-affected regions still reveals major gaps in
political adaptability and operational feasibility. An illustrative exam-
ple is the postpartum hemorrhage prevention project deployed across
ten conflict-prone provinces of Afghanistan®’. This effort prioritized

53 Basel Karo et al., “World Health Organization Early Warning, Alert and Response System in the
Rohingya Crisis, Bangladesh, 2017-2018,” Emerging Infectious Diseases 24, no. 11 (2018): 2074-76,
https://doi.org/10.3201/eid2411.181237.
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coordination with community and religious leaders to achieve its goal
of expanding maternal health access in remote areas during crisis con-
ditions®®. This approach stands in contrast to other WHO tools, such as
EWARS in Northwest Syria, where lack of local participation and top-
down structure undermined implementation in volatile zones. Despite
its flexible design, Health-EDRM struggles in complex conflict settings
like Balochistan, where Afghan refugee populations and fractured gov-
ernance pose major challenges. Political tensions with the central gov-
ernment have led to chronic underdevelopment and neglect of basic
services, including healthcare.>® Without clear guidance on how to imple-
ment health interventions when the state is a party to the conflict, the
Health-EDRM framework risks becoming aspirational rather than opera-
tional in its most critical settings.

Operations

As previously discussed in terms of surveillance and alert + response, soci-
opolitical instability and hybrid threats undermine not only preparation for
emergent health crises but also the operational delivery of health inter-
ventions. Both the WHO's Incident Management System (IMS) and Nation-
al Action Plan for Health Security (NAPHS) are essential mechanisms that
aim to operationalize the IHR, but they too are challenged in fragile and
non-permissive settings. “Operations” in WHO frameworks requires secure
coordination, clear authority, and flexible decision-making — conditions
often absent in asymmetric warfare contexts.

The IMS is WHO'’s standardized but flexible operational architecture for
coordinating national and international actors under a single chain of com-
mand during health emergencies. Scalable and hierarchical, IMS enhances
resource deployment and technical support while adapting to the size and

%8 |bid.

% Yasir Shafiq et al., “Toward Resilient Maternal, Neonatal and Child Health Care: A Qualitative
Study Involving Afghan Refugee Women in Pakistan,” Health Services Insights 18 (2025), https://doi.
org/10.1177/11786329241310733.



2. Conflict and Contagion: Addressing the Nexus of Sociopolitical Instability... 35

complexity of a crisis.®® Beyond technical coordination, IMS has strategic
relevance in politically unstable contexts shaped by hybrid threats, where
it functions not only as a public health tool but as a stabilizing mechanism
in environments threatened by insurgents, paramilitary actors, or disin-
formation campaigns. During the 2014-2016 Ebola outbreak, WHO and
national governments used IMS-enabled Emergency Operations Centers
in Liberia, Sierra Leone, and Guinea to tailor response coordination to
local political realities.®* This modular approach allowed for cooperation
with subnational structures and, when necessary, non-state actors — pre-
serving data flow and care continuity amid asymmetric conflict. Similarly,
during Nigeria’s 2019 Lassa Fever outbreak, the One Health IMS model
integrated actors across health, agriculture, and environment ministries.5?
Even in conflict-affected states like Taraba and Adamawa, the Nigeria Field
Epidemiology Training Program mobilized locally trained responders to
deliver case management and surveillance, demonstrating that IMS can
function in contested spaces when supported by national leadership and
workforce development.

Yet despite its adaptability, IMS remains constrained by assumptions of
centralized authority and institutional trust — conditions rarely met in
hybrid warfare settings, where misinformation is weaponized and low
public trust renders its reliance on coordination and standardization
a liability. While adaptations like One Health offer promise, they depend
on political will, multisectoral buy-in, and strong ministries — ele-
ments often missing in conflict zones.®® Without embedding political

% World Health Organization, ERF Emergency Response Framework: Internal WHO Procedures
(Geneva: World Health Organization, 2024), https://iris.who.int/bitstream/handle/10665/375964/
9789240058064-eng.pdf?sequence=1.

1 Jennifer C. Brooks et al., “Incident Management Systems and Building Emergency Management
Capacity during the 2014-2016 Ebola Epidemic — Liberia, Sierra Leone, and Guinea,” MMWR Supple-
ments 65, no. 3 (July 8, 2016): 28—34, https://doi.org/10.15585/mmwr.su6503a5.

%2 Chioma Dan Nwafor et al., “The One Health Approach to Incident Management of the 2019
Lassa Fever Outbreak Response in Nigeria,” One Health 13 (December 2021): 100346, https://doi.
org/10.1016/j.onehlt.2021.100346.
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in the Eastern Mediterranean Region in Times of Conflict,” The Lancet 399, no. 10332 (March 2020),
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intelligence, community trust-building, and flexible engagement strate-
gies into its design, IMS risks failure in precisely the fragile environments
it aims to stabilize.

Unlike the IMS, which is designed for acute response, NAPHS is a long-term
preparedness tool aligned with the IHR, offering a systemic, comprehen-
sive approach to public health emergencies. While not initially designed
for conflict settings, its multisectoral and long-term architecture makes
it particularly promising for addressing hybrid threats in sociopolitically
unstable environments when properly adapted. NAPHS promotes inclu-
sive, evidence-based health security by integrating sectors like defense,
agriculture, finance, and civil society, fostering national ownership and
attracting donor support through alignment with Joint External Evaluation
assessments. In lower-income or post-conflict settings, this multisectoral
model can mitigate institutional fragmentation, build trust between cen-
tral and local actors, and strengthen the social contract when grounded in
transparency and local engagement.®

However, NAPHS’ success depends on baseline political cohesion and
coordination capacity — conditions often absent in fragile or conflict-af-
fected states. In cases like Ethiopia, regional conflict and waning politi-
cal commitment have disrupted even well-documented NAPHS efforts,
revealing the plan’s vulnerability to instability. When applied uniformly
without adapting to sociopolitical fault lines — such as mistrust in institu-
tions, the presence of non-state actors, or asymmetric warfare — NAPHS
risks becoming a top-down intervention that reinforces inequities rather
than builds resilience. To remain effective in such contexts, NAPHS must be
context-specific, and rooted in local stakeholders to avoid exacerbating the
very fragilities it seeks to address.

% Charles Njuguna et al., “Improving Global Health Security through Implementation of the
National Action Plan for Health Security in Sierra Leone, 2018-2021: Lessons from the Field,” BMC
Public Health 23, no. 2178 (November 7, 2023), https://doi.org/10.1186/s12889-023-17103-7.
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Case Study: The Polio Eradication Crisis
in Pakistan

Figure 1: Map of Pakistan’s provinces before the dissolution of the Federally Administered
Tribal Areas

Source: Orris, Greta J., Pamela Dunlap, John Wallis, and Jeff Wynn. “Phosphate Occurrence and Potential in the
Region of Afghanistan, Including Parts of China, Iran, Pakistan, Tajikistan, Turkmenistan, and Uzbekistan.”
Open-File Report, 2015. https://doi.org/10.3133/0fr20151121.

Poliomyelitis, or polio, is a highly contagious disease that thrives in con-
ditions of poor sanitation; requiring sustained, widespread immunization
to prevent outbreaks. This virus is particularly vulnerable to sociopoliti-
cal disruptions that hinder vaccination and surveillance. While the Global
Polio Eradication Initiative (GPEI) has made significant progress since 1988,
Pakistan — alongside Afghanistan — remains one of only two countries
where wild poliovirus remains endemic.®® Despite extensive vaccination

% Pakistan Polio Eradication Programme, “Eradication Strategy,” End Polio Pakistan, accessed
July 30, 2025, https://www.endpolio.com.pk/polioin-pakistan/eradication-strategy.
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campaigns, progress has been impeded by deep-rooted political instabili-
ty, chronic underinvestment in public health, and a lack of trust between
marginalized communities and the state. In rural areas, where basic servic-
es like clean water and electricity are absent, vaccination drives are often
viewed as misplaced priorities, deepening the disconnect between public
health initiatives and broader development needs.%®

Militancy, ideological propaganda, and sociopolitical fragmentation have
further entrenched the crisis, turning a public health issue into a complex
security challenge. In 2006—-2007, Tehrik-i-Taliban Pakistan (TTP) affiliate
Maulana Fazlullah weaponized religious rhetoric via FM radio in Malakand,
labeling polio vaccines as haram and part of a Western sterilization plot.
The misinformation endured into the 2010s, leading to approximately
150,000 families having denied the polio vaccination.®’ These conspiracies
gained traction, especially after the 2011 CIA operation in Abbottabad,
which used a fake Hepatitis B campaign to gather DNA for the Osama
bin Laden raid.®® Such state interference exemplifies Foucault’s theory of
biopolitics, where health is used as a tool for population control, leading to
an erosion of trust in government authorities.®® As this trust deteriorated,
immunization efforts were increasingly viewed not as care, but as surveil-
lance and coercion, heightening skepticism toward both the Pakistani state
and international health actors.

The aftermath has been deadly and destabilizing. Polio workers have
become frequent targets: in 2012, eight vaccinators were assassinat-
ed across several cities; in 2015, others were kidnapped and killed in
Balochistan; and in 2025, a police officer was murdered while guarding

% Pakistan Polio Eradication Programme, “Eradication Strategy.
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vaccinators in Noshki.”” From 2012 to 2014, militants banned polio vac-
cines in North Waziristan, citing U.S. drone strikes as justification. These
bans and attacks reveal the extent of political fragmentation, especially in
regions like the former Federally Administered Tribal Areas (FATA), where
non-state actors often held more power than the federal government.
Such local non-state actors have prevented more than 350,000 children
from being vaccinated for polio since June 2012.”* Grassroots resistance
has also emerged in less violent forms: in 2019, Parachinar residents boy-
cotted polio campaigns to protest neglected infrastructure and religious
sites. A similar trend was seen throughout the FATA where 59% of the pop-
ulation stated they would rather prioritize clean water over polio eradica-
tion around 66% stated that energy/fuel issues should take precedence.”
Such rebellion aligns with Scott’s Theory of Everyday Resistance where, for
these communities, refusing vaccination becomes a symbolic assertion of
autonomy and a critique of a state that delivers syringes while failing to
provide clean water or safe schools.”

Ultimately, the polio crisis in Pakistan illustrates how sociopolitical insta-
bility actively undermines public health systems, functioning as a form
of hybrid threats by non-state actors. Militant groups like the TTP have
deliberately targeted healthcare infrastructure to weaken state author-
ity, using misinformation campaigns and violent attacks to erode trust
in both the government and international health institutions. The assas-
sination of vaccinators, bans on immunization, and the use of religious
rhetoric to delegitimize vaccines transform what should be a neutral

70 Braira Wabhid et al., “The History and Current Killings of Polio Vaccinators in Pakistan: A Need for
Targeted Surveillance Strategy,” Asia-Pacific Journal of Public Health, March 1,2023,101053952311588-
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public health initiative into a contested ideological battleground. Acts
of violence and propaganda, while not traditional warfare, strategically
destabilize state legitimacy by making the government appear incapable
of delivering even basic services. In this context, health infrastructure
becomes a proxy for political control, and its disruption serves to amplify
governance failures. Weaponizing public health aligns with the logic of
asymmetric warfare, where weaker non-state actors exploit vulnerabili-
ties such as dependency on international aid or public distrust to counter
more powerful state actors. The result is a cycle of fragility: poor health
outcomes reinforce sociopolitical unrest, which in turn further debili-
tates health systems. As grassroots resistance grows — whether through
boycotts, misinformation, or outright violence — the failure of interna-
tional health organizations like the WHO to address the underlying struc-
tural inequities only entrenches this cycle. Thus, Pakistan’s enduring
polio endemic is not simply a failure of immunization, but a symptom of
a broader political struggle in which healthcare itself becomes a site of
conflict and fragmentation.

WHO Intervention in Pakistan

One of the WHO’s most effective strategies in tackling Pakistan’s hybrid
polio crisis has been vaccine diplomacy through community integration.
Aware of the mistrust many communities harbored — exacerbated by
extremist propaganda portraying vaccines as Western tools for steriliza-
tion — the WHO collaborated with local religious leaders, and tribal elders
to deliver health education grounded in cultural and religious values.”
This bottom-up approach succeeded in increasing vaccine acceptance in
historically resistant regions, illustrating the power of community-rooted
partnerships in shifting public perception and building sustainable trust in
health interventions.

74 Shahella Idrees Shakeel et al., “Achieving the End Game: Employing ‘Vaccine Diplomacy’ to
Eradicate Polio in Pakistan,” BMC Public Health 19, no. 1 (January 17, 2019), https://doi.org/10.1186/
$12889-019-6393-1.
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However, these gains remain fragile in the face of deep-rooted educa-
tional inequities, particularly in conflict-affected areas like the former
FATA. Years of violence have devastated infrastructure — over 360 schools
were destroyed in 2015 alone — leading to an overall literacy rate of just
28.4%.7 A lack of education reduces health literacy, making communities
more vulnerable to misinformation and less likely to participate in vac-
cination campaigns. In this context, poor literacy is both a consequence
and a driver of insecurity, as weakened health systems struggle to con-
tain outbreaks that, in turn, perpetuate sociopolitical instability. For WHO
strategies to be truly effective, they must address this intersection of con-
flict, education, and public health, recognizing that vaccine delivery alone
cannot solve systemic vulnerabilities.

The GPEI, launched in 1988, has been central to coordinating global
efforts, deploying mass immunization campaigns, surveillance networks,
and cross-border cooperation with Afghanistan’®. In Pakistan, the initiative
has mobilized thousands of vaccinators and surveillance officers in align-
ment with WHO’s NAPHS. Yet despite these intensive efforts, wild poliovi-
rus remains endemic in Pakistan — a sign of the limitations of top-down,
vertical health interventions. Critics like anthropologist Sara Closser have
pointed out that the focus on rapid eradication has often overshadowed
long-term development, such as improving sanitation or funding routine
immunization services.”” Only 10% of Pakistan’s health budget is allocated
to primary healthcare, while the independently managed polio eradica-
tion program receives full financial coverage — creating a stark imbalance
in visible government priorities. Feelings of neglect fuel resentment in
underserved areas like former FATA and Balochistan, where communities
grappling with high infant mortality from preventable diseases such as
diarrhea often view polio campaigns as irrelevant, leaving room for local

> Ibid.

76 Shazia Ghafoor and Nadeem Sheikh, “Eradication and Current Status of Poliomyelitis in
Pakistan: Ground Realities,” Journal of Immunology Research 2016 (2016): 1-6, https://doi.org/
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actors and militants to exploit these sentiments and deepen mistrust in
state leadership.”®

To eradicate polio in Pakistan, the WHO must recalibrate its approach to
account for the sociopolitical dynamics that undermine public health.
In areas destabilized by militancy and mistrust, partnering with local leaders
and culturally credible actors is essential to protect vaccinators and rebuild
legitimacy. Combating propaganda requires not just health messaging, but
long-term investment in education — especially in conflict zones where low
literacy fuels misinformation. Above all, healthcare must be integrated into
broader development efforts that deliver visible benefits like clean water
and maternal care. When communities feel their basic needs are ignored,
health campaigns appear coercive rather than caring. By embedding immu-
nization within a framework of trust-building, infrastructure, and responsive
governance, the WHO can transform polio eradication from a contested
intervention into a collaborative, community-driven success.

Constraints and Considerations

A core limitation of WHO’s work in conflict zones is its institutional com-
mitment to political neutrality. In volatile regions where foreign agendas
are met with suspicion, the WHOQ'’s perceived neutrality is often the only
reason it can operate at all. However, avoiding political critique creates
a strategic paradox: without naming the militant or political actors — such
as extremist groups spreading vaccine misinformation or attacking health
workers — the WHO struggles to fully address barriers to healthcare
access. This delicate balancing act between diplomacy and security impairs
the organization’s ability to implement comprehensive health strategies in
politically charged environments.

Additionally, the increasing securitization of health by global actors like the
WHO introduces both operational and ethical implications. Framing health

8 Aurangzaib Khan, “Polio: What’s behind the Refusals?,” DAWN.COM, September 29, 2019,
https://www.dawn.com/news/1507831.
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through a security lens can lead to prioritizing diseases that pose a global
threat over those causing chronic, localized suffering. This dynamic may
divert resources from essential health services toward emergency respons-
es, thereby reinforcing global health inequities. Communities may begin to
qguestion whether the WHO'’s intent is to promote health for all or to pro-
tect certain populations from the spillover effects of disease. This erosion
of trust can be particularly dangerous in contexts where misinformation
is already rampant. Furthermore, no framework — no matter how robust
or evidence-based — can fully account for the instability, fragmentation,
and fast-changing nature of conflict zones. From sudden displacement and
collapsing infrastructure to the rise of new militant actors, conditions on
the ground often shift faster than any institution can respond, demanding
constant reassessment and humility in the face of uncertainty.

Policy Recommendation

Health interventions must be leveraged as immediate responses to crises and
as strategic tools to strengthen local stability and resilience against complex
hybrid threats. Standardized global strategies frequently overlook the com-
plex sociocultural and historical dynamics of local communities, treating them
as homogenous targets rather than diverse, lived realities. The WHO should
prioritize context-specific approaches informed by deep, localized under-
standing rather than narrowly focusing on rapid eradication efforts alone.
The polio crisis in Pakistan demonstrated how this rush toward quick fixes
often overshadows sustainable, long-term development initiatives, such as
improving social inequalities, which are essential for durable health security.

By embedding interventions within the socio-political realities of affected
regions, the WHO can become more proactive and adaptive in facing hybrid
threats, including those posed by non-state actors who exploit health vul-
nerabilities to undermine governance and social cohesion. These actors
increasingly dismantle community trust in foreign interventions, eroding
the necessary foundation for capacity building. Therefore, building long-
term trust within communities, perhaps by increasing local ownership
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amid NAPHS-led capacity building, must become a core priority for the
WHO. Without sustained trust, efforts to enhance health systems and gov-
ernance will face persistent resistance and diminished effectiveness. Only
through genuine partnerships, respect for local knowledge, and consistent
engagement can health interventions contribute to lasting peace, stability,
and resilience in fragile settings.

Conclusion

The evolving challenges faced by fragile and conflict-affected regions
demand a fundamental shift in how global health interventions are
designed and implemented. As non-state actors increasingly exploit local
instability and erode trust in foreign involvement, traditional short-term
emergency responses are no longer sufficient. Without sustained efforts to
build trust and deepen understanding of local contexts, interventions risk
further alienating communities and undermining long-term capacity build-
ing. The WHO and other international organizations must therefore prior-
itize context-specific strategies that incorporate political, social, and cultural
dynamics to effectively address hybrid threats and support local resilience.

Given the vast scope of the WHO's initiatives and the diverse sociopolitical
landscapes in which it operates, further research is essential to understand
how different contexts influence the effectiveness of health interven-
tions. Comparative studies across various regions affected by conflict and
instability could provide valuable insights into how local dynamics shape
outcomes. Such inquiry will be crucial to refining strategies that promote
sustainable health improvements while mitigating political and security
risks in fragile environments.

This moment represents a critical opportunity to rethink global health
diplomacy — not only as a tool for immediate crisis management but as
a foundation for durable peace and stability. Only by grounding interven-
tions in the lived realities of communities and committing to sustained,
long-term partnership can we rebuild trust and shape the lasting empow-
erment that fragile regions so desperately need.
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Abstract: This paper examines how weaponized migration has been exploited in Rus-
sia’s disinformation campaigns to destabilize Western political cohesion. By analyzing
the European Migration Crisis of 2015 and the Ukraine-Russia War in 2023, the study
highlights how socio-political narratives surrounding migration have been manipulat-
ed to inflame divisions within NATO and the United States. The findings demonstrate
that weaponized migration is not just a border crisis — it’s an information weapon
aimed at eroding trust, amplifying polarization, and weakening collective response to
global threats.

Keywords: Weaponized Migration, Russia, Disinformation Campaigns, European
Migration Crisis

Introduction

Helping to redefine international relations and domestic policies within an
increasingly conventional strategy-transcending geopolitical landscape is
weaponized migration — menacing, subtle, and powerful. The deliberate
manipulation of human migration flows to achieve political, strategic, or
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military objectives has evolved into a sophisticated tactic that reshapes
both international dynamics and internal state stability. Among the practi-
tioners of this approach, Russia stands out for its calculated and multi-lay-
ered use of migration within broader disinformation campaigns.

This tactic involves the exploitation of both real and perceived pressures
on social services, employment opportunities, and national identity
— intentionally fanning the flames of public anxiety and polarizing politi-
cal discourse. Strategically timed leaks and media coverage often coincide
with surges in migration, crafting narratives designed to maximize societal
disruption. Migrants become more than pawns — they become unwitting
agents in psychological operations engineered to fracture social cohesion
and manipulate political outcomes.

These operations are particularly effective during periods of political insta-
bility or economic uncertainty, where national anxieties are already height-
ened. In such contexts, Russia not only disrupts internal affairs but also
tests the resilience of targeted states, exploiting crises to project power
without direct military intervention. By maintaining plausible deniability,
the Kremlin avoids overt conflict while sowing chaos and deepening geo-
political divisions. The weaponization of migration during the 2015 Euro-
pean Migration Crisis and the ongoing Ukraine-Russian War represents
a potent evolution in Russia’s hybrid warfare playbook, where forced dis-
placement is used both tactically and narratively.

This research investigates the convergence of Russia’s disinformation oper-
ations and its manipulation of migratory flows as tools of hybrid warfare.
It explores the following questions: In what ways did the weaponization
of migration shape and inform the Kremlin’s disinformation campaigns
between 2015 and 2023? How did this exploitation influence the rise of
right-wing extremism in Europe? And what can a comparative case study
reveal about the trajectory of Russia’s future information warfare strategies?

This paper argues that from 2015 to 2023, the Kremlin systematically
weaponized migration to amplify disinformation, manipulate domestic
politics in Europe, and fracture Western unity — transforming displaced
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populations into instruments of psychological and geopolitical warfare.
Grounded in securitization theory and Kelly Greenhill’s concept of “Weap-
ons of Mass Migration,” the analysis situates Russia’s tactics within the
broader framework of strategic engineered migration.” Greenbhill defines
weaponized migration as the intentional use of population movements
to coerce or destabilize other states by exploiting their political divisions,
economic limitations, or social tensions.® This framework offers a valuable
lens through which to understand Russia’s hybrid strategies in both the
2015 migration crisis and the 2022 invasion of Ukraine.

Historical Background

Europe experienced a wave of new refugees and migrants requesting asy-
lumin 2015. Most of the asylum seekers who arrived in Europe in 2015 were
fleeing war and persecution from countries such as Syria, Afghanistan, and
Iraq. Each was involved in their own related conflicts respectively; namely
the Libyan Civil War, Syrian Civil War, and the 2014-2017 War in Iraq.

Thus, the European Crisis in 2015 counted an estimated 1,005,504 new
arrivals into Europe.® Due to Russia’s in-depth involvement in Syria, many
analysts argued that Russian involvement in Syria, while brutal, was more
focused on aiding Assad than deliberately exacerbating European migra-
tion pressures. At the time, the influx of migrants posed such an urgent
challenge that allegations of weaponized migration received little scrutiny.

% See, for example, Kelly Greenbhill, Migration as a Weapon in Theory and in Practice (Cam-
bridge, MA: Belfer Center for Science and International Affairs, December 2016), https://www.belfer-
center.org/publication/migration-weapon-theory-and-practice; Kelly Greenhill, “When Migrants
Become Weapons,” Foreign Affairs 101 (2022), https://heinonline.org/HOL/Page?collection=jour-
nals&handle=hein.journals%2Fforal01&id=373; Nathan D. Steger, The Weaponization of Migration:
Examining Migration as a 21st Century Tool of Political Warfare (December 1, 2014), Internet Archive,
https://archive.org/details/theweaponization1094556815.

8 Kelly Greenhill, Migration as a Weapon in Theory and in Practice (Cambridge, MA: Belfer Center
for Science and International Affairs, December 2016), https://www.belfercenter.org/publication/
migration-weapon-theory-and-practice.

8 |nternational Organization for Migration, “Irregular Migrant, Refugee Arrivals in Europe Top
One Million in 2015: IOM,” International Organization for Migration, December 22, 2015, https://
www.iom.int/news/irregular-migrant-refugee-arrivals-europe-top-one-million-2015-iom.
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However, in 2019, Schoemaker revisits the issue, acknowledging that while
Russian actions may have influenced refugee flows, evidence of a deliber-
ate strategy to weaponize migration remains circumstantial and unprov-
en.® This has not stopped the U.S. General Breedlove from discerning that
Russia intentionally fueled migration as part of hybrid warfare tactics to
destabilize the EU. Even years later, whether Russia intentionally exacer-
bated migration remains a debated topic.®® However, the extent to which
Russian active measures capitalized on the crisis to weaponize the influx of
migrants continues to warrant further investigation.

With Europe facing the migration crises, Russia used the instrument of
refugee flows effectively in order to evoke pressures for creating fissures
and instability in Europe. It is not a policy under ordinary migration but is
closely linked with the strategies of disinformation in order to exploit fault
lines within societies. During that time, the disinformation activity through
the Russian governmental media and social media was also at its peak
by portraying immigrants as criminals and holding them responsible for
harming cultural integrity.®* Such portrayals were designed to stir up xeno-
phobic sentiment and feed ultra-right groups in European countries. These
narratives were intelligently amplified during the most important elector-
al cycles, multiplying their potential impact on national politics and pub-
lic opinion. Centered on immigration issues, Kremlin-backed propaganda
effectively capitalized on societal fears and thus prejudices already exist-
ent within societies, finally opening the road to political groups sympathet-
ic to Russia’s interests or at least skeptic about the EU integration policies.
By generating fear and social tension, Russia bolsters pro-Kremlin actors
whose actions contribute to a broader interference campaign aimed at
discrediting European governments and destabilizing the EU amid Russia’s

8 Schoemaker, Willem. “Allegations of Russian Weaponized Migration Against the EU.” Militaire
Spectator 188, no. 7/8 (2019). https://militairespectator.nl/sites/default/files/uitgaven/inhoudsop-
gave/Militaire%20Spectator%207-8-2019%20Schoemaker.pdf.

8 U.S. European Command. “Gen. Breedlove’s Hearing with the House Armed Services Com-
mittee.” Last modified 2016. Accessed July 30, 2025. https://www.eucom.mil/transcript/35355/
gen-breedloves-hearing-with-the-house-armed-services-committee.

8 Antonios Nestoras, How the Kremlin Is Manipulating the Refugee Crisis (Brussels: Wilfried Mar-
tens Centre for European Studies, January 2019), https://www.iedonline.eu/download/2019/IED-Re-
search-Paper-Russia-as-a-security-provider_January2019.pdf.
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conflict with Ukraine.® The targeted disinformation activities of this kind
are therefore related to the growing right-wing extremism all over Europe.

In 2023, the Kremlin’s activities intensified, but further deterioration of the
relations between Ukraine and Russia again pushed migration as a stra-
tegic tool in this frozen conflict. This shift underlines how the actions are
part of broader strategic goals and not some random acts. The conflict
has caused millions of Ukrainians to flee across the European borders in
search of safety. In response, Russian propaganda has exploited these ref-
ugee situations, constructing narratives that delegitimize Ukrainian lead-
ership as well as exposing supposed inconsistencies in Western policies.
By using migration strategically, it helps burden European resources, while
also acting as leverage within larger Russian disinformation operations
to manipulate global geopolitical views. This paper investigates how the
Kremlin exploits managed migration as a tool for gathering intelligence on
internal socio-political climates, subsequently integrating that information
into broader disinformation campaigns. Additionally, it explores how these
tactics influence international relations through the complex interplay
between forced human movement and orchestrated information warfare.
Weaponized migration has long been a fixture in Russia’s strategic arsenal
— now amplified by the contextual backdrop of the 2015 European migra-
tion crisis and the ongoing war in Ukraine as of 2023.

European Migration Crisis 2015

By injecting controversial and emotionally charged narratives into the pub-
lic discourse, Russian state media and social media platforms sowed dis-
cord and heightened tensions among European populations. According to
“The Disconnective Power of Disinformation Campaigns,” disinformation

8 John Irish, “European Election: How the EU Says Russia Is Spreading Disinformation,” Reuters,
June 3, 2024, https://www.reuters.com/world/europe/european-election-how-eu-says-russia-is-
spreading-disinformation-2024-06-03.

8 Human Rights First. “New Report Documents Russia’s Disinformation Campaign against
Ukraine.” Accessed July 19, 2024. https://humanrightsfirst.org/library/new-report-documents-russias-
disinformation-campaign-against-ukraine.
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campaigns “sustain a discursive conflict between users of social networks”
and “sabotage horizontal connections between individuals on either side
of a conflict”.?” Russia’s disinformation campaigns during the migration
crisis were meticulously crafted to exploit and exacerbate existing soci-
etal divisions within European countries. This approach aimed to fracture
social cohesion and erode trust in democratic institutions.

A primary tactic was to depict migrants as a significant threat to European
security and cultural identity. Russian media propagated stories portraying
refugees as criminals and extremists, contributing to a climate of fear and
hostility. These narratives were designed to appeal to emotions and lev-
erage conflict-related social categorization, further dividing communities
along ideological lines. The same paper highlights how such disinforma-
tion “contributes to the increasing impact of conflict-related social catego-
rization on social ties”.® This strategy not only inflamed public sentiment
against migrants but also deepened societal rifts, making it easier for far-
right ideologies to gain traction.

Support for Anti-Immigrant Parties

Russia’s disinformation efforts have also played a crucial role in bolstering
far-right, anti-immigrant parties across Europe. The Russians learned that
by amplifying anti-immigrant rhetoric, Russian media enhanced the appeal
of parties that shared a nationalist and Eurosceptic agenda. This became
part of a broader strategy to weaken the European Union’s political cohe-
sion and undermine its capacity to present a unified front against Rus-
sian aggression. The article “Strange Bedfellows: Putin and Europe’s Far
Right” notes that “closer ties with rising political parties in the EU will give
Putin more leverage against NATO.”#° Supporting pre-existing grassroots

8 Gregory Asmolov, “The Disconnective Power of Disinformation Campaigns,” Journal of Interna-
tional Affairs 71, no. 1.5 (September 2018): 69-76.

8 Asmolov, “Disconnective Power of Disinformation,” 72.

8 Alina Polyakova, Strange Bedfellows: Putin and Europe’s Far Right, Institute of Modern Russia,
2014, https://gale.com/ps/i.do?id=GALE%7CA384341263.
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movements has thus become a means to influence European politics in
favor of Russian interests.

Moreover, the strategic alliance between Russia and far-right European
parties was underpinned by shared anti-American and anti-EU sentiments.
The same source explains that “behind Russia’s affection for Le Pen and
her fellow travelers may lie something more than appreciation for her
endorsement of Crimea: a shared anti-Americanism.”%® By promoting these
established parties, Russia aimed to erode the political stability of the EU
and create a more favorable geopolitical landscape for itself.

Framing Migration Issues to Benefit Russia’s
Geopolitical Goals

The Russian disinformation campaign utilized three main narratives around
the refugee crisis: guilt, threat, and security. These narratives were careful-
ly constructed to serve Russia’s broader geopolitical objectives. The article
“How the Kremlin is manipulating the Refugee Crisis Russian Disinforma-
tion as a Threat to European Security” outlines these narratives: a “guilt
narrative” accusing the West of causing the refugee crisis, a “threat nar-
rative” emphasizing the security risks posed by refugees, and a “security
narrative” positioning Russia as a potential security provider for Europe.**

By framing the refugee crisis as a consequence of Western policies, Russia
aimed to discredit the EU and the US. The “threat narrative” focused on
the alleged dangers of mass migration, aiming to stir public fear and bolster
support for policies that aligned with Russian interests. Finally, the “securi-
ty narrative” presented Russia as a stabilizing force, capable of addressing
the crisis more effectively than the West. This multifaceted approach not
only undermined the credibility of Western governments but also sought
to position Russia as an alternative power broker in European security
affairs. These narratives are not incidental but are part of what German

 |bid.
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56 Part |. Security and Society

officials call “Putin’s toolbox of disinformation,” a suite of coordinated
strategies that includes the manipulation of migration themes to provoke
public outrage, polarize societies, and erode democratic resilience.®?

Russia’s disinformation efforts were particularly effective in Eastern
European countries, where anti-immigrant sentiments and skepticism
towards the EU were already prevalent. Peter Pomerantsev argues, the
Kremlin’s information war operates by flooding the information space
with conflicting messages, conspiracy theories, and emotionally charged
content, leaving audiences confused and distrustful of all sources.®
The same article notes that “a nexus of alt-right online media outlets
relayed this message in Hungary, Slovakia, and the Czech Republicamong
other countries, where the right-wing parties have many times resonated
with disinformation material originating in Russia”.’* By targeting these
regions, Russia aimed to exploit existing political and social vulnerabili-
ties to its advantage.

Ukraine-Russian War

Looking deeper into Russia’s efforts, intensifying with the full-scale inva-
sion of Ukraine in 2022 and continuing past 2023; the Ukraine-Russia
War has not only caused the displacement of millions of refugees into
Europe but has also provided fertile ground for Russia to further sophis-
ticate their disinformation campaigns. This massive migration has placed
additional strain on European Union (EU) countries, exacerbating inter-
nal tensions and resource allocation issues not dissimilar to. According to
the European Council on Foreign Relations (ECFR), as of November 2023,

92 “‘putins Werkzeugkasten der Desinformation’: Bundesregierung,” Die Bundesregierung,
March 9, 2022, https://www.bundesregierung.de/breg-de/schwerpunkte/umgang-mit-desinformation/
desinformation-interview-ead-2010706.

9 Ppeter Pomerantsev, “Authoritarianism Goes Global (I1): The Kremlin’s Information War,” Jour-
nal of Democracy 26, no. 4 (October 2015): 40-50, https://www.journalofdemocracy.org/articles/
authoritarianism-goes-global-ii-the-kremlins-information-war.

% Nestoras, Antonios. How the Kremlin is manipulating the refugee crisis..., January 2019.
https://www.iedonline.eu/download/2019/IED-Research-Paper-Russia-as-a-security-provider_
January201 9.pdf.
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over 4 million people who fled Ukraine remained in the EU, with Germa-
ny and Poland hosting the largest numbers.%> Wojnowski argues that this
coercive migration engineers a blend of psychological warfare and hybrid
destabilization, aimed specifically at overburdening border states such as
Poland and Lithuania while testing NATO’s institutional and humanitarian
resilience.® This displacement has been a key vector for Russia’s disinfor-
mation campaigns, as the influx of refugees stokes pre-existing anxieties
about migration in host countries.

Russian media has adeptly used the plight of Ukrainian refugees to shape
narratives that serve its geopolitical goals. By portraying the Ukrainian
government as ineffective and the West as hypocritical in its response
to the crisis, Russian disinformation aims to weaken support for Ukraine,
amplify internal divisions within the EU, and legitimize their actions.”’
This type of propaganda is not just pervasive — it is also effective. A 2021
study on pro-Kremlin disinformation in Ukraine found that even brief
exposure to false narratives significantly decreased trust in media and
democratic institutions, illustrating the psychological reach of such cam-
paigns.®® However, Russia propaganda isn’t the only one to target Ukraine
and migrants fleeing from the region. Alberto-Horst Neidhardt and Paul
Butcher conducted a research from 2019-2020 indicating Russia-linked
sources such as RT and Sputnik accounted for only a small proportion
of online disinformation, while the same hostile narratives appeared on

% Mireia Faro Sarrats, “Fear and Fatigue: Why Anti-Migrant Sentiment in Europe Helps Rus-
sia,” European Council on Foreign Relations (ECFR), January 22, 2024, https://ecfr.eu/article/fear-
and-fatigue-why-anti-migrant-sentiment-in-europe-helps-russia.

% Michat Wojnowski, “The Genesis, Theory, and Practice of Russian Coercive Migration Engi-
neering: A Contribution to the Study of the Migration Crisis on NATO’s Eastern Flank,” Przeglqd
Bezpieczeristwa Wewnetrznego 14, no. 26 (May 11, 2022): 263-300, https://doi.org/10.4467/
20801335pbw.21.042.15702.

97 “Desinformation als Waffe im russischen Angriffskrieg auf die Ukraine,” Die Bundesregi-
erung informiert, February 10, 2023, https://www.bundesregierung.de/breg-de/schwerpunkte/
umgang-mit-desinformation/desinformation-als-waffe-2167604; “Russische Desinformationskam-
pagnen,” Die Bundesregierung informiert, August 30, 2022, https://www.bundesregierung.de/breg-de/
schwerpunkte/umgang-mit-desinformation/aus-narrativen-desinformation-2080112.

% Aaron Erlich and Calvin Garner, “Is Pro-Kremlin Disinformation Effective? Evidence from
Ukraine,” The International Journal of Press/Politics 26, no. 4 (2021): 797-814, https://doi.org/
10.1177/19401612211045221.



58 Part |. Security and Society

large numbers from domestic European websites and blogs.®® This has
not stopped the ECFR from highlighting how Russian propaganda builds
on European anxieties about migration to stoke resistance to Ukrainian
refugees, exploiting the “cost of living crisis” to create a narrative that
these refugees are unwelcome and a burden.'® Russian disinformation
campaigns actively ignite local tensions to the point where the domestic
media writes the disinformation itself.

Far-Right Alliances and Anti-Immigrant
Sentiment

Russia’s ties with far-right political parties in Europe, which often share
anti-immigrant views, have been instrumental in its disinformation strate-
gy. These alliances enable Russia to amplify anti-immigrant sentiment and
create social divisions within European countries. For example, in Poland,
recent criminal reports involving Ukrainian refugees have proved to be
false: Russia is fueling xenophobia and resistance to immigration.®! Rus-
sia’s strategic use of disinformation during the annexation of Crimea in
2014 set a precedent for its current tactics. By denying military involve-
ment and sowing confusion during critical military stages, Russia blurred
the lines between enemy and non-enemy, war and peace.!® This same
strategy was even tested previously during the European Migration Cri-
sis a year later and proved to be more effective, where disinformation
about Ukrainian refugees creates uncertainty and divides public opinion.

% Alberto-Horst Neidhardt and Paul Butcher, “Disinformation on Migration: How Lies, Half-Truths,
and Mischaracterizations Spread,” Migration Policy Institute, September 8, 2022, https://www.migra-
tionpolicy.org/article/how-disinformation-fake-news-migration-spreads.

10 Mireia Faro Sarrats, “Fear and Fatigue: Why Anti-Migrant Sentiment in Europe Helps Rus-
sia,” European Council on Foreign Relations (ECFR), January 22, 2024, https://ecfr.eu/article/
fear-and-fatigue-why-anti-migrant-sentiment-in-europe-helps-russia.

01 |bid.; “Desinformation als hybride Bedrohung: Bundesregierung,” Die Bundesregierung,
August 31, 2023, https://www.bundesregierung.de/breg-de/schwerpunkte/umgang-mit-desinformation/
cybersicherheit-desinformation-1872752.

02 Yevgeniy Golovchenko, “Measuring the Scope of Pro-Kremlin Disinformation on Twitter,”
Nature Communications, December 11, 2020, https://www.nature.com/articles/s41599-020-00659-9.
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For instance, the Kremlin’s disinformation campaigns portray the EU and
the US as incapable of managing the refugee crisis, thereby positioning
Russia as a more reliable security provider.

Russian disinformation campaigns aim to create and exploit social divisions
within Europe by framing migration issues in ways that benefit Russia’s
geopolitical goals. The disinformation narratives include a “guilt narrative”
accusing the West of causing the refugee crisis, a “threat narrative” about
the lack of security due to migration, and a “security narrative” that pre-
sents Russia as an alternative security provider.}®® These narratives are
disseminated through state-owned media and a nexus of alt-right online
media outlets, particularly targeting Eastern European countries where
right-wing parties resonate with such material.

Undermining EU Unity and Migration Policies

By fostering anti-immigrant sentiment and supporting far-right political
parties, Russian disinformation campaigns aim to undermine EU unity
on migration policies. This phenomenon has prompted formal EU con-
cern: a 2021 Think Tank analysis highlights the convergence between
foreign and domestic disinformation efforts targeting migrants.® This
strategy not only weakens the EU’s collective response to the refugee
crisis but also aligns with Russia’s broader revisionist agenda to dis-
rupt the post-Cold War order in Europe. The rise of Eurosceptic and
anti-American parties in Europe, bolstered by Russian disinformation,
paves the way for Russia’s return as a significant security provider in
Central and Eastern Europe.!%
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Continuities and Differences

Nathan Steger characterizes the weaponization of migration as a 21st-cen-
tury form of political warfare, in which states and actors deliberately
manipulate refugee flows to destabilize adversaries or achieve coercive
outcomes.® This framing situates Russia’s use of migration during the
2015 crisis and the Ukraine war as part of a broader tradition of asymmetric
tools in hybrid conflict. Putting both cases together, in both crises, Russian
disinformation campaigns aimed to amplify social division by stoking fears
about refugees and migrants, however, the world has witnessed a new
focus on Russia’s immediate geopolitical objectives using disinformation
campaigns as a means to undermine support for Ukraine independence
and weaken NATO’s response on Russia’s militaristic actions. With Russia
having consistently supported far-right and Eurosceptic political parties,
it is not strange that it has become a staple in today’s strategy to isolate
Ukraine from the rest of the world. Russia has been able to exploit both
crises to destabilize Europe, amplify social divisions, and further its own
geopolitical goals. The Kremlin’s Disinformation campaigns has organized
and benefited from the influx of refugees into other countries thus Russia
has weaponized migrants and refugees alike.

Conclusion

The Kremlin’s disinformation campaign in the Ukraine-Russian War is the
culmination of years of experience which could only be refined from the
weaponized migration they have used. Russia’s weaponization of migra-
tion through disinformation campaigns has been a deliberate and strategic
effort to achieve its geopolitical objectives. By refining its tactics over time,
Russia has successfully manipulated public opinion, supported far-right
movements, and undermined the political cohesion of its adversaries.
The lessons learned from the European Migration Crisis were applied and

6 Nathan D. Steger, The Weaponization of Migration: Examining Migration as a 21st Cen-
tury Tool of Political Warfare (December 1, 2014), Internet Archive, https://archive.org/details/
theweaponization1094556815.
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expanded upon during the Ukraine-Russia War, demonstrating Russia’s
ability to adapt and enhance its disinformation campaigns. The Kremlin’s
disinformation campaign is a testament to the power of information war-
fare in shaping international relations and influencing domestic politics.
As Russia continues to exploit migration and other societal vulnerabilities,
it remains crucial for Europe and the broader international community to
develop robust countermeasures to protect democratic institutions and
maintain geopolitical stability.

The broader implications of Russia’s actions underscore the need for
a comprehensive and coordinated response from the international com-
munity. Enhancing media literacy, strengthening cybersecurity measures,
and fostering cross-border cooperation are essential steps in countering
the threat posed by disinformation. Additionally, addressing the root caus-
es of migration and supporting vulnerable populations can help mitigate
the impact of weaponized migration. As the world navigates an increas-
ingly complex information landscape, understanding and countering the
strategies employed by actors like Russia is vital for safeguarding demo-
cratic values and ensuring global security.
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Between Symbol and Strategy:

Gendered Violence in Terrorism
Cayla CHUN

Abstract: Terrorist organizations intentionally weaponize gender to assert ideologi-
cal dominance, destabilize societies, and fracture communities. Boko Haram’s 2014
abduction of schoolgirls in Chibok, Nigeria, exemplifies how violence against wom-
en operates as a deliberate tactic that is rooted in systemic gender inequality, state
neglect, and the symbolic power of women’s bodies. Through qualitative analysis, the
research examines how terroristic gender-based violence acts to reinforce control and
weaken communal resilience. Additionally, the research amplifies women-led resist-
ance movements that reclaim agency and reconceptualize security discourse. Wom-
en-led, survivor-centered counterterrorism strategies emerge as urgent and essential
to sustainable policy reform.

Keywords: Gender-based violence, Boko Haram, terrorism, women in conflict, sym-
bolic violence

Introduction: The Weaponization of Gender
in Terrorism

The deliberate targeting of women and girls by terrorist organizations is
a frightening manifestation of the intersection between patriarchal vio-
lence and political extremism. The interplay between extremist violence
and entrenched gender hierarchies reveals the calculated logic behind
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how terrorist groups exploit women’s societal vulnerabilities for ideolog-
ical, tactical, and symbolic purposes. Utilizing the case of Boko Haram’s
2014 kidnapping of schoolgirls in Chibok, Nigeria, this paper investigates
why women and girls are disproportionately targeted by terrorist organiza-
tions and what structural factors heighten their susceptibility.

Although there is substantial research on terrorism, gender-based vio-
lence, and women in conflict, these fields are often explored in iso-
lation. Terrorism studies have traditionally emphasized operational
tactics, ideological motivations, or state-centric analyses, often side-
lining the role of gender.’” Meanwhile, earlier gender-based violence
literature tended to portray violence against women as a byproduct of
war or a breakdown of social order.1® The United Nations defines gen-
dered-based violence as, “harmful acts directed at an individual based
on their gender” including sexual violence, forced marriage, trafficking,
and other abuses rooted in structural inequalities and power imbalanc-
es.'® Increasingly, scholars argue that such violence, like rape, is not
incidental but can serve as serve as a deliberate tactic used by armed
groups to promote cohesion, instill fear, and assert dominance.'® Yet
even as gendered-based violence is progressively recognized as a tactic
of war, terrorism studies have been slow to fully integrate this frame-
work. When women appear in terrorism literature, they are often cast
in narratives as either passive victims or active perpetrators, without
adequate attention to why women and girls are systemically targeted.!
This paper addresses that gap by bridging gendered-based violence
theory with terrorism studies to examine how terrorist organizations,

17 Richard Jackson. The Case for Critical Terrorism Studies (2007), http://hdl.handle.net/
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18 Amani El Jack, Emma Bell, and Lata Narayanaswamy. Gender & Armed Conflict (Brighton:
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specifically Boko Haram, intentionally weaponize gender not just to
inflict harm, but to assert ideological dominance, destabilize communi-
ties, and exploit systemic inequality.

This paper contends that the strategic targeting of women and girls by
terrorist organizations stems from a nexus of systemic gender inequality,
state neglect, and the symbolic value of women’s bodies within ideolog-
ical warfare. Through a close examination of academic literature and the
Chibok case study, this paper aims to uncover how gender is weaponized
in asymmetrical conflict, what this reveals about broader social struc-
ture, and what long-term consequences such violence imposes. Finally,
the paper concludes by emphasizing women-led resistance and urging for
policy initiatives that center women’s agency and inclusion in counterter-
rorism strategies.

Methodology

This paper utilizes a qualitative approach by drawing from scholarly lit-
erature as well as primary accounts and reports surrounding Boko Har-
am’s intentional gendered violence through the kidnapping of Chibok
schoolgirls in Northern Nigeria. In 2014, members of Boko Haram raided
a secondary school where over two hundred girls were completing final
exams. Specifically, 276 sixteen to eighteen-year-old girls were kidnapped
and trafficked through the Sambisa Forest, where they faced numerous
human rights abuses.!*? Today, it is estimated that over one hundred of
these girls remain missing.!®® This case was chosen as a main point of
analysis for the intentional weaponization of gender in terrorism because
it is a clear example of how terrorist organizations deliberately use gen-
dered violence to advance ideological goals, gain global attention, and
weaken communities; it especially allows for the examination of systemic

12 Human Rights Watch. “Those Terrible Weeks in Their Camp”: Boko Haram Violence against
Women and Girls in Northeast Nigeria (New York, 2014).

13 “The ABC of Our Demands.” #BringBackOurGirls, accessed June 30, 2025, https://bringback-
ourgirls.ng/our-demands.
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gender inequality, lack of government protection, and the symbolic role
of women in society create conditions of vulnerability.

Structural Vulnerabilities: Gender Inequalities
and State Neglect

One of the primary enablers of terroristic gender-based violence in con-
flict-affected regions is systemic gender inequality. Globally, women are
often viewed through a stereotypical lens as the weaker sex, and this
assumption motivates terrorist organizations to wreak havoc on societies
by weaponizing gender.!'* For example, Boko Haram’s treatment of women
draws directly from the degraded status of women in Nigerian society in
combination with the existing patriarchal infrastructure.'> Examples of
such deep-seated gender inequalities in Nigeria include “female genital
mutilation, the practice of purdah that prevails within the Muslim commu-
nity whereby women are secluded from public observation, and the dis-
crimination of widows”.11® Furthermore, in many parts of Northern Nigeria,
girls’ education is already under threat due to the sociocultural norms that
prioritize boys’ education and enforce early marriage.''’ The existence
of these societal gender inequalities creates culturally ingrained norms
that undermine the empowerment of girls and women by causing them
to suffer from economic manipulation, sexual exploitation, and political
marginalization.’® However, this context not only renders women and
girls vulnerable to general insecurity but also to targeted attacks by groups
like Boko Haram, who exploit these gender hierarchies. Boko Haram'’s and

14 Taiwo O. Adefisoye and Niyi O. Adedokun, “Driven to the Mainstream: Women and Girls in
International Terrorism,” European Journal of Social Sciences Studies, no. 0 (April 28, 2019), https://
doi.org/10.46827/ejsss.v0i0.539.
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other terrorist organizations’ intentional choice to target women in acts of
terror, like the kidnapping of the Chibok schoolgirls, is an extension of the
“repertoire of violence” and systemic gender inequality that is entrenched
throughout the sociopolitical and cultural areas of operation.®

Far from incidental, government negligence to uphold basic societal
protections has created an enabling environment for targeted terror-
istic gendered-based violence to persist. Defined as the failure of gov-
ernment institutions to provide adequate security or protection to all
populations, state neglect creates conditions of vulnerability that terror-
ist organizations, like Boko Haram, exploit.*?® In Nigeria and the broader
Sahel region, high poverty, weak infrastructure, underfunded education
systems, and ineffective policing reflect chronic institutional failure. For
instance, the average Sahelian individual lives on less than $1.25 USD
per day, which illustrates widespread socioeconomic deprivation.!*
These systemic deficiencies not only deepen general insecurity but dis-
proportionately endanger women and girls, who are often left without
adequate protection, justice, or services. Furthermore, despite Nigeria’s
ratification of the Convention on the Elimination of All Forms of Dis-
crimination Against Women (CEDAW) in 1985, the treaty remains large-
ly unenforced in Nigerian courts.'?? The failure to uphold international
commitments further exacerbates state neglect, especially in areas of
education, gender based violence, and survivor protection. Particularly,
Boko Haram’s ideological opposition to Western-style education for girls
thrives within this environment, and the Nigerian government’s lack of
protection regarding girls’ right to education, exemplified by their fail-
ure to secure the Chibok secondary school in 2014, demonstrates how
state neglect magnifies the gendered impacts of violence. Additionally,
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during times of intra-state conflict, the increase in the absence of male
family members and the heightened presence of hostile armed actors in
civilian areas magnifies the vulnerability of women and girls.*?® Overall,
state neglect is not merely a backdrop to violence, but rather an active,
structural enabler of strategic gender-based targeting of women by ter-
rorist organizations.

Ideological and Symbolic Violence:
Women’'s Bodies as Battlegrounds

Symbolic violence plays a significant part in the strategic targeting of
women by terrorist groups, thereby turning their bodies into instruments
of ideological warfare. The 2014 abduction of the Chibok schoolgirls by
Boko Haram was not only a tactical operation but a deeply symbolic act.
Boko Haram explicitly opposes Western-style education, particularly for
girls, because they view it as a corrupting force against Islamic values and
traditional gender hierarchies. In a public statement, Boko Haram’s leader
Abubakar Shekau explicitly declared that “Western education is entirely
sinful” and warned that girls should return to their homes, stating that “in
Islam, it is permissible to abduct infidel women”.'?* As a result, the attack
on the Chibok school became a powerful gesture that violently rejected
modernity and gender equality.

Women are seen as bearers of cultural symbols like honor, bloodlines, and
communal identity, which makes them especially vulnerable to violence
intended to destabilize or humiliate entire populations. By controlling, vio-
lating, or appropriating female bodies, terrorist groups assert dominance
over community identities.'?® Furthermore, many societies associate wom-
en’s bodies with familial and societal dignity, particularly in relation to

123 Mok, “Conflict and Violence against Women and Girls,” 46.

124 Abdelwahab El-Affendi and Salisu Gumel, “Abducting Modernity: Boko Haram, Gen-
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sexual purity.? In such contexts, rape, abduction, and forced marriage are
not merely physical violations but symbolic attacks. Strategic violence and
rape in conflict zones position women as “metaphors for a defeated com-
munity,” and violations of their bodies serve to demoralize the broader
group by transmitting messages of terror and intimidation to men and the
wider population.'?” In gender-based violence terrorism, the defilement
of women is a means of terrorizing the rest of the population as a way to
crush their resistance.

Particularly, in Boko Haram’s case, abducting and forcibly marrying the Chi-
bok schoolgirls served to destabilize familial and cultural structures while
broadcasting the group’s ideological defiance to women’s education. Their
intentional targeting of schoolgirls underscores the group’s belief that
women embody the cultural and religious identity of their communities,
and therefore, attacking them is equivalent to attacking the community
itself.2?® Through this lens, women become proxies in a broader ideological
battle, and gender-based violence becomes a deliberate strategy to assert
control, spread fear, and claim moral and cultural superiority. This trans-
formation of violence into a spectacle reinforces the group’s ideological
message while inflicting profound psychological and political trauma on
communities and individuals already made vulnerable by state neglect and
systemic inequality.

Long Term Consequences: Trauma, Stigma,
and Societal Disruption
The physical and psychological trauma inflicted on abducted women and

girls is profound. After being abducted, many women and girls face many
human rights abuses like forced labor, arranged marriage, and sexual

126 Taiwo O. Adefisoye and Niyi O. Adedokun, “Driven to the Mainstream: Women and Girls in
International Terrorism,” European Journal of Social Sciences Studies, no. 0 (April 28, 2019). https://
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violence.'® As a result, survivors often suffer from post-traumatic stress
disorder, sexual violence-related injuries, and prolonged captivity effects.*°
A nineteen-year-old survivor of the Chibok kidnappings describes, “It is
just the memories. | can’t shut them out. Even in sleep, it is like I'm back
there and everything is still happening”.’3! While this testimony powerfully
reflects individual trauma, it also reveals how the psychological residue
of violence continues to control survivors after their captivity has ended.
These long-term effects are compounded by the fact that none of the kid-
napping survivors reported receiving information about how to access
post-sexual violence medical care, such as treatment for injury, emergency
contraception, or post-exposure prophylaxis to prevent HIV.'3?

Beyond individual suffering, there are collective ramifications, includ-
ing many girls who returned home were ostracized by local society and
deemed “tainted” due to their association with Boko Haram. As a result,
girls returning home after abduction are often rejected by their families
and communities. One nineteen year old woman, raped during abduc-
tion, said she could not bring herself to tell her husband what had hap-
pened; another survivor feared disclosure would destroy her chance at
marriage.’*® Oftentimes, community members and Nigerian soldiers refer
to surviving women and girls as “Boko Haram wives”; women reported
feeling ostracized as their communities refused to interact, look, or touch
them as people feared diseases.®* Furthermore, social workers in Borno
and Adamawa states described how families, fearing communal shame,
went as far as to relocate survivors to distant towns to avoid judgment or

129 “Nigeria: Girls Failed by Authorities after Escaping Boko Haram Captivity — New Report,”
Amnesty International (blog), June 9, 2024, https://www.amnesty.org/en/latest/news/2024/06/
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expulsion by neighbors.’®> This secondary victimization, where survivors
face discrimination instead of support, perpetuates cycles of gender ine-
quality. The culture of silence around rape, coupled with the absence of
accessible psychosocial care, prevents healing and reinforces patriarchal
norms that treat women as repositories of communal honor rather than
autonomous individuals.

However, the consequences of terrorism’s gendered-based violence
extend well beyond the individual. Survivors’ exclusion from education
and employment undermines not only their own futures but the social
and economic recovery of their communities. Trauma and shame frac-
ture families, while the normalization of violence against women desta-
bilizes social trust. Moreover, these dynamics deepen mistrust between
citizens and the state, whose failure to prevent such atrocities or to
adequately care for victims afterward intensifies the sense of abandon-
ment.?3® Such consequences make it imperative to view these attacks not
as isolated incidents but as part of a broader system of structural and
symbolic control.

Resistance and Reconceptualizing Security:
Women as Agents of Change

Despite the profound trauma and systemic failures surrounding gen-
dered-based violence in terrorism, women have emerged as powerful
agents of resistance, resilience, and transformation. The Bring Back Our
Girls movement, led by Nigerian women activists in response to the 2014
Chibok abductions, demands action and accountability in the safe return
of all kidnapped Chibok schoolgirls and the prevention of future ter-
roristic gendered-based violence atrocities in Nigeria.’®” The grassroots
movement fostered international attention; it served as a key factor in

135 Human Rights Watch, “Those Terrible Weeks in Their Camp.”
136 “‘Help Us Build Our Lives.”
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forcing the Nigerian government and the larger global community to
confront the scale and gendered nature of Boko Haram’s and other ter-
rorist organizations’ violence.'*® Bring Back Our Girls allowed for power-
ful local mobilization that simultaneously demanded the return of the
abducted girls while challenging the narrative of women as mere victims,
and therefore asserting their place as leaders in security discourse and
political action.

This form of women-led resistance underscores the urgency of transform-
ing how security is conceptualized and implemented. Instead of viewing
security solely through militarized or top-down state responses, it must
be reimagined as a people-centered process that addresses the lived
realities of those most affected. Specifically in the case of terroristic gen-
dered-based violence, as recognized in United Nations Resolution 1325,
women hold intimate knowledge of the harms inflicted and the solutions
needed.’® Their exclusion from policy-making not only undermines the
legitimacy of counterterrorism efforts but also misses critical opportuni-
ties for more community-driven, sustainable solutions. The intentional
engagement of women and girls in conflict resolution and counterterror-
ism efforts gives them not only a voice but also a sense of shared respon-
sibility and agency in rebuilding social trust.’® Inclusion must go beyond
surface-level representation; it must involve active participation in shaping
trauma-informed reintegration programs, educational opportunities, and
long-term strategies that confront structural inequalities.

Finally, recognizing the gendered dimensions of violence is critical for
addressing immediate harm and preventing future cycles of instability.
Reconceptualizing security in post-conflict societies must go beyond
physical reconstruction to include the restoration of autonomy and voice
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for women and girls. Their leadership and lived experiences are indispen-
sable for creating increasingly just, inclusive, and sustainable counterter-
rorism practices.

Conclusion

This paper has argued that the disproportionate targeting of women and
girls by terrorist organizations is intentional. The deliberate terroristic
choice is rooted in systemic gender inequality, enabled by state neglect,
and amplified through symbolic violence that attacks both bodies and
identities. Using the Chibok schoolgirl abductions as a case study, this
analysis has illustrated how terrorist violence exploits gendered vulner-
abilities to achieve ideological and tactical goals. Recognizing this strate-
gic use of gendered-based violence by terrorist organizations is essential
for developing effective counterterrorism practices and advancing global
human rights. If counterterrorism efforts fail to account for the gendered
dimensions of violence, they risk perpetuating the very inequalities
that fuel extremist narratives. However, some limitations of this paper
remain. This research focuses on one case and one region, which may
limit generalizability. Further research could explore other contexts, such
as ISIS’s use of women as both perpetrators and victims, or the gendered
dynamic of terrorism in Southeast Asia or Latin America. Policy implica-
tions include the urgent need to integrate gender into counterterrorism
strategies, prioritize survivor-centered support programs, and fund initi-
atives that empower women and girls in conflict zones. Long-term solu-
tions require a shift from viewing women solely as victims to recognizing
their leadership in shaping resilient, inclusive, and secure societies. Ulti-
mately, combating terrorism must also mean dismantling the structural
vulnerabilities that make gendered-based violence a viable strategy; only
by doing so can we address both the symptoms and the root causes of
such deeply embedded harm.
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How Political Attitudes Toward
Ukrainian Refugees and State
Unpreparedness Shape Refugees’
Vulnerability to Exploitation

Audra SONI

Abstract: The Russian invasion of Ukraine has displaced millions of people, trigger-
ing a humanitarian crisis that has increased the risk of gender based violence (GBV)
and human trafficking. This paper examines the impact of shifts in the sentiment
of Polish citizenry, Polish political rhetoric, and migration policies on the safety of
Ukrainian refugees. Drawing on data from NGOs, UNHCR reports, news coverage,
and migration-focused organizations, the research finds that while Poland initially
demonstrated strong support for Ukrainian refugees, growing humanitarian fatigue,
shifts in public opinion, and increased xenophobia towards refugees have contrib-
uted to an increase in vulnerability to human trafficking and GBV. These conditions
have disproportionately increased the risk of exploitation among women and chil-
dren. This paper also highlights the erosion of temporary protection frameworks
and a widening disconnect between civil society efforts and governmental support.
Understanding these dynamics is crucial for designing sustainable, resilient, and
inclusive refugee protection strategies and counter-trafficking policies in prolonged
displacement contexts.

Keywords: Gender Based Violence (GBV), Human trafficking, Top-down policies, Refu-
gee, Humanitarian Fatigue, Vulnerability
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Introduction

Armed conflict often leads to mass displacement, placing vulnerable pop-
ulations at risk of exploitation, including gender based violence (GBV),
sexual exploitation, and labor trafficking. Russia’s invasion of Ukraine on
February 24, 2022, has resulted in approximately four million internally
displaced people and over seven million refugees across Europe.*** While
labor trafficking mostly targets men, women and girls disproportionately
face sexual exploitation.*? The political and social environments in which
refugees find themselves play a critical role in either mitigating or exacer-
bating risks to their safety in their host country. In the early stages of the
Russian invasion, Poland responded with generous aid programs, offer-
ing housing, education, healthcare, and temporary protection to Ukrain-
ian refugees.’® However, amid broader shifts in EU migration policy and
growing humanitarian fatigue, public and political sympathy in Poland
waned, and support structures grew tired.** The research in this paper
is particularly important when considering global stability. Although core
Polish policies toward Ukrainian refugees have largely remained in place,
shifting political rhetoric and decreasing public sympathy have weakened
support systems and enforcement of protection mechanisms, contributing
to greater exploitation, trafficking, and GBV.

1 “Ukraine Crisis Response.” International Organization for Migration. Accessed June 24, 2025.
https://www.iom.int/crisis-ukraine#:~:text=An%20estimated%203.7%20million%20people,in%20des-
perate%20need%200f%20support. Accessed 24 June 2025.

142 Daphne Panayotatos, Irla Atanda, and Eric Schwartz, “Crisis in Ukraine: Humanitarian and
Human Rights Imperatives,” Refugees International, March 21, 2022, https://www.refugeesinterna-
tional.org/reports-briefs/crisis-in-ukraine-humanitarian-and-human-rights-imperatives.

143 “Temporary Protection Poland,” European Council on Refugees and Exiles (AIDA), n.d., https://
asylumineurope.org/wp-content/uploads/2013/06/AIDA-PL_Temporary-Protection_2022.pdf.

144 “Ukrainians in Poland and the War in Ukraine.” CBOS (Public Opinion Research Center), Octo-
ber 2024, https://www.cbos.pl/PL/publikacje/public_opinion/2024/10_2024.pdf.
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Figure 2: Polish Citizen Support for Aid for Ukrainian Refugees

Source: https://www.cbos.pl/PL/publikacje/public_opinion/2024/10_2024.pdf.

Background — Russian Invasion of Ukraine

The initial Russian invasion of Ukraine began in February 2014, when Rus-
siainvaded and then annexed Crimea. Afterward, from 2015 to 2018, there
was increased labor migration from Ukraine to Poland because of better
salaries and work opportunities across the border.*> On February 24,
2022, Russia launched another invasion of Ukraine, which resulted in an
enormous refugee flow into the rest of Europe.

Over four million Ukrainian refugees fled the conflict within a couple of
months.'*® The majority of those refugees were women and children
because men aged 18-60 were not allowed to leave Ukraine during war-
time due to martial law.**” These women and children are naturally more
vulnerable to exploitation and GBV, a demographic reality that is essential

145 Viktoriia Kutsaya, interview by Audra Soni, June 17, 2025.

146 Rachel Amran, “US Embassy: Ukraine May No Longer Allow Men with Dual Citizenship
Leave Country,” The Kyiv Independent, June 5, 2024, https://kyivindependent.com/us-embassy-in-
ukraine-men-with-dual-citizenship-will-no-longer-be-able-to-leave-the-country.
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to consider when assessing their safety and protection needs in a host
country. In total, almost seven million Ukrainian refugees have fled the
conflict. Germany, Poland, and the Czech Republic host the highest num-
ber of Ukrainian refugees in the European Union.#

When Ukrainian refugees first arrived in Poland, most were welcomed
with essential supplies such as hygiene products, food, clothing, money,
and baby care items. Polish citizens and NGOs mobilized rapidly, with
many opening their homes and providing essential supplies and general
welfare.’* The humanitarian response was rapid and large in scale, but it
ultimately exceeded institutional capacity. This led to fragmentation and
a lack of coordination in aid distribution. The lack of centralized oversight
made it difficult to ensure consistent standards of care and protection
across different regions and organizations.**

Motivation Behind Russia’s Invasion

Russia’s President, Vladimir Putin, has masterfully manipulated the mes-
saging on the invasion, varying the story depending on the audience.
The Kremlin has spread disinformation to justify the invasion of Ukraine.
However, consistent themes, irrespective of audience, have been the
Kremlin’s concern over North Atlantic Treaty Organization (NATO) expan-
sion, the need to protect Russian-speaking populations, and the goal
to “demilitarize” and “de-Nazify” Ukraine.'® The disinformation about
Ukraine as a “Nazi state” is strategic since as many as 24 million Russians

148 “Vulnerability to Trafficking in Persons in the Context of the War in Ukraine: Findings from
Poland and Romania.” International Organization for Migration, n.d., https://eca.iom.int/sites/g/
files/tmzbdI2626/files/documents/2024-09/vulnerability-to-tip_war-in-ukraine_poland-and-roma-
nia_august-2024.pdf.

49 Vanessa Gera, “Poland Once Threw Its Doors Open to Millions of Ukrainian Refugees, but

the Mood Has Shifted” AP News, May 11, 2025, https://apnews.com/article/poland-ukrainians-
presidential-election-4982cc03f7b5a88c8e21cc340087e7e8.

150 Rebecca Panayotatos, Tolu Atanda, and Melissa Schwartz, “Crisis in Ukraine: Humanitarian and
Human Rights Imperatives.” Refugees International, [date]. https://[insert URL].

151 paul Kirby, “Why Did Putin’s Russia Invade Ukraine?,” BBC, March 18, 2025, https://www.bbc.
com/news/articles/cj0q964851po.
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died directly or indirectly from the Nazi invasion in WWI1.%2 This mem-
ory remains a stinging reminder among Russian citizens. Putin’s claim
that Russian speakers in Ukraine require protection from the Kyiv gov-
ernment is a clear propaganda tactic intended to delegitimize Ukraine’s
democratically elected, pro-Western president, Volodymyr Zelenskyy,
and provide a legitimate, however untrue, basis for Russia’s invasion.
This “self-defense” argument helps limit global military support for the
Ukrainian government, making it easier for the Kremlin to fight Ukraine.
According to the BBC, the Kremlin wants to “destroy Ukraine politically
by destroying the head of state.”!*® These narratives spread disinforma-
tion campaigns with the intention of trying to manipulate audiences to
Putin’s side.

These falsehoods also aim to exploit both domestic and internation-
al perceptions, providing a distraction from the extreme humanitarian
toll of the conflict and deflecting attention from the war’s true political
motives.'™* Russia’s invasion strategy has not been limited to bombing
military sites and targeting soldiers. It has involved deliberate, cruel,
and unlawful attacks on civilian infrastructure, including homes, hospi-
tals, schools, and power plants.'>> These actions are not accidental but
form part of a broader strategy designed to inflict widespread hardship,
destabilization, and fear among the civilian population. Rather than rely-
ing solely on traditional military tactics, Putin is deliberately employing
hybrid warfare, which combines physical attacks with cyber operations,
disinformation, and other tools aimed at undermining both Ukrainian
society and international support.'*®

12 “Research Starters: Worldwide Deaths in World War 11" The National WWII Museum | New
Orleans, 2024, https://www.nationalww2museum.org/students-teachers/student-resources/research-
starters/research-starters-worldwide-deaths-world-war.

133 Kirby, “Why Did Putin’s Russia Invade Ukraine?”.
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155 peter Dickinson, “Russian Hybrid Warfare: Ukraine’s Success Offers Lessons for Europe,” Atlan-

tic Council, June 5, 2025, https://www.atlanticcouncil.org/blogs/ukrainealert/russian-hybrid-warfare-
europe-should-study-ukraines-unique-experience.
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Polish Policy Evolution and Humanitarian Fatigue

In March 2022, the European Union activated the Temporary Protection
Directive (TPD) for the first time since its creation in 2001, granting Ukrain-
ian refugees immediate legal status and access to fundamental, essential
services across member states. In line with this, Poland passed the Law on
Assistance to Citizens of Ukraine in Connection with Armed Conflict on the
Territory of that Country, offering visa-free entry, the right to work, and
access to healthcare, education, and social benefits. The act also provided
temporary protection for up to 18 months, with the possibility of exten-
sion, making Poland one of the most generous host countries at the outset
of the crisis.®” However, despite honorable intentions, because both Pol-
ish citizens and the Polish government had largely refused to host refugees
during the 2015 Syrian crisis, Poland lacked the institutional infrastructure
and experience necessary to manage a large-scale influx.*® Unlike some
Western European countries, Poland was less equipped with sustainable,
organized systems for refugee reception. As a consequence, the arrival of
millions of Ukrainian refugees in 2022 resulted in an improvised, uncoordi-
nated, and heavily volunteer-led response.®

Poland’s early generosity in supporting Ukrainian refugees was, however,
not sustainable. As the crisis persisted, the political discourse around migra-
tion began to shift. Migration became increasingly politicized, with politi-
cians framing it as a resource burden rather than a humanitarian obligation.
President-elect Karol Nawrocki and many of his supporters emphasized slo-
gans such as “Poland First” and argued that public funds should prioritize
domestic welfare over refugee aid. This rhetoric was shown in statements
such as, “Let’s help others, but let’s take care of our own citizens first.”16°

157 “Temporary Protection Poland,” European Council on Refugees and Exiles.

%8 Brianna Navarre, “Inside Poland’s Drastic Immigration Reversal” US News & World Report,
March 8, 2022), https://www.usnews.com/news/best-countries/articles/2022-03-08/the-russia-
ukraine-conflict-highlights-polands-complicated-history-with-refugees.

159 |bid.

%0 Anna Wlodarczak-Semczuk and Justyna Pawlak, “Who Is Poland’s next President Karol
Nawrocki?” Reuters, June 2, 2025, https://www.reuters.com/world/europe/who-is-polands-next-
president-karol-nawrocki-2025-06-02.
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Public opinion also reflected this change: according to a Warsaw-based
research center, support for assisting Ukrainian refugees declined from
94% in early 2022 to just 57% by December 2024, almost 40% in less
than three years.'®! President-elect Karol Nawrocki has played a key role
in reshaping the narrative, emphasizing national interest over interna-
tional solidarity toward Ukrainian refugees. In a January 2025 statement,
Nawrocki declared, “Ukraine does not treat us as a partner. It behaves
in an indecent and ungrateful way in many respects,” signaling a turn
toward more nationalist rhetoric such as “Poland first” and “Protect our
own first.” He has also argued that Poland’s commitment to refugee aid,
while commendable, is unsustainable in the long term given domestic
economic pressures.16?

The politicization of migration is not unique to Poland. This sentiment
reflects a broader trend across the EU. As refugee support places
increasing strain on national budgets, economic anxieties have made
public sentiment more subject to manipulation. Russian propaganda
has sought to exploit these tensions, portraying Ukrainian refugees as
ungrateful economic burdens to sow division within the EU and weaken
support for Ukraine.*®® Humanitarian fatigue is particularly prominent in
the most vulnerable host countries and among the most marginalized
refugee populations, where limited resources and social strain com-
pound existing risks of exploitation and exclusion.'®* Still, Poland remains
one of the most generous countries in responding to the Ukrainian ref-
ugee crisis. Almost one million Ukrainian refugees currently reside in
Poland, and about 17 million crossed into Poland before continuing to
other destinations.'®

181 “Ukrainians in Poland and the War in Ukraine.” CBOS (Public Opinion Research Center).
62 Gera, “Poland Once Threw Its Doors Open.”

163 Raf Casert, “EU Warns of ‘Solidarity Fatigue’ despite Warm Welcome for Millions of Ukraine
Refugees,” AP News, June 6, 2023, https://apnews.com/article/eu-ukraine-refugees-solidarity-fatigue-
russia-propaganda-ObfdOc6aa7538e8bd823923d82765c57.

164 Casert, “EU Warns of ‘Solidarity Fatigue.”

%5 “poland.” Project HOPE, https://www.projecthope.org/region/europe/poland. Accessed
27 June 2025.
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Figure 3: Increase in the Population of Polish Cities from Ukrainian Refugees

Source: https://www.eib.org/en/stories/ukrainian-poland-infrastructure-refugees.

Trafficking and GBV in Poland

These shifting political and public dynamics are not occurring in a vacu-
um. They directly impacted the practical safety of refugees on the ground,
particularly in terms of exposure to trafficking and GBV. Russia’s invasion
of Ukraine led to the biggest refugee crisis since WWI1.1%® War-driven dis-
placement creates “ideal” conditions for traffickers, and vulnerability is
worsened by financial instability, legal uncertainty, and social isolation.®”
These factors disproportionately affect women and children, who are the
majority of Ukrainian refugees.'®® Refugees report being approached by

186 “OSCE and UN Special Reps Statement on Trafficking for the Purpose of Sexual Exploitation
and Sexual Violence in the Context of War against Ukraine — Ukraine,” ReliefWeb, March 30, 2023,
https://reliefweb.int/report/ukraine/osce-and-un-special-reps-statement-trafficking-purpose-sexual-
exploitation-and-sexual-violence-context-war-against-ukraine.

187 “Vulnerability to Trafficking in Persons in the Context of the War in Ukraine.”

168 panayotatos, Atanda, and Schwartz, “Crisis in Ukraine.”
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men without official identification who offered questionable employ-
ment or housing.'®® While some individuals were able to recognize these
offers as potentially exploitative, others, particularly those in distress or
unfamiliar with local systems, were more vulnerable. Both refugee testi-
monies and reports from Human Rights Watch highlight the absence of
systematic protection measures and security protocols in Poland during
the early stages of the refugee influx, which substantially increased expo-
sure to exploitation.'”®

Exploitation also occurs online, so digital prevention efforts must also
be strengthened. This includes expanding public reporting mechanisms,
improving platform accountability, and enforcing legal consequences for
online exploitation. Since Russia’s 2022 invasion of Ukraine, reports indi-
cate a growing demand for exploitative online content featuring Ukraini-
an women.! This surge in demand incentivizes traffickers to target and
recruit vulnerable female Ukrainian refugees for sexual exploitation, par-
ticularly through digital platforms where oversight remains limited or usu-
ally non-existent.!”2

In general, exploitation was exacerbated by the emergency scale and
extraordinary speed of the Ukrainian refugee influx, which quickly over-
whelmed existing Polish government systems. This made it difficult to
coordinate and implement effective protective procedures. Although
Poland had built some crisis response mechanisms to foster resilience,
the magnitude and speed of the Ukrainian displacement exceeded those
capacities.'”® As a result, the initial reception of refugees was primarily
managed by well-meaning volunteers and civil society activists rather than
trained professionals equipped to identify trafficking risks and educate
refugees.’’* While these volunteers acted with compassion and urgency,

%9 Human Rights Watch, “Poland: Trafficking, Exploitation Risks for Refugees,” Human Rights Watch,
April 29,2022, https://www.hrw.org/news/2022/04/29/poland-trafficking-exploitation-risks-refugees.

170 Human Rights Watch, “Poland: Trafficking, Exploitation Risks for Refugees.”
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73 Human Rights Watch, “Poland: Trafficking, Exploitation Risks for Refugees.”
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they often lacked the specialized training required to recognize signs of
vulnerability.!”® To ensure more comprehensive protection for displaced
individuals and families, systematic training programs for volunteers are
necessary. Properly trained volunteers could also serve as key interme-
diaries, disseminating information to refugees who would then share it
within their communities.’® While Poland implemented basic measures,
such as public information campaigns, trafficking hotlines, and volunteer
training programs, these efforts were often limited in scope and effec-
tiveness.'”” More comprehensive and sustained approaches would have
significantly enhanced the capacity to prevent and respond to exploita-
tion. Additionally, providing holistic care that addresses the physical, psy-
chological, emotional, and socioeconomic needs of survivors is essential.
These integrated support systems are fundamental for recovery and for
reducing the long-term vulnerability and increasing the mental health of
displaced populations.'’®

Ultimately, the Polish government and its partner agencies lacked the
capacity to thoroughly vet households offering shelter or individuals vol-
unteering to provide private transportation.'’® This resulted in significant
gaps in security and protection. In some cases, refugees said that the pres-
ence of police provided little more than symbolic reassurance, rather than
active protection. Some stated that it looked like Polish police were “only
there for show.”*&°

Although the Polish government formally welcomed refugees from
Ukraine, much of the responsibility for delivering basic, necessary ser-
vices such as food, shelter, and transportation fell to nongovernmen-
tal organizations and individual citizens. These well-intentioned actors
unfortunately operated without coordinated oversight or streamlined
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endeavors.’®! The complexity of this type of response requires trained
professionals and effective coordination. Poland was just not ready to
handle this humanitarian crisis in a sustainable and optimal way.

The Role of Policy in Shaping Risk

Top-down policies from the Polish government have had tangible effects,
both good and bad, on both Polish citizens and Ukrainian refugees. As the
crisis has extended beyond its initial emergency phase, the needs of refu-
gees have evolved from immediate access to food and shelter to long-term
necessities such as steady employment, education, and healthcare.'®?
In May 2022, the European Investment Bank (EIB) approved a €2 billion
loan as part of a solidarity package for Ukraine.®® A portion of this funding
supported the creation of Poland’s €600 million Aid Fund, administered
by Bank Gospodarstwa Krajowego (BGK).!®* This fund was designed to
finance programs that promote refugee integration and improve access
to essential services, particularly for women and children — the major-
ity demographic of those displaced. The establishment of the Aid Fund
marked a significant step in institutionalizing and funding refugee support,
especially as volunteer-driven efforts began to wane under the weight of
humanitarian fatigue and resource depletion.!®

As of 2025, Poland’s current Prime Minister Donald Tusk has adopted
a more restrictive stance toward migration, framing it primarily as a nation-
al security issue. In public statements, Tusk has warned that migration is
being “weaponized” by hostile actors, particularly Belarus, and emphasized
the need to ensure that Polish citizens feel secure within the country’s

81 |bid.

182 Dawid A Fusiek, “A Solidarity Package Helps Poland Integrate Ukrainian Refugees,” Euro-
pean Investment Bank, November 28, 2022, https://www.eib.org/en/stories/ukrainian-poland-
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borders.'® “Migration,” Tusk stated, “will not be a threat to the security of
borders and citizens.”*®” This rhetoric has translated into policy: in 2024,
Poland issued 31% fewer migration visas across all categories compared
to 2023, signaling a measurable shift in migration policy and public sympa-
thy.2® Rather than distinguishing between refugees fleeing war and other
forms of migration, Tusk’s policies position migration broadly as a political
and security threat, an approach that risks dehumanizing displaced people
and undermining collective responsibility in times of crisis.

Tusk has also been vocal about his desire to exert tighter control over who is
allowed into Poland, stating that the government must know “who comes
here, why, where, and how useful they are.”*® This utilitarian approach
to migration prioritizes economic contribution and national interest over
humanitarian obligations. Concurrently, Poland has ramped up its defense
spending, allocating 4.3% of GDP to defense in 2024 and projecting 4.7%
in 2025, one of the highest rates among NATO member states.’®® Some of
this funding has been directed toward border security, further reinforcing
the securitization of migration in Polish political discourse.**

Conclusion

The initial wave of support for Ukrainian refugees in Poland was char-
acterized by remarkable compassion and solidarity. Citizens opened
their homes, donated supplies, and mobilized en masse to help those
fleeing war. However, over time, that deeply personal generosity gave
way to exhaustion. As humanitarian and financial fatigue set in without

8 “Taking Back Control, Ensuring Security — the Chancellery of the Prime Minister — Gov.
pl Website,” The Chancellery of the Prime Minister, 2024, https://www.gov.pl/web/primeminister/
taking-back-control-ensuring-security.
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a hand-off to institutional welfare systems, and as political leaders increas-
ingly framed migration as a threat rather than a humanitarian obligation,
refugees were left more vulnerable. This shift in sentiment was especially
dangerous for women and children, who make up the majority of Ukrain-
ian refugees due to martial law, and are disproportionately at risk of traf-
ficking and GBV.'*2 The Russian invasion has displaced nearly seven million
Ukrainians, testing the limits of humanitarian systems across Europe,
especially in Poland, which has absorbed one of the largest amounts of
refugees.'®® Despite initially leading in response efforts, Poland has not
been immune to the pressures of economic strain, political polarization,
and rising nationalistic political rhetoric. | saw this firsthand while living
in Warsaw: in the faces of refugees navigating uncertain futures, in the
protests that reflected a growing nationalism defined by racial and cul-
tural exclusion, and in the growing rhetoric that casts displaced people as
burdens rather than neighbors in need.

To prevent these patterns from repeating, future humanitarian responses
must be durable and structural. Countries need coordinated, well-funded,
and depoliticized aid systems that can withstand long-term displacement.
Volunteers and frontline workers must be trained not just to offer imme-
diate support, but to recognize and intervene in situations of potential
exploitation over time. Beyond policy, nation-states must foster a societal
culture that sees refugees not as temporary problems that will go away,
but as human beings deserving of long-term safety, dignity, and commu-
nity in their host countries. It is crucial that societies shift their lens from
viewing refugee migration as a political and societal burden to seeing it as
avery human issue that deserves support and empathy, because someday
the shoe may be on the other foot. Poland is not alone in this challenge.
Around the world, refugee crises are testing the resilience of societies.
How we respond, whether with resilience and humanity or fatigue and
fear will shape not only the futures of those displaced but the kind of
societies we become.
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Abstract: As modern security threats grow more convoluted and integrated into
society, intelligence agencies must adopt inclusive strategies to maintain their effi-
cacy in ensuring security. This paper examines the merits of integrating gender-sen-
sitive approaches in counter-radicalization pursuits within intelligence agencies and
their frameworks. Drawing on feminist security studies, empirical literature, and
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possibilities for the future. It concludes with recommendations on the basis that
gender is an analytical lens that is essential to intelligence analysis to ensure depth,
thoroughness, and legitimacy.

Keywords: Gender- Sensitive, Counter-Radicalization, Feminist Security Studies, Wom-
en, Peace and Security (WPS), Violent Extremist Organizations (VEO)




1. Reconceptualizing Intelligence: The Application of Gender-Sensitive Intelligence... 95

Introduction

As a result of increasingly compounding international security threats,
the development of more inclusive and refined intelligence paradigms
that harness diverse social insights becomes that much more necessary
within intelligence agencies. Among the most underutilized strategies is
the incorporation of gender-sensitive approaches into human intelligence
(HUMINT) gathering. Traditional intelligence gathering integrates a gen-
der-neutral approach that operates within a masculine and hierarchical
framework that overlooks gendered experiences that play crucial roles
in radicalization.

Contemporary women play increasing roles in radicalization processes
and violent extremism as they are advantageously positioned to take
on the role of active terrorists, as well as reducing the impact of violent
extremism.'®* Despite this knowledge, the role of women is most often
reduced to that of victimhood when in actuality they are facets in sup-
porting, enabling, and operating within violent extremist organizations.
Notwithstanding, this evidence of women’s crucial role, intelligence agen-
cies have largely, in practice, ignored the Women, Peace, and Security Act
(WPS) legislation that recognizes the necessity for integration of wom-
en-specific perspectives in intelligence.’®® Meaning, intelligence agen-
cies have displayed unhurried approaches to strategically apply gender
disaggregated data or to make significant efforts to utilize gender-sensi-
tive units. This reductive, gender-blind gap in intelligence exposes intel-
ligence agencies to missing vital intelligence and practicing ineffective
counter-radicalization. Thus, the implementation of gender-sensitive
strategies within intelligence agencies will increase the effectiveness of

19 Ellie Hearne, “Participants, Enablers, and Preventers: The Roles of Women in Terrorism,”
unpublished paper, December 2009. https://is.muni.cz/el/1423/jaro2010/MVZ203/Gender___Terror-
ism__BISA__Hearne__Dec_2009.pdf.

%5 Anna-Maria Andreeva et al., “Assessing Gender Perspectives in Preventing and Countering Vio-
lent Extremism Practices,” International Centre for Counter-Terrorism, November 20, 2024. https://
doi.org/10.19165/2024.7214.

1% Katie Crombe and Erin Moffitt, “Reassessing Women’s Role in Peace and Security in
the Middle East” Middle East Institute, January 31, 2022, https://www.mei.edu/publications/
reassessing-womens-role-peace-and-security-middle-east.
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intelligence by describing gender specific social dynamics, relationships,
and early indications of radicalization that are otherwise excluded by the
traditional approaches.

This paper argues that integrating gender-sensitive strategies into intelli-
gence gathering enhances operational effectiveness in counter-radicaliza-
tion by identifying early warning signs, illuminating hidden social networks,
and improving contextual understanding of extremist environments.
To examine this, the study will address three central questions: (1) How
can gender-sensitive approaches improve intelligence operations in coun-
ter-radicalization efforts? (2) What measurable gaps exist in current intelli-
gence practices that such approaches can help bridge? and (3) Where and
how have gender-based frameworks already impacted counter-extremism
strategies globally?

To explore these questions, the research employs a qualitative methodol-
ogy, drawing on case studies, policy analyses, and comparative evaluations
of intelligence initiatives across various geopolitical contexts. The analysis
is grounded in feminist security theory, which challenges traditional power
structures in security discourse and emphasizes the importance of incor-
porating diverse lived experiences — particularly those shaped by gender
— into strategic analysis and intelligence work.

Literature Review: Gender- Sensitive Intelligence
Approaches

Prior literature in feminist security studies suggests that intelligence
strategies remain shaped by masculine assumptions, common in the
male-dominated field, which often marginalize or overlook gender-spe-
cific analysis.'®” Other scholars suggest that the absence of women with-
in security, in tandem with societal expectations of femininity, produces

97 Aleksandra Gasztold, “Widok Podejscie Feministyczne W Studiach Nad Bezpieczeristwem,”
Amu.edu.pl (University of Warsaw, October 7, 2017), https://pressto.amu.edu.pl/index.php/pp/
article/view/10650/10238.



1. Reconceptualizing Intelligence: The Application of Gender-Sensitive Intelligence... 97

hegemonic masculinity over the intelligence and security fields.?® Gender,
within the context of feminist security studies, transcends everyday mean-
ing to encompass societal structures concerning gender orientation and
expectations, the effects of gender on political dynamics, individualized
motivations with deference to the polarity between men and women, con-
flict roles, and organizational structure.'®® Thus, this framework, in itself,
suggests the necessity of the incorporation of gender-sensitive thinking in
order to address the societal differences among men and women within
security questions.

Literature concerning the role of women within extremism is also vital
to understanding the context of this research. Women are often thought
of as passive participants or victims of violent extremist acts, yet fur-
ther review reveals a more active mobilization by way of involvement
in recruitment, facilitation roles, involvement in logistics, and increas-
ing roles in propaganda campaigns.?® As the number of women leaving
Western nations to join violent extremist organizations (VEOs) outpaces
that of men, more attention has been paid to the recruitment tactics of
these organizations that have led to this divide. The development of gen-
der-specific propaganda campaigns has allowed VEOs to target untapped
demographics, like women, that are statistically more likely to counter-act
government opposition. The inclusion of women legitimizes, at least by
perception, these groups and increases their effectiveness. Yet, violent
extremism is still thought of as a male-dominated phenomenon.?®* In the
examples of ISIS activity, the implementation of false narratives of female

%8 Eric M. Blanchard, “Gender, International Relations, and the Development of Feminist Security
Theory,” Signs: Journal of Women in Culture and Society 28, no. 4 (June 2003): 1289-1312, https://
doi.org/10.1086/368328.

199 Swati Parashar, “Gender Matters in Global Politics: A Feminist Introduction to International
Relations,” Gender & Development 18, no. 3 (November 2010): 56265, https://doi.org/10.1080/135
52074.2010.521996.

200 Heather Hurlburt, “Policy Roundtable: How Gender Affects Conflict and Security,” Texas National
Security Review, August 22, 2022. https://tnsr.org/roundtable/policy-roundtable-gender-and-security.

21 vikram Kolli, “Women at the Forefront: A Gendered Lens to Counterterrorism Strate-
gies,” Harvard International Review, September 19, 2024. https://hir.harvard.edu/women-at-
the-forefront-a-gendered-lens-to-counterterrorism-strategies.
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empowerment serves as an effective recruitment strategy.?® This contra-
dicts the idea that women’s involvement in extremist activities is a result
of economic constraints and lack of social equality or mobility, which is
indicative of a more traditional gender-blind intelligence understand-
ing. Intelligence practices must follow the evolution of VEQ's tactics and
recruitment approaches, by way of gender-based analysis, in order to
continue combatting their prevalence.

Another important trend within existing literature is that of utilizing
women as intelligence assets, specifically within dismantling radicalization
pathways. Gender conscious counter-radicalization programs like that of
Sisters Against Violent Extremism (SAVE), developed by social scientist Dr.
Edit Schlaffer, or Mothers for Life in Nigeria, focus on women’s advanta-
geous position within the family in order to counter radicalization efforts.?%
In the case of SAVE, the initiative centers around early detection of radical-
ization and possible interventions best suited for the position of a mother
of a family, demonstrating a family-level approach created on the basis
of gender consideration. Mothers for Life is a community-level approach
that employs a network of mothers to counter a region-specific threat, the
actions and recruitment of Boko Haram. Although not an exhaustive list of
examples of gender-based approaches, this demonstrates that conscious-
ness of gender specificity has a place in the development of counter-radi-
calization efforts.

Policy integration, an operational facet vital to the implementation of this
strategy, is also important to recognize within the context of this body.
Dating back to 2000, UNSCR 1325, a United Nations Security Council res-
olution on women, peace, and security, recognized the pervasiveness of
gender within all sections of security. Yet, two decades later, agencies
across the world have continued to recognize this, yet sideline efforts to
fix the mechanisms in place that still expose agencies to vulnerabilities on

202 Elizabeth Weingarten, “Why Female Extremists Perplex Us,” TIME, March 21, 2015. https://
time.com/3751706/female-extremists.

203 Moussa Bourekba, Overlooked and Underrated? The Role of Youth and Women in Preventing
Violent Extremism, CIDOB, November 2020, https://www.cidob.org/publicaciones/overlooked-and-un-
derrated-role-youth-and-women-preventing-violent-extremism?ref=hir.harvard.edu.
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account of ignorance of gender influence.?** Therefore, despite this evi-
dence and directive from the Security Council, little meaningful action has
been taken in the following years. In addition to this, the United Nations
Plan of Action to Prevent Violent Extremism of 2016 goes further to advo-
cate for more gender-sensitive research, exploration of the capacity of this
approach, and specific field applications that are gender-sensitive. Spe-
cial attention must also be paid to using this strategy as an intelligence
enhancement rather than a mechanism of further stereotyping.?%

A summation of the existing literature reveals that gender is not mere-
ly a variable that can be overlooked but a central aspect of intelligence
gathering and radicalization processes. Under-implementation on the part
of intelligence agencies reveals vulnerabilities like the over-dependence
on outdated assumptions of women'’s roles, the absence of operational
applications within intelligence agencies, and the continuation of shallow
analysis that overlooks gender nuance. As the literature dictates, VEOs
integrate women, yet intelligence agencies have yet to comprehensively
apply the same principles to counter this development.

Traditional Approach: Structure and Gender-Blind
Limitations

Within the traditional structure of intelligence agencies, there is often
a bias towards a hierarchical structure that is based on models dominat-
ed by men throughout history. This not only affects recruitment and deci-
sion-making models but also creates undue skepticism in women'’s roles
within the field, as they are less historically founded. Overlooking these
disadvantageous representations and the analytical lens capable of identi-
fying gender specific warning signs. Despite the United States Intelligence
Authorization Act of 2022 that recognized this unique opportunity within

204 Jocelyn Trainer, “Applying a Gender Lens to Security Studies,” The International Affairs Review,
July 12, 2021, https://www.iar-gwu.org/print-archive/ikjtfxf3nmaggdOnp1ht10mvkfronen-bykaf-ey3hc.

25 Jayne Huckerby, “Gendering Counterterrorism: How To, and How Not to — Part I,” Just Securi-
ty, May 2018, https://www.justsecurity.org/55522/gendering-counterterrorism-to.
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intelligence and provided directions to the National Security Agency to
integrate the approach into tradecraft, implementation remains largely
stagnant and incomplete.2%®

Within active methodology, the lack of gender disaggregated data means
the loss of the ability to understand and distinguish between demograph-
ics and behavioral groups. Meaning, when modeling threats, intelligence
operates under gender-blind assumptions that can fail to recognize gender
specific intimations. In the modern age that values direct threat assess-
ment through technical means, approaches like rapport building, empa-
thetic considerations, and communication, tactics women analysts excel
at, become undervalued assets. Therefore, despite empirical data on emo-
tional intelligence, this strength that women could disproportionately pro-
vide remains untapped.?®’

The same U.S. Intelligence Act in 2022 also specifically referenced the abili-
ty of women to access populations and social situations that are unreacha-
ble by men. This mention, in itself, exposes a gap left unaddressed despite
awareness and plausible options to rectify it.2%®

Comparative Case Studies

Two cases where gender-sensitive applications were used directly in an
operational capacity are the female engagement teams in Afghanistan
and Team Lioness in Iraq, two United States initiatives. Through analy-
sis and comparison, the efficacy of this work can be ascertained, as well
as the limitations identified. In Afghanistan in 2009, the US developed
a population-focused team, or Female Engagement Team, to address

206 Adam B. Schiff (D-CA-28), “Text — H.R.5412 — 117th Congress (2021-2022): Intelligence
Authorization Act for Fiscal Year 2022,” Congress.gov, 2021, https://www.congress.gov/bill/117th-
congress/house-bill/5412/text.

207 Chara Papoutsi et al., “Emotional Intelligence & ICTs for Women and Equality,” Technium Social
Sciences Journal 27 (January 8, 2022): 253—68, https://doi.org/10.47577/tssj.v27i1.5561.

28 Adam B. Schiff (D-CA-28), “Text — H.R.5412 — 117th Congress (2021-2022): Intelligence
Authorization Act for Fiscal Year 2022,” Congress.gov, 2021, https://www.congress.gov/bill/117th-
congress/house-bill/5412/text.
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counter-terrorism through winning regional support. The previously inac-
cessible demographic, Afghan women, were identified as victims of target-
ed exploitation by extremists. The cultural sensitivity, surrounding women
especially, in the region, prevented male U.S. soldiers from interacting with
these women. As a result, they became a common workaround for terror-
ists and smugglers. FETs became a deterrence strategy against the utili-
zation of women in this capacity, thus creating an increased potential for
actionable intelligence as well. FET’s which evolved from Lioness teams,
grew by 2008 to include the running of medical clinics, distribution of med-
icine, assistance at checkpoints, and conducting engagements in Afghan
homes. The success of such teams is recognized as beneficial in intelligence
but has not been optimized because it remains isolated instead of being
employed throughout the armed forces with consistent recruitment. Oth-
ers argue that the nature of their as-needed deployments prevents them
from truly being proven effective. Lastly, it was noted that rapport build-
ing was successful and led to high-value targets and intelligence, yet their
teams were reduced to administrative support, and accountability was low
because of the lack of protocol.?®

The precursor, the Lioness Teams deployed in Irag, were developed to
remain situationally aware and address the cultural sensitivities of the
native culture so as not to worsen the perception of United States involve-
ment. After a week-long training, these women would be attached to tradi-
tional infantry units and deployed primarily to perform searches on native
women. However, these women were often deployed as lone attachments
to traditional units, meaning they were not organized into units of their
own that worked in conjunction as a group. They are recognized by fellow
marines to have provided huge gains in the counterinsurgency realm in
which they were tasked to access the inaccessible, like FETs.

Lioness teams became the action that set a precedent for gender-sensitive
units to follow. Their demonstrated covert access to women and children as
well as the new intelligence gains provided were facets of intelligence that

209 Raymond Kareko, “Female Engagement Teams,” Army University Press, October 25, 2019, https://
www.armyupress.army.mil/Journals/NCO-Journal/Archives/2019/October/Female-Engagement-Teams.
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were carried on to FETs. This second application in Afghanistan proved that
the evolution of gender-based approaches was possible and continued to
increase intelligence access, diversify opportunities, and build community
trust. However, both were severely limited by the lack of a previous foun-
dation for their work. Lioness teams faced struggles on account of leader-
ship and their willingness to adapt, as well as the largely informal process
of their deployment and duties. FETs continued to face weak standardi-
zation, logistical issues, and small-scale integration. Further development
of gender-based approaches is therefore possible, but it is a necessity to
optimize their work first and foremost.?*°

Challenges and Ethical Considerations

This integration of gender-sensitive intelligence practices introduces
a number of challenges on the part of ethical considerations, operation-
al hurdles, and cultural concerns. The first ethical consideration is instru-
mentalization. It is important to remain cautious against creating these
programs just to access this new intelligence realm. This risks reinforcing
gender stereotypes and overlooking meaningful and productive integra-
tion. This becomes especially relevant considering the cessation of both
the Lioness teams and FETs.?'! Overlooking the value of true integration
results in short-lived benefits, as in the case of these two programs. Gen-
der-sensitive approaches, in order to be sustainable and impactful, will
require long-term structural change instead of brief deployments.

Cultural considerations must follow a two-pronged approach. As estab-
lished, the largely male-dominated field will potentially display internal
bias against the implementation of this nature. Gender-sensitivity, in
itself, is a method that forces an analyst or operator to think specifically as
a member of the subject’s in-group would. This contradicts the masculine

20 Nicholas Dunn, “Lioness Program ‘Pride’ of the Corps,” Marine Corps Air Ground Combat Center
Twentynine Palms, March 13, 2009, https://www.29palms.marines.mil/Articles/Article/498488/
lioness-program-pride-of-the-corps.

21 Raymond Kareko, “Female Engagement Teams,” Army University Press, October 25, 2019, https://
www.armyupress.army.mil/Journals/NCO-Journal/Archives/2019/October/Female-Engagement-Teams.
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intelligence trend the industry is accustomed to. Without the backing of
policy reform and increased gender-sensitive education, women enlisted
to practice this approach or others advocating on behalf of it may expe-
rience pushback. Second, external concerns must also be considered,
especially when physically operating within gender-segregated societies.
Women operating in this capacity in largely conservative regions may build
a negative reputation and inherit mistrust that might endanger the oper-
ator. As women'’s roles increase and involve more locals, there will need
to be subsequent development of protection for those at risk of backlash
for collaboration with female agents, as well as for the agents themselves.

There must also be a discussion over ethics concerning operations and
data. Similar to the protection of privacy, this must be extended to gen-
dered intelligence collection as well to bolster its credibility and justifica-
tion. Oversight must be utilized as it is in other types of intelligence. This
type of intelligence also relies more heavily on human intelligence rather
than data, meaning it is that much more important that claims be substan-
tiated and validated so the information does not become untrustworthy
on account of assumptions or emotions.

Over-reliance on gender specifically is another possible challenge. Adopt-
ing a one-dimensional view of information, or relying only on the perspec-
tive of the subject’s gender alone, will take away from the subject’s other
influential factors. Intersectional factors like religious identity, race, class,
ethnicity, and sexual orientation must also be considered.

Recommendations

Institutional

With consideration of the evidence presented, there are several substanti-
ated recommendations that would facilitate actionable implementation of
gender-sensitive intelligence strategies. The first of which would be lead-
ership-initiated and backed agency-wide reform. This broad recommen-
dation would include specific integration methods like the requirement
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of gender-disaggregated data reporting, specific requirements built
around accessing gender roles within collected actionable intelligence,
and increased education on identifying areas where gender nuance could
provide higher quality intelligence. Generally housed under the concept
of gender mainstreaming, the intentional integration of gender consider-
ations in all areas of intelligence is advocated for by UN Women.?*? This
could include an increased emphasis on endeavoring to understand per-
spective over perception in differing cultures regarding gender and soci-
etal structures, specifically.

If institutional reform of this nature is rejected, an alternate route could
be the separation of a more specialized unit trained in gender-sensitive
intelligence. Just like the separation between intelligence units dealing
with human intelligence versus signal intelligence, another distinction
could be made to establish professionals capable of weighing in on any
collected intelligence.

Operational

Beyond institutional initiatives, tangible operations changes must also
be incorporated by way of FETs, community-led initiatives, and Al imple-
mentation. Despite past shortcomings, increased investment in FETs that
incorporate changes made from past trials remains a promising security
agency possibility. This further investment would allow for the expansion
past its previous operational capability, which largely relied on patrols,
into a stronger intelligence capacity. Properly educated and utilized FETs
deployed within regions that remain largely separated on the basis of gen-
der could be the precipice of new intelligence capabilities.?** This could also
take the form of mixed gender units to more sustainably apply these tac-
tics, especially during times of transition to gender-sensitive approaches.

212 Jacqui True, “How Effective Is Gender Mainstreaming in International Peace and Security Pol-
icymaking?” (Monash University; Edward Elgar Publishing, 2016), https://research.monash.edu/en/
publications/how-effective-is-gender-mainstreaming-in-international-peace-and-.

23 Gina Jones, Female Engagement Teams: Making the Case for Institutionalization Based on U.S.
Security Objectives in Africa: A Monograph (Defense Technical Information Center; Defense Intelli-
gence Agency, May 23, 2013), https://apps.dtic.mil/sti/citations/ADA583961.
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As seen by the successful application of gender perspectives in organi-
zations like Mothers for Life or SAVE, community-focused initiatives are
among the most promising. Partnership with regionally effective non-gov-
ernmental organizations, especially those run by women for women, to
cooperate on community-based programs. This local focus serves as
a mechanism to create more personal and lasting change, with an addi-
tional benefit of building trust in the intelligence community, which allows
for more free-flowing information. Creating bilateral trust would enable
intelligence agencies to implement training for women specifically to serve
in an early detection capacity.?4

Lastly, increased data collection that is gender-sensitive is another applica-
tion needed within the intelligence field. Investment in artificial intelligence
capabilities that employ a component of gender-specific recognition capa-
bilities, especially in the form of You Only Look Once (YOLO) applications or
other tools capable of examining large collections of data efficiently. This
would allow for data collection that is specific to the variable of gender
and allow further research to be done, more empirically, on gender specif-
ic threat signals.?®®> Where grassroots community-level approaches could
address real-time radicalization efforts done on a person-to-person level,
Al capabilities could address online radicalization efforts quicker by data
analysis and flagging than a human noticing new radicalization patterns.

Policy

To ensure the safety and maintenance of this application, policy reform
must also be developed. The Organization for Security and Co-operation
in Europe (OSCE) calls for oversight policy codified into security law that
monitors integration and ensures proper training and protocol evaluation.
This would also include safeguards for those involved directly in programs.

24 Adam B. Schiff (D-CA-28), “Text — H.R.5412 — 117th Congress (2021-2022): Intelligence
Authorization Act for Fiscal Year 2022,” Congress.gov, 2021, https://www.congress.gov/bill/117th-
congress/house-bill/5412/text.

25 Clarisa Nelu, “Harnessing Al for Online P/CVE Efforts: Tools, Challenges, and Ethical Consid-
erations,” Global Network on Extremism and Technology, February 24, 2025, https://gnet-research.
org/2025/02/24/harnessing-ai-for-online-p-cve-efforts-tools-challenges-and-ethical-considerations.
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This means the development of protection mechanisms that create pro-
tection protocols, have operational capabilities to respond to emergen-
cies, and have some capacity for support after service.?¢

Conclusion

The growing complexity of global security threats like ideological rad-
icalization and violent extremism creates a need for transformation in
methodology and conceptualization within intelligence. Integrating gen-
der-sensitive approaches into the intelligence, counter-radicalization, and
counter-insurgency frameworks is a necessity rather than just a symbolic
act of inclusion. It is now understood that women are not only targets or
victims of extremism but are capable of being both active participants and
active counterforces. Disregarding the role of gender-based approaches
creates space for incomplete and ineffective intelligence that undermines
counter-radicalization work.

The long-standing gender-blind approach, stemming from masculine phi-
losophy and structure, does not account for social nuance or differentiated
warning signals that can denote extremist actions. This omission is exacer-
bated by intelligence agencies continuing to delay or procrastinate mean-
ingful implementation of suggestions made by various global security acts
like UN Security Council Resolution 1325 or the United States Intelligence
Authorization Act of 2022 that advocate for more significant involvement
of women in peace and security efforts. Previous operational capabilities
like Lioness or Female Engagement Teams provide proof of concept, yet
their impacts are still limited by the extent and nature of their usage thus
far. Their limitations provide evidence as to why structural reform needs
to take place to address the inconsistencies that dampened their effects.

Intentional planning, local engagement, and detailed structure of over-
sight must be utilized to address ethical and cultural concerns that may

26 Henri Myrttinen, Security Sector Governance, Security Sector Reform and Gender (Geneva:
Geneva Centre for Security Sector Governance (DCAF), 2019), https://www.osce.org/files/f/docu-
ments/1/1/440834_0.pdf.
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arise in response to the application of gender considerations. Internal bias
and resistance can be dealt with through top-down approaches of leader-
ship-backed mandates as well as the introduction of robust Al applications
attuned to gender differences within counter-radicalization.

Gender-blind intelligence could be considered a framework from the
past, while effective intelligence, especially counter-radicalization
efforts, of the future becomes increasingly cognizant of gender-sensi-
tive intelligence approaches. Agencies must arm themselves with the
capabilities to recognize gender as more than an outside variable but
as an important facet for understanding specific human behavior and
patterns of thinking. A gender-sensitive approach to counter-radicali-
zation offers enhanced analytical and operational capacity within the
intelligence community to better safeguard and protect their respective
nations’ security and interests. Moving forward, more research is need-
ed to fully understand and harness the possibilities of gender-sensitive
intelligence operations.
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Challenges of Security:
Questions of Domestic
Surveillance & Privacy Rights
in the United States

Ashlyn MUNDELL

Abstract: Following the terrorist attack on September 11, 2001, the function of domes-
tic surveillance in the United States shifted drastically. Apprehensions of successive
attacks became a guise under which surveillance morphed into an instrument of those
in positions of political and social power. This paper explores the domestic surveil-
lance policy in the United States post-9/11 and its violation of the privacy rights of
citizens. After critically analyzing both EU and US surveillance policy, alongside decon-
structions of programs like XKeyscore, PRISM, and COINTELPRO, this paper identifies
clear patterns of governmental overreach continuously masked as counterterrorism.
In addition, this paper explores the consequences of unethical surveillance, including
discussions on hegemonic social stratification, generalized interpersonal ramifications,
and the chilling effect in relations to democratic participation. Conclusively, this paper
proposes US policy recommendations modeled after EU domestic surveillance frame-
works, namely the GDPR and the ECHR.
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Introduction

Domestic surveillance has become a central pillar of U.S. national security
policy, particularly in the aftermath of the September 11, 2001 attacks.
Legislative expansions such as the USA PATRIOT Act and subsequent intel-
ligence reforms have significantly broadened the scope of government
surveillance, enabling unprecedented monitoring of both citizens and
non-citizens. While these policies are justified by the state as essential
to counterterrorism efforts, critics argue they compromise civil liberties
— especially the constitutional right to privacy.

This paper examines whether and how post-9/11 domestic surveillance
practices — both legal and extralegal — violate U.S. citizens’ right to
privacy. Drawing on secondary literature, case law, policy analysis, and
existing critiques, it explores the ethical and social consequences of
unchecked surveillance, with a particular focus on its role in reinforc-
ing structural inequalities and suppressing democratic participation
through the “chilling effect.” The paper also engages in a comparative
analysis of domestic surveillance policies in the European Union to for-
mulate policy recommendations aimed at reducing harm while preserv-
ing national security.

Key concepts such as domestic surveillance, illegal surveillance, and the
chilling effect are clarified to provide a shared analytic framework. Domes-
tic surveillance and illegal domestic surveillance, while sharing several
components, are vastly different. Domestic surveillance is the gathering of
information on a nation’s homeland conducted by that nation’s coercive
agencies, such as the police.?’” What can make domestic surveillance ille-
gal is when those agencies overstep their limits in regard to what they can
or cannot document and they disregard any outlined justifications for that
monitoring.?'® Also relevant is the chilling effect. This term describes the
phenomena in which participation in basic democratic functions and the

27 Jeffrey lan Ross and David O. Friedrichs, “lllegal Domestic Surveillance,” in An Introduction to
Political Crime, 1st ed. (Bristol University Press, 2012), 101-14, https://doi.org/10.2307/j.ctt1t898f9.

28 Ross and Friedrichs, “lllegal Domestic Surveillance,” 101-14.
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expression of personal ideologies by an individual are muted as a result of
otherwise intimidating or confusing policymaking.?*°

Ultimately, the paper argues that current U.S. surveillance practices dispro-
portionately target marginalized communities, erode democratic norms,
and require urgent policy reform — particularly through models inspired
by EU frameworks that emphasize transparency, accountability, and citi-
zen rights. In the proceeding sections, this paper first looks at the US legal
framework post 9/11, their social implications, and concludes by providing
policy recommendations.

U.S. Legal Frameworks Post 9/11

After 9/11, domestic policy regarding surveillance focused heavily on fight-
ing both realities and imagined threats of terrorism. President George W.
Bush, for example, sanctioned the “Authorization for the Use of Military
Force (AUMF)” in 2001 in response to the attack.??° This order gave the
National Security Agency permission to conduct counterterrorism sur-
veillance where deemed necessary or appropriate without a warrant.??
The PATRIOT Act, which was passed the following October, was designed to
allow law enforcement agencies to use various heightened levels of surveil-
lance on a wider range of criminal acts in an effort to counter terrorism.??
This also permitted many federal actors a broader range of authorizations
in surveilling anything considered a threat to Americans both domestically
or abroad. Furthermore, the sharing of intelligence between government
agencies for investigative purposes was sanctioned.??® In short, the PATRI-
OT Act and AUMF were designed to fight the war on terror on U.S. soil but

219 “The Establishment Clause and the Chilling Effect,” Harvard Law Review 133, no. 4 (February 10,
2020), https://harvardlawreview.org/print/vol-133/the-establishment-clause-and-the-chilling-effect.

220 Michael T. Martinez et al., “Press Narratives of NSA Domestic Surveillance,” Atlantic Journal of
Communication 28, no. 2 (2020): 86, https://doi.org/10.1080/15456870.2020.1709462.

221 Martinez et al., “Press Narratives of NSA,” 85-102.

22 .S. Department of Justice, The USA Patriot Act: Preserving Life and Liberty (2001), https://
www.justice.gov/archive/ll/what_is_the_patriot_act.pdf.

223 .S. Department of Justice, The USA Patriot Act, 2001.
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also signaled a tone shift in policymaking involving privacy rights for the
average citizen.

As intelligence agencies gained expanded authority to surveil individuals
on U.S. soil, the boundaries of who could be monitored — and how and
why — quickly became blurred.

Domestic surveillance efforts initially justified as counterterrorism tools,
increasing become a convenient way to monitor U.S. citizens — a prac-
tice that, in our tech-saturated age, often amounts to a direct assault on
personal privacy. While most initiatives, programs, and actors involved in
national spying follow outlined legislative procedures to ensure individual
rights remain protected, there remains a lack of regulations on operations
not immediately visible to the public. Fundamentally, illegal domestic sur-
veillance is distinguishable from legitimate surveillance because it exhibits
characteristics inherently unconstitutional such as opening mail, placing
listening devices in private properties, and wiretapping.?** The key sim-
ilarity is that both legal and illegal domestic surveillance are exclusively
conducted by state actors including but not limited to the military, current
administrations, police, and federal agencies. This style of security practic-
es inherently makes those observed uncomfortable when unconcealed, so
it is natural for the agencies involved to veil any programs that may create
distrust and unease in the public. The NSA, for example, was sanctioned
by the PATRIOT Act, to monitoring any and all communications in the U.S.
without any appropriate mandates.??

However, this paper maintains that prior to 9/11, government agencies
were already heavily involved in illegal domestic surveillance. To serve as
a powerful illustration, the CIA ran an operation titled Project Resistance,
designed to study and monitor dissidence groups on college campuses.??

224 Ross and Friedrichs, “lllegal Domestic Surveillance,” 101-14.

225 David Sauer, “Domestic Surveillance in the United States” (briefing paper, Harvard Model
Congress, 2025), https://staticl.squarespace.com/static/5cb7e5637d0c9145fa68863e/t/6729677bc-
8c13f0fbc586e93/1730766716640/House+Intelligence+-+Domestic+Surveillance.pdf.

26 John Prados, “Domestic Surveillance,” in The Family Jewels: The CIA, Secrecy, and Presidential
Power (Austin: University of Texas Press, 2014), 35-64.
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This operation was responsible for the creation of over six hundred files
on American citizens purely for their political affiliations. In addition, over
twelve thousand or more individuals’ names were noted for similar rea-
sons. This program exemplifies the tendency of secret domestic surveil-
lance operations to be invasive, prejudiced, and politically motivated.

The secretive nature of many government surveillance operations often
conceals misconduct from the public eye. This was made starkly evident
in 2013, when Edward Snowden exposed the National Security Agency’s
(NSA) surveillance practices, revealing a system that closely resembled
a ‘surveillance state.” One of the first revelations involved the NSA collect-
ing communication and call data from Verizon users — a practice justified
as counterterrorism by the Foreign Intelligence Surveillance Court.??’

Under growing public scrutiny, the NSA’s Project Prism was quickly unsur-
faced to reveal even further unwarranted surveillance of Americans by
their own government. This post-9/11 program allowed the NSA to access
user data from major internet companies such as Apple and Google,
including search history, email content, chats and files.??® Alarmingly, these
companies complied with the requests, often without significant protest.
While national security and counterterrorism are legitimate concerns,
these justifications clearly eclipsed moral and ethical boundaries — both
within government institutions and among corporate partners.

Snowden’s whistleblowing extended beyond PRISM. He also exposed XKey-
score, another domestic electronic surveillance operation. Unlike PRISM’s
targeted data collection, XKeyscore allowed for a broader range of surveil-
lance — tracking nearly everything a typical user does online.??° According
to reports published after Snowden’s disclosures, the program captured
the content of emails, visited websites, search queries, and metadata.

227 Michael Register, Justifying the Means: Electronic Domestic Surveillance Programs before
and Following the September 11, 2001, Terrorist Attack on the United States (PhD diss., Utica
College, 2016).

228 Register, “Justifying the Means,” 2016.

29 Glenn Greenwald, “XKeyscore: NSA Tool Collects ‘Nearly Everything a User Does on the
Internet,’” The Guardian, July 31, 2013, https://www.theguardian.com/world/2013/jul/31/nsa-
top-secret-program-online-data.
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Analysts could sift through this data using identifiers like names, phone
numbers, IP addresses, and keywords, raising serious concerns about pri-
vacy and unchecked surveillance capabilities.?*

Fearing governmental retaliation, Snowden fled to Hong Kong in 2013%*
and later received asylum in Russia.?*? His actions underscore a disturbing
reality: more than a decade after 9/11, the United States government con-
tinues to exploit the rhetoric of security and counterterrorism to justify
invasive surveillance. Had Snowden not acted, would Prism and XKeyscore
still be operating in the same capacities today? And how many similar pro-
grams remain active, hidden from public scrutiny?

While domestic surveillance can serve legitimate national security pur-
poses, its abuse — and the punishment of those who try to expose it
— demands a closer look at the integrity of both policy and policymakers.
When rectifying wrongdoing is met with exile, the moral compass of those
in power must be seriously questioned.

It is also important to acknowledge that overreaching domestic surveil-
lance is not a phenomenon born from the post- 9/11 era — nor exclusive
to modern U.S. intelligence practices. In fact, leaked documents and inves-
tigative reports have revealed that the government engaged in aggressive
surveillance tactics well before 2001. One of the most notorious examples
is COINTELPRO, the FBI’s Counterintelligence Program, which ran from the
mid-50’s to the early 70’s.

COINTELPRO was designed to monitor, infiltrate, and disrupt a range
of dissident groups, including the Black Panthers, the American Indian
Movement, and the Communist Party of the U.S. — actions justified
under the broad malleable label of political extremism.?*® Disturbing-
ly, the program’s reach went beyond organized groups. One document

230 Register, “Justifying the Means,” 2016.
231 |bid.

232 Andrei Soshnikov et al., “NSA Whistleblower Edward Snowden Is Now a Registered Russian
Taxpayer, RFE/RL Finds,” RadioFreeEurope/RadiolLiberty, May 30, 2025, https://www.rferl.org/a/rus-
sia-snowden-nsa-whistleblower-taxpayer/33429552.html.
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revealed that the daughter of a sitting congressman was listed as
a national security concern simply for publicly opposing the Vietnam war.
This level of surveillance suggests that the FBI showed little concern for
ethical boundaries — or even plausible justification — when determining
who could be targeted.®*

This historical context serves to emphasize a critical point: illicit domestic
surveillance has long embedded in the operations of the United States
security state. The events of 9/11 did not create this reality; they sim-
ply shifted its tone, intensity, and public justification. In many ways, 9/11
functioned as a modulation point — a moment that redefined what
“national security” meant and dramatically expanded the powers granted
in its name.

Social Implications

Hegemonic Social Stratification

Improperly executed domestic surveillance carries significant consequenc-
es — both intended and unintended — that reverberate throughout soci-
ety. Two major outcomes often emerge: the reinforcement of existing
social hierarchies and the erosion of civil liberties. lllegitimate surveillance,
whether through programs resembling XKeyscore, PRISM, or COINTEL-
PRO, tends to serve the interests of dominant social and political groups.
In doing so, it reinforces hegemonic structures by targeting marginalized or
dissenting voices under the guise of maintaining national security.

This dynamic raises a pressing question: should the protection of nation-
al security consistently supersede democratic norms and constitutional
rights? While some argue that security must take precedence, this line of
thinking blurs the boundary between justified vigilance and authoritari-
an overreach. Ultimately, it forces a critical reckoning — where should

234 James Kirkpatrick Davis, Spying on America: The FBI's Domestic Counterintelligence Program
(Bloomsbury Publishing USA, 1992).
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society draw the line between what constitutes a legitimate threat and
what amounts to a dangerous breach of personal freedom?

Unwarranted public surveillance poses as a threat to democratic functions
on a national level.?® Public perceptions of governmental power, checks,
and balances often directly reflect the quality of a functioning democracy.
When dissent and protest are met with covert surveillance — such as intelli-
gence-gathering at demonstrations — it sends a clear message: opposition
is unacceptable. This not only undermines First Amendment protections
but also creates a chilling effect that discourages civic participation.?®

Raphael Schlembach, in his analysis of undercover policing, argues that
“the covert policing of protest is not designed to detect and prevent crime;
it is to fabricate and maintain order.”?* This perspective casts domestic
surveillance in a troubling light — one that prioritizes control over justice.
The issue becomes even more invasive when surveillance enters private
spaces. Remote tactics such as electronic bugging or off-site access to
household electronics, are rarely justifiable as anything other than dis-
plays of unchecked governmental power.2® While often rationalized as
counterterrorism measures, such intrusions blur — or outright violate
— constitutional boundaries, particularly those established by the First
and Fourth Amendments.

At its core, extremist domestic surveillance is a tool for maintaining power
— not safety. When a government engages in such practices, it signals
a fundamental shift: power is no longer shared or checked, but hoarded by
those behind the surveillance apparatus. The cost is not just privacy, but
also dignity, autonomy, and even identity. Stripped of the right to control

235 Sunny Skye Hughes, “US Domestic Surveillance after 9/11: An Analysis of the Chilling Effect on
First Amendment Rights in Cases Filed against the Terrorist Surveillance Program,” Canadian Journal of
Law & Society/Revue Canadienne Droit et Societe 27, no. 3 (2012): 399-425.

236 Hughes, “US Domestic Surveillance after 9/11,” 399-425.

237 Raphael Schlembach, “Undercover Policing and the Spectre of ‘Domestic Extremism’: The Cov-
ert Surveillance of Environmental Activism in Britain,” Social Movement Studies 17, no. 5 (2018):
491-506.

238 Sophia Maalsen and Jathan Sadowski, “The Smart Home on FIRE: Amplifying and Accelerating
Domestic Surveillance,” Surveillance & Society 17, no. 1/2 (2019): 118-24.
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one’s own information, individuals lose the very conditions that make
democratic participation — and personhood — possible. Surveillance, in
this context, becomes more than a tactic; it becomes a mechanism of con-
trol that undermines the very freedoms it claims to protect.

Interpersonal Ramifications

Beyond its role as a tool of hegemonic control, illegal or unethical sur-
veillance carries broader consequences for the social cohesion and fluid
functioning of a society — especially in a nation as diverse as the United
States. One of the most significant effects is the creation of the chilling
effect, where individuals censor their own behavior in fear of surveillance
or government retaliation.?*® While the theory is often framed in terms of
verbal or written expression, the concept of ‘communication’ should be
expanded further. People communicate not just through speech or text,
but also communicate through their attire, social media presence, group
affiliations, and even their general public presence.

When individuals suspect that their actions or affiliations may be inter-
preted as politically subversive or contrary to prevailing policy, they may
choose to hide or suppress aspects of their identity and beliefs. Sunny
Skye Hughes explains, even the perception of being monitored — such
as during a private phone conversation — can discourage participation
in the “marketplace of ideas.” She argues that individuals may self-sen-
sor simply because they fear punishment for expressing politically
unpopular or legally grey viewpoints, regardless of whether any laws
are actually broken.?° In this way, unethical surveillance doesn’t just
control actions; it fundamentally alters how people exist and express
themselves within society.

Intention plays a key role in both the emergence of the chilling effect and
the extent to which it impacts everyday citizens. While public reactions to
policy are often beyond direct government control; ethical boundaries are

239 Hughes, “US Domestic Surveillance after 9/11,” 399-425.
240 |bid., 400.
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clearly crossed when a governing body intentionally weaponizes surveil-
lance to silence, alter, or dismantle disagreeable socio-political groups.?!
In such cases, mass surveillance shifts from a tool of security to a calculat-
ed instrument of manipulation and discrimination.

What makes the shift particularly dangerous is the malleability of the
terms like ‘necessary.’ In the case of national security, nearly any action
can be framed as necessary if the facts are selectively presented or manip-
ulated. While some rationalizations for targeting specific social groups may
be given superficial legitimacy, the risks posed of unchecked, opaque sur-
veillance practices consistently outweigh the potential benefits.

More broadly, the chilling effect not only highlights the effectiveness of
domestic spying as a tool for social control, but also demonstrates the
capacity of government to forcibly oppress those who do not conform to
dominant ideologies. In addition, irregular surveillance may promote prej-
udice in U.S. criminal justice and security networks. Entire communities
— defined by nationality, religion, or race — can be cast as an inherent
threats to national security, resulting in widespread surveillance based on
identity rather than evidence. Just as troubling is the social backlash this
creates: discriminatory surveillance policies can normalize nationalist and
racist attitudes among those not targeted, deepening societal divisions
and reinforcing systems of power and exclusion.

Policy Recommendations

The following section outlines key domestic surveillance policies imple-
mented in various EU countries. These examples will serve as points of com-
parison with existing legal frameworks in the U.S. context. It is important
to acknowledge that while definitions of privacy, surveillance, and security
may vary across cultural and national boundaries, the underlying practice
of domestic surveillance — preserving national security — remains largely
consistent across democratic states.

241 Hughes, “US Domestic Surveillance after 9/11,” 399-425.



120  Part Il. Security and Policy

To begin, the European Convention of Human Rights specifically outlines
privacy as a protected human right,?*> something the U.S. Constitution
notably does not.2** While some argue that privacy rights are implied in
First, Third, and Fourth Amendments — protecting religion, the home,
the person, and personal property — these provisions were originally
designed to address specific, now-outdated threats to the individual,
such quartering soldiers in private residences.?** They offer limited pro-
tection against modern threats like massive data collection and pervasive
digital surveillance.

What'’s more, in the United States, privacy rights have largely been shaped
through court rulings rather than concrete legislation. The absence of com-
prehensive federal policy leaves privacy protections fragmented and often
outdated — especially in an era defined by rapid technological advance-
ment. In contrast, Article 8 of the ECHR clearly states: “Everyone has the
right to respect for his private and family life, his home and his correspond-
ence.”?” It is also outlines strict conditions under which these rights can
be lawfully infringed — only in cases justified by national security, public
safety, or economic necessity.*

This contrast highlights a crucial gap in the American legal doctrine. At the
very least, the U.S. Constitution — considered the supreme law of the land
— should be amended to explicitly guarantee the right to personal privacy.
Such protections must reflect the realities of the digital age, encompassing
not only the home and possessions but also personal relationships, affili-
ations, and digital communications — just as EU policy has moved to do.

242 Alex Stedmon and Glyn Lawson, “Ethical Issues in Surveillance and Privacy,” in Hostile Intent
and Counter-Terrorism: Human Factors Theory and Application (Surrey: Crc Press, 2015).

23 Douglas Linder, “The Right of Privacy,” Exploring Constitutional Conflicts, n.d., https://law2.
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245 European Union Agency for Fundamental Rights, “European Convention on Human Rights
— Article 8,” European Union Agency for Fundamental Rights, October 25, 2018, https://fra.europa.
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The EU has also made extensive progress in establishing policies and
procedures intended solely to protect the digital privacy of their citizens
— a sharp contrast to surveillance legislation in the U.S. The European
Union’s General Data Protection Regulation (GDPR) is one of the most
vast and comprehensive legal frameworks regarding privacy regulations.
This policy was specifically designed with the rapid, modern progression
of technology and digital information in mind as it focuses heavily on data
privacy, consent, and the right to erase digital material.3! There is signif-
icant emphasis on stricter requirements for consent and the right to ‘be
forgotten’ online; these provisions model ethical policy reform that the
United States should seek to replicate domestically.

This is not to say that the United States has not made any effort in poli-
cymaking to safeguard individual privacy rights. The Freedom Act of 2015
was designed to respond to the popular concerns and upset that stemmed
from the overstep of the PATRIOT Act post 9/11.3% It should be noted that
this corrective measure was introduced over ten years after the original
statute — an excessively delayed response to the need for privacy pro-
tections in the United States. The act itself limits bulk data collection and
enhances digital privacy transparency. Although intended to safeguard pri-
vacy rights, the revisions arguably only undid the domestic surveillance
powers given to the U.S. government post-9/11 under the PATRIOT Act and
do not create any otherwise new protections for citizens.

Conclusion

Domestic surveillance policy has and does undeniably influence the
structure of American democracy, often reinforcing existing hierarchies
by reshaping how different social, political, and demographic groups are
monitored and governed. At the heart of this issue is the urgent need to
protect privacy in all its forms — especially as emerging technologies cre-
ate new vulnerabilities that outdated laws fail to address.

While the sweeping surveillance measures enacted after 9/11 were, in
some cases, arguably necessary to protect national security, necessity
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must never become a blank check for unchecked power. One traumatic
event cannot justify two decades of escalating overreach and erosion of
civil liberties. If the U.S. is to uphold its democratic ideals, it must prioritize
legal reforms that balance national security with the fundamental rights of
its citizens — chief among them, the right to privacy.

From Snowden’s whistleblowing to the existence of operations like COIN-
TELPRO, counterterrorism has repeatedly served as a justification for
unchecked governmental overreach. Many of the initiatives and programs
discussed in this paper would have gone unchecked had it not been for
their unintentional revelations to the public where they faced backlash
extensive enough to call for their dismantlement. Yet even as these rev-
elations drew scrutiny, U.S. privacy protections have remained outdated
— struggling to keep pace with rapidly evolving technologies.

In contrast, the EU has taken a clearer and more proactive approach.
Frameworks like the GDPR and ECHR offer a foundation that U.S. policy-
makers would be wise to study and replicate. Meaningful reforms at the
federal level is not only possible — it’s necessary. Privacy rights and nation-
al security practices can coexist if subjected to necessary deliberation. If
left disregarded, the social implications are extensive; toxic nationalism
and racism will be stoked, the relationship between the government and
the public will falter, and the hegemony will thrive.
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French Counterterrorism
Operations and Strategic Withdrawal
from the Sahel: The Case

of Operation Barkhane in Mali
Parker BOURNS

Abstract: In 2013, the French expanded its counter-terrorism efforts in the Sahel
through Operation Serval and later Operation Barkhane. By 2022, however, the host
governments had requested the withdrawal of French forces. This paper argues that
France’s military decisions in Mali directly contributed to the formation of the Alliance
of Sahel States (AES) and a broader rejection if French influence in the region. Drawing
on the case study of French operations in Mali, the analysis explores the implications
of this strategic fallout for future relations between the West and its former colonies
in the Sahel.

Keywords: Sahel, Operation Barkhane, terrorism, Alliance of Sahel States

Introduction

In the last decade, the Sahel has emerged as a region of growing geopolit-
ical and strategic importance. Since 2011, the Sahel has seen a significant
increase in Western military presence and financial assistance.?*” France’s

247 Cécile Berger, What Role for NATO in the Sahel? (Rome: NATO Defense College, 2021).
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2013 intervention in the Sahel was driven by efforts to suppress terrorist
networks and reestablish regional security.

Terrorism is defined in this paper as “an individual or collective enterprise
whose objective is to gravely disrupt public order through intimidation
and terror.”%®

A significant portion of the terrorist activity in the Sahel, however, has
been carried out by groups adhering to jihadist ideologies. Jihadism, as
defined by the European Parliament, is “a violent ideology exploiting tradi-
tional Islamic concepts. Jihadists legitimize the use of violence with a refer-
ence to the classical Islamic doctrine on jihad, a term which literally means
‘striving’ or ‘exertion,’ but in Islamic law is treated as religiously sanctioned
warfare.”?* This paper adopts that definition as a foundation for analyzing
the rise of jihadist groups in the Sahel.

At the start of the Operation Barkhane in 2014, the French were incredibly suc-
cessful, pushing back the Jihadist terrorists within weeks of being deployed.
However, this changed as they attempted to expand the mission. By 2022,
the French military and business presence in the Sahel had been pushed out
as regional governments reassessed their partnerships. Russia and extremist
groups like Boko Haram, ISIS, and JNIM have increasingly moved to occupy
the political and security vacuum left by France’s withdrawal.?*°

This paper examines how France’s Operation Barkhane contributed to
political and security instability in Mali. It argues that despite early tacti-
cal success, the operation ultimately undermined state legitimacy, fueled
anti-French sentiment, and created conditions that allowed jihadist groups
to expand their influence. Through this lens, the study examines France’s
role in shaping regional power dynamics and the broader implications of
foreign intervention in post-colonial states.

248 Musée-Mémorial du terrorisme, Defining Terrorism, 2025.

249 European Parliament, Jihadist Terrorism in the EU Since 2015: Topics, accessed July 22, 2025,
https://www.europarl.europa.eu.

20 Gabrielle Tejeda, “JINIM Expanding Geographic Reach and Staging Coordinated Attacks in the
Sahel,” The Soufan Center, June 5, 2025, https://thesoufancenter.org.
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The research employs a qualitative case study approach, focusing specif-
ically on Operation Barkhane and its effects on the northern part of Mali
and the broader Sahel. It will explore the power dynamics between France
and its former colonies during a counterterrorism operation. Operation
Barkhane was chosen because it demonstrates the most direct actions
the French took within the Sahel region. Data was collected through gov-
ernment documents, academic literature, and global databases, allowing
for a comprehensive analysis of France’s counterterrorism strategy and its
long-term impact on regional stability.

The Republic of Mali

The Republic of Mali is located on a strip between the Sahara and the
Sahel. During the 19% century, Mali was subjugated as a French colony.?*
Mali was known for being very rich in resources such as gold and other rare
earth minerals, making it an enticing target. The French dug in and built
forts, wanting to claim the region. By the late 19*" century, the French had
control of Mali along with a large part of the Sahara and Sahel. The French
took full advantage of their colonies in Africa. During the First and Second
World Wars, Mali and other parts of French-controlled Africa played a part
in providing soldiers for the war effort.2*? Despite being a good source of
soldiers for the World Wars, countries like Mali were often seen as less
economically and politically important compared to others, such as Sen-
egal and Cote d’lvoire, and were treated as such, with forced labor and
conscription being very common occurrences.??

In 1960, Mali gained full independence from France, following a brief
period of autonomy beginning in 1958 under the French Community.?*

1 Agwuna Uzonna, “African Countries Colonized by France and Their Dates of Independence,”
TalkAfricana, 2023, https://www.talkafricana.com.

22 James H. Morrow, “Black Africans in World War II: The Soldiers’ Stories,” The Annals of the
American Academy of Political and Social Science 632 (2010): 12-25, https://doi.org/10.1177/
0002716210361611.

253 Encyclopaedia Britannica, History of Mali, last modified 2025, https://www.britannica.com.

24 Mali, Oxford Reference, 1997, https://www.oxfordreference.com.
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This transition allowed Mali to establish its own government and political
institutions. That same year, Mali and Senegal formed the Mali Federation,
a short-lived union aimed at unifying newly independent former French
colonies. However, the federation dissolved after Senegal withdrew, lead-
ing to the formal establishment of the Republic of Maliin 1960.%° President
Modibo Keita subsequently distanced the country from France and aligned
more closely with the Soviet Bloc — a move that contributed to political
unrest and ultimately a military coup in 1968. Moussa Traoré, who seized
power through the coup, was formally elected president in 1979. While
he maintained diplomatic relations with both the Soviet Union and France
— a strategy that found favor among segments of the population — his
resistance to democratic reforms eventually led to his ousting in 1991.%¢

The coup and subsequent regional conflicts contributed to prolonged
political instability in Mali, creating conditions that enabled the rise of
extremist groups. This was marked by an increase in rebel activity and the
growing presence of terrorist organizations, including jihadist networks
and the Tuareg insurgency.?*” Despite losing formal control over its African
colonies, including Mali, France maintained strong political, economic, and
military ties with many of them — a policy framework often referred to
as Frangafrique. These post-colonial relationships persisted well into the
1990s, shaping diplomatic and security dynamics across the region.®

In the early 2010s, French President Emmanuel Macron maintained
a cooperative relationship with Mali’s then-president, Ibrahim Boubacar
Keita. This diplomatic rapport likely contributed to Keita’s decision to
request French military assistance as domestic instability and insurgent
violence escalated.?*®

255 Dullah Omar Institute, Mali, August 15, 2023, https://www.dullahomarinstitute.org.
256 Encyclopaedia Britannica, History of Mali.

27 Tuareg Rebellion in Mali 1990-1995, Climate Diplomacy, 2014, https://climate-diplomacy.org/
case-studies/tuareg-rebellion-mali-1990-1995.

28 Christophe Chatelot and Claude Bensimon, “How West African Public Opinion Turned Against
France,” Le Monde, November 3, 2023, https://www.lemonde.fr.

29 Ministére de I'Europe et des Affaires étrangeéres. (n.d.). France and Mali. France Diplomacy
— Miinistry for Europe and Foreign Affairs. Retrieved from https://www.diplomatie.gouv.fr.
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Operation Serval

In 2017, President Emmanuel Macron declared the Sahel a region of
critical importance — not just for France, but for the European Union at
large.?® This framing set the tone for his administration’s broader foreign
policy in Africa, rooted in security, migration, and postcolonial influence.
In 2012, Islamist militants began destabilizing the Sahel region, with Mali
at the epicenter of the crisis. Facing widespread insecurity and ranked
176th on the Human Development Index (HDI), Mali lacked the capacity
to address the threat independently and required external assistance.?®!
In response, the Malian government called upon the West and the inter-
national community. In response to the escalating insurgency in north-
ern Mali, France launched Operation Serval in January 2013, deploying
approximately 5,000 troops — including Special Forces — to support the
Malian government.?®2 The operation aimed to drive out Islamist militants
linked to groups such as AQIM and Ansar Dine, as part of a broader coun-
terterrorism and counterinsurgency campaign. While the Tuareg rebel-
lion initially contributed to the instability, Operation Serval was primarily
focused on neutralizing jihadist threats rather than addressing the Tuareg
separatist movement directly. As the precursor to Operation Barkhane,
Operation Serval began at the request of the Malian government, which
sought French military assistance to combat Islamist militants operating in
the north. After stabilizing key areas and pushing back insurgent groups,
France expanded its regional counterterrorism efforts, officially transition-
ing to Operation Barkhane in 2014. While the Tuareg rebellion contributed
to the initial unrest, it was primarily a separatist movement rather than
a jihadist threat. At the time, Tuareg nomads made up approximately five

260 Maté Tanczos and Gergely Fejérdy, “Forced Withdrawal: The Case of France in the Sahel
Region,” Journal of Central and Eastern European African Studies, accessed July 22, 2025, https://
jceeas.bdi.uni-obuda.hu/index.php/jceeas/article/view/242.

61 Stéphane Spet, “Analyzing the French Strategy Against Jihadists in Mali,” Air & Space Power
Journal — French Edition, 2015, https://www.airuniversity.af.edu/Portals/10/ASPJ_French/journals_E/
volume-06_lssue-3/spet_e.pdf.
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Commitment or a Distant Fantasy?” accessed July 22, 2025, https://www.unav.edu/web/global-affairs/
the-presence-of-the-french-military-in-the-sahel-lasting-commitment-or-distant-fantasy.



130  Part Il. Security and Policy

percent of Mali’s population.?? The purpose of Operation Serval was “to
stop the jihadist advance; protect European and French nationals present
in Mali; and restore Mali’s territorial integrity”2%*. It was a direct military
intervention in the region. Operation Serval was seen as a success, with
enemy forces being pushed back. With Operation Serval largely viewed as
a tactical success, France began to expand and adapt its counterterrorism
strategy across the broader Sahel region.

Operation Barkhane

Operation Barkhane, launched in 2014, marked France’s expanded military
engagement in the Sahel, shifting from a national intervention in Mali to
a regional counterterrorism campaign.?® According to the French Ministry
of Armed Forces, Barkhane’s objective was “to fight armed terrorist groups
in support of the armed forces of the G5 Sahel members and international
forces, and to support local populations.”?® French forces operated across
Burkina Faso, Chad, Mauritania, Mali, and Niger, though the majority
remained concentrated in Mali.?” Unlike Operation Serval, which had a nar-
row geographic and tactical focus, Barkhane aimed to stabilize the broader
Sahel through sustained military presence and cross-border operations.2®®

23 Dorina A. Bekoe, “Niger’s Tuareg Rebellions,” in Niger: Will There Be a Third Tuareg Rebellion?
(Alexandria, VA: Institute for Defense Analyses, 2012), 2-5, http://www.jstor.org/stable/resrep26951.5.
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of Maghreb Countries in an African Framework (Stockholm: Stockholm International Peace Research
Institute, 2021), 20-29, http://www.jstor.org/stable/resrep28281.10.
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The beginning of Operation Barkhane was seen as a tremendous suc-
cess.?® Within weeks, the French special forces captured towns back from
the Jihadist rebels. Mali’s initial response to France’s swift military success
was one of public gratitude and governmental approval, with many view-
ing the intervention as both timely and effective.?’° Operation Barkhane
not only deployed troops to defend against the terror threat but also dis-
patched policemen and peacekeepers. Their role was to maintain order
and assist on the civil side to prevent any local conflicts.?”*

Despite France’s intention to neutralize terrorist threats in the Sahel, the
security situation has continued to deteriorate, with violence spreading
and militant groups gaining ground. n 2012, prior to Operation Serval,
Mali ranked 22nd on the Global Terrorism Index; by 2025, it had risen to
4th, accounting for approximately 8 percent of global terrorism-related
deaths.?’? As of 2024, Mali and the neighboring Sahelian states face esca-
lating instability driven by the proliferation of extremist groups and frag-
mented military rule. This instability has caused multiple military coups
and increased the presence of terror in the region.?”®

Consequences of Operation Barkhane

France’s perceived overreach not only strained relations with local popu-
lations, but also alienated national governments. Over time, the countries
that would go on to form the Alliance of Sahel States (AES) began expelling
French forces from their territories and asserting greater control over their
own security and governance. As Olech highlights:

29 |sobel King, “How France Failed Mali: The End of Operation Barkhane,” Harvard International
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In the end of 2022, the presence of the French military forces was banned
in Burkina Faso and this country followed Mali’s hard path. Moreover, both
states agreed to host the Wagner Group (Russian Mercenaries — private
military company) that clearly showed the strong relation between two
Sahel countries and Russia. At that point, France was not able to carry out
its military operation against jihadists, being unable to fully operate on the
territory of the G5 countries.*”

The withdrawal of French forces from the Sahel has created a power vac-
uum that external actors, particularly Russia, have been quick to exploit.
In the absence of French influence, several Sahel states have strengthened
political and military ties with Russia. Some former French economic and
security partnerships have since been replaced by Russian-backed initia-
tives and business interests.?”

Following the removal of the French and other Western powers from the
Sahel, Niger, Burkina Faso, and Mali formed a new regional bloc known
as the Alliance of Sahel States (AES), with Burkina Faso taking a leader-
ship role.?”® The alliance was designed as both a collective security pact
and a political response to the perceived failure of external interventions.
Shortly after its formation, all three countries formally withdrew from the
Economic Community of West African States (ECOWAS), signaling a deci-
sive break from Western-backed regional structures.?””

Although established in late 2023, the AES has already drawn interest
from other African states. According to recent reports, Cote d’lvoire,
Chad, Ghana, and Senegal have expressed varying degrees of support for

274 Olech A. (2023) French Operation Barkhane in Africa — success or failure? (https://doi.
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the alliance and its security agenda.?”® To bolster its capacity, the AES has
engaged Russia’s Africa Corps to provide military support within member
states, and it has begun acquiring Russian arms and logistical assistance.?”®
This growing partnership has further expanded Russia’s influence in the
region, positioning Moscow as a strategic alternative to Western powers
— a narrative reinforced by Russia’s lack of colonial history in Africa.

Implications

The implications of the French having been removed from the Sahel go far
beyond just France and their interest in the region. This has directly creat-
ed a catalyst and example for other former colonies to band together and
sever all ties with former colonial powers. This furthermore has allowed
countries such as Russia and China to sink further into the Sahel and give
them access to the local resources in the area®®°,

Potentially, former colonizers such as France are still seen with a sense of
omnipotence and omnipresence, as great powers, they could solve any-
thing for those they once colonized. As they were in direct control of their
countries for so long, they could be seen at the ultimate choice to remove
a problem. French action in the Sahel directly disproved this notion and,
rather than demonstrating competence, has allowed for a crack in the
Western military facade and shown that their former colonizers are far
from undefeatable. This shift may encourage the AES to consolidate power
and assert greater regional autonomy, reducing its reliance on Western
influence. This could result in a direct disruption of Western interests
within the Sahel and set a precedent in Northern and Central Africa for
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attempting to address issues more in-house rather than relying on foreign
powers. This may cause a more united Africa, with the AES now setting
the example and other countries joining the alliance or creating their own
coalition of nations to support Africa and African interests.

Conclusion

In conclusion, the French action within the Sahel has left a large power
vacuum within the region. This is now being filled by both local govern-
ments and new organizations such as the AES or other groups such as Boko
Haram, ISIS, JMIN, and the African Corps.

Seen in a more optimistic light, this power vacuum could create an oppor-
tunity for greater African unity, emphasizing regional cooperation over
dependence on Western partners. The SAE is an example of this, with the
Sahel coming together to form an alliance while staying in-house, rather
than relying on Western powers. This void does, however, open the poten-
tial for exploitation by other organizations. While the West may no longer
be fully accepted within the Sahel, this does not mean its replacement will
be better or any more of a force for good in the region. However, this topic
is very complex, and more research is needed to further assess the secu-
rity-related implications, such as how other countries are reacting to this
situation. Potentially, it would be prudent to examine other countries in
the region affected primarily by eastern powers, such as Russia and China,
and determine how, if at all, Operation Barkhane has influenced the opin-
ions of other countries regarding Western powers in Africa and the West’s
role on the continent.
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Beyond PREVENT:
Reimagining Predictive Policing
through Ethical Algorithms

and Behavioral Insight
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Abstract: The UK’s PREVENT strategy, originally designed to prevent radicalization
through early intervention, has been facing increasing criticism for enabling racial bias
and generating an overwhelming number of false referrals. This paper critically eval-
uates the program’s reliance on human-led referrals and draws attention to confir-
mation bias and the resulting distrust within minority communities. The paper then
examines the potential of predictive policing tools like Geolitica (formerly PredPol) to
reduce human error, while also acknowledging that bias is replicated when manmade
data is input. Building on these critiques, but aiming to keep the idea of predictive
algorithms intact, | propose an ethically guided reform to predictive algorithms that
is centered on behavior-based indicators, community involvement, and transparen-
cy. Finally, | acknowledge the presence of Al and its relevance in our current world.
| explore potential avenues of future research with this information, all with the goal
of legitimizing future counterterrorism initiatives.
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Introduction

In 2015, Mohammed Umar Farooq, a Global Security student at Stafford-
shire University, was reading a textbook titled Terrorism Studies when he
was falsely accused of being a terrorist by a campus official.?®! Faroogq,
interrogated under the premise of the anti-extremism initiative UK PRE-
VENT, has become one of many minorities suspected of terrorism since
the creation of the initiative.?®? Introduced in 2003 as part of the UK’s
broader CONTEST counter-terrorism initiatives, PREVENT was designed to
stop individuals from becoming terrorists by intervening before a crime
could possibly occur.?® It relies on public sector workers, from teachers to
healthcare professionals, to report individuals they suspect of radicaliza-
tion to the local police. By 2015, this duty became a legal mandate across
institutions within the UK, with Staffordshire University being one of many
schools to adopt the protocol. However, in practice, false accusations (like
Farooq’s case) negatively impact the UK PREVENT's legacy.

Recent data, disclosed by the National Police Chiefs’ Council, follow-
ing a freedom of information request by Rights & Security International,
highlights just how widespread the impact of false accusations spreads
when purely reliant on human referral.?®* In 2024 alone, 6,922 individuals
were referred to as PREVENT. Yet, only 512 of these (7%) were adopted as
Channel cases, meaning that more than 90% of referrals were either mis-
classified or did not meet the threshold for concern.®> Channel cases are

281 Randeep Ramesh and Josh Halliday, “Student Accused of Being a Terrorist for Reading Book
on Terrorism,” The Guardian, September 24, 2015, https://www.theguardian.com/education/2015/
sep/24/student-accused-being-terrorist-reading-book-terrorism.

282 paul Dresser, Mike Rowe, and Jamie Harding, “Unintended Consequences of Public-Facing
Counter-Terrorism Training and Vigilance Campaigns on Minority Groups,” Critical Studies on Terror-
ism, March 27, 2025: 1-28, https://doi.org/10.1080/17539153.2025.2479912.

283 Counter Terrorism Policing, “Prevent,” UK Counter Terrorism Policing, accessed July 16, 2025,
https://www.counterterrorism.police.uk/what-we-do/prevent.

24 Home Office, “Individuals Referred to and Supported Through the Prevent Programme, April
2023 to March 2024,” GOV.UK, accessed July 16, 2025, https://www.gov.uk/government/statistics/
individuals-referred-to-prevent-to-march-2024/individuals-referred-to-and-supported-through-
the-prevent-programme-april-2023-to-march-2024.

285 Rights & Security International, “Written Evidence (GIS0017) to the Women and Equalities Commit-
tee,” UK Parliament Committees, 2023, https://committees.parliament.uk/writtenevidence/139769/pdf.
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those referrals to the UK PREVENT program that, after initial reporting, are
reviewed by a multi-agency panel (including police, health, education and
social services) using the Channel Vulnerability Assessment Framework.
Individuals deemed “vulnerable to being drawn into terrorism” receive
structured support — such as tailored mentoring, mental-health interven-
tions and community-based assistance — to address risk factors before any
offence occurs.?® Despite PREVENT's stated goal of “identifying ideological
extremism”, the single largest referral category (36%) involved individuals
with “vulnerability present but no ideology or counterterrorism risk.” 23%
of adopted Channel cases in 2024 were still focused on suspected Islamist
radicalization, despite years of documented decline.?®” PREVENT, in its cur-
rent state, is ineffective, so the question and challenge then is, how can we
improve the referral process to reduce false accusations and streamline
the job of law enforcement?

PREVENT’s current human-led referral system reinforces racial bias and
has been shown to fail its stated goals regarding counter-radicalization.
Based on these issues, | propose a roadmap of ethically centered solutions
using predictive models that would significantly reduce the human error
and biases found in a referral-led system. Looking ahead, | consider how
Al is likely to integrate into global counterterrorism efforts as part of this
evolving landscape.

This paper proceeds in five sections. The first section critically examines
PREVENT as a case study, highlighting issues in a referral-based coun-
ter-radicalization program, highlighting its main issue of distinguishing
legitimate threats from racialized assumptions. In the second section,
explores a possible predictive policing model based on Geolitica (formerly
PredPol).?® Then in section three, it acknowledges shortcomings of Geo-
litica in reports of algorithmic bias through local opinions. Section four
offers a detailed proposal for integrating more advanced systems and Al
into a reimagined PREVENT model, which features behavior-based input,

2 |bid.
287 Rights & Security International, “Written Evidence,” 2023.

28 Geolitica, “Company Overview,” Geolitica, accessed July 3 2025, https://geolitica.com/company.
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transparency regarding “referrals,” and increased incorporation of com-
munity feedback. Finally, in section five, it zooms out and addresses larger
critiques and the real-world impact of normalizing Al into predictive polic-
ing/ counter-radicalization programs, and takes a look at a future where Al
is sure to stay.

A Critique on UK Prevent: Prevailing Issues
with Human Bias

The UK’s PREVENT strategy, while initially conceived in 2003 as a pro-
active tool to prevent vulnerable individuals from extremism, has now
transformed into a program that encourages the targeting of Muslim and
minority communities under the guise of prevention.?° Studies have shown
that the strategy operates through racialized assumptions about risk, with
early implementations specifically targeting areas with 2% or higher Mus-
lim demographics, and has resulted in the systematic marginalization of
Muslim minorities through discriminatory referral practices.?® The pro-
gram inherently relies on the referrals of local community members, like
teachers, doctors, nurses, and police officers, to spot potential radicals and
report them to the program. PREVENT has enabled a system where its effec-
tiveness hinges purely on human judgment.?! These judgments, caused by
implicit cognitive biases like confirmation bias, only reinforce the idea that
basing a system on human judgment leads to biased results.?*

A 2021 report by Amnesty International UK criticized PREVENT, noting
how the program operates through a vague definition of extremism that
leaves too much room for interpretation. This ambiguity, cultivated in

29 |bid.

290 Lee Jarvis and Stuart Macdonald, “Disinformation in the UK’s Prevent Strategy: Preventing Pre-
vent?,” Crime, Media, Culture 19, no. 2,2023: 175-192, https://doi.org/10.1177/17461979221077990;
Craig L. Hughes and John Lea, “PREVENT and the Ungovernable Other: Poststructuralism, Counter-Ex-
tremism, and the Securitisation of British Muslims,” Critical and Radical Social Work 12, no. 4 (2024):
559-574, https://doi.org/10.1332/204986024X17128447216210.

1 |bid.
22 |bid.
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communities experiencing increased Islamophobic sentiment and rein-
forced by a “statutory duty to report potential signs of radicalization,” pres-
sures these local community members to report, even when unnecessary.
The result is what Amnesty International found and identifies as a pattern
of “racialized referrals” (e.g., Mohammed Farooq, children flagged for dis-
cussing political issues/ expressing personal distress).?%

Additional data has supported these concerns. From 2019 to 2024, the
National Police Chiefs’ Council disclosed that over 16,000 referrals were
made, but there was a disproportionate percentage involving Asian, Black,
and Middle Eastern individuals. For example, Black individuals constituted
7.9% of referrals but just 2.5% of the general population.?®** This data is
only a fraction of the systemic profiling found within UK PREVENT.

Furthermore, scholars have linked this structural bias to the psychological
process of confirmation bias.?*> Referrers of UK PREVENT are not immune
to this logic. In terms of PREVENT, people may unconsciously seek behav-
iors that validate their assumptions about who is likely to radicalize- this
is a prime example of confirmation bias.?®® Radicalization is a non-linear
and deeply contextual process. Yet, PREVENT training modules are root-
ed in superficial checklists of behavioral signs, such as “withdrawal from
peers” or “interest in foreign conflicts”, which can mislabel normal actions
as a precursor to terrorism.?®’ Confirmation bias, guiding questions, and
systemic flaws within PREVENT lead to a slew of issues.

These misjudgments highlight PREVENT’s core issues. Referrals, even when
not adopted as Channel cases, are still logged into police databases, stig-
matize individuals and alienate them from their community, and enhance
distrust of counter-radicalization practices and law enforcement. A report

23 |bid.
2% |bid.

2% Risa Fahriyani Purnamawati, “The Role of Cognitive Bias in Principal Decision Making: A Nar-
rative Analysis of the Literature,” PPSDP International Journal of Education 3, no. 2, October 22, 2024,
https://doi.org/10.59175/pijed.v3i2.310.

2% Suresh Grover, Racial Profiling and Counter-Terrorism in Britain: A Critical Race Perspective
(Malmd University, 2018), https://www.diva-portal.org/smash/get/diva2:1237959/FULLTEXTO1.pdf.

27 Grover, Racial Profiling and Counter-Terrorism, 2018.
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from the Center for the Resolution of Intractable Conflict showcases that
such practices make communities less likely to cooperate with future secu-
rity efforts as well, which could cause future issues.?*®

In total, the PREVENT strategy’s reliance on subjective judgment, led by
humans who inherently have bias, has been shown to undermine its legit-
imacy as a counter-radicalization tool. In the next section, | will explore
whether and how predictive algorithms, as a supplement, could offer
more precise, fair, and transparent means of identifying potential threats.

Learning from Predictive Algorithms
through Geolitica

Predictive policing refers to the use of algorithms and data analytics to
anticipate and “predict” where crimes are likely to occur, or who might
even be involved in them.? It has been adopted by several justice agen-
cies to optimize law enforcement efforts and is increasingly debated in
counterterrorism contexts. By identifying spatial or behavioral patterns
associated with previous crimes, using a scoring system to rank individu-
als likely to participate in more crime, predictive policing, as we know it,
aims to offer a more data-driven means of preempting threats. However,
in recent years, backlash regarding algorithmic bias and the effectiveness
of these programs has raised questions. Thus the question emerges, is it
feasible to train and guide the development of the algorithms used for
predictive policing to reduce human bias?

Let us first take a look at PredPol (now Geolitica).3* Originally designed
to predict the location and timing of crimes based on historical data,
the model divides cities into small spatial grids and updates predictions
throughout the day based on recent arrests, reported incidents, and police

2% |bid.

29 “predictive Policing,” EBSCO Research Starters: Social Sciences and Humanities, accessed July 8,
2025, https://www.ebsco.com/research-starters/social-sciences-and-humanities/predictive-policing.

30 |bid.
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activity. This “crime weather forecast” informed police patrol routes and
resource allocation in more than sixty jurisdictions at its peak.3°? At first
glance, Geolitica appears to address the core issue of a program like UK
PREVENT that relies purely on subjective human referrals. By automating
pattern recognition, current predictive policing tools claim to remove emo-
tion, prejudice, and inconsistency from decision-making.

Despite this apparent objectivity, however, lies a deeper issue, where data
is based on historical police activity. A biased input leads to a biased out-
put. A computer/ system/ algorithm learns from existing arrest rates, call
records, and incident reports. So, it can be taught bias by feeding it infor-
mation already based on the errors of human judgment. Cities like Santa
Cruz and Los Angeles, because of this, discontinued PredPol entirely.3%
A 2023 analysis found that the algorithm disproportionately flagged com-
munities of color and offered little transparency about how it generated
these predictions or how it was being audited.3%

However, if the transparency of usage would be increased, predictive algo-
rithms could outperform human judgment.?® The challenge lies not in
technical capacity but ethical policy and structure, where transparency to
people and accountability by law enforcement are prioritized.>® The fail-
ures of Geolitica showcase a blueprint for predictive policing reform that
could not only be used in local law enforcement but also extend to counter
radicalization programs like PREVENT.

301 Will Douglas Heaven, “Predictive Policing Algorithms Are Starting to Fail,” MIT Technology
Review, February 13, 2020, https://www.technologyreview.com/2020/07/17/1005396/predictive-
policing-algorithms-racist-dismantled-machine-learning-bias-criminal-justice.

302 1bid.

303 Yale Law School Media Freedom & Information Access Clinic, Geolitica: Predictive Policing and
Racial Bias, 2023, https://law.yale.edu/sites/default/files/area/center/mfia/document/infopack.pdf.

304 |bid.
305 Europol Innovation Lab, Al and Policing: The Benefits and Challenges of Artificial Intelligence

for Law Enforcement (Luxembourg: Publications Office of the European Union, 2024), https://www.
europol.europa.eu.
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An Ethically Guided Proposal for Predictive
Policing and Preventative Measures

Learning from the failures and inherent biases in PredPol, we can look at
possible methods of improving algorithms.3% We should move from identi-
ty-based data to behavioral indicators. Stripping predictive models of iden-
tity-based data like race and zip code and moving to the development of
algorithms based on behavioral indicators would significantly reduce the
amount of bias input within the system. By removing racial and socioec-
onomic data from predictive models, we stop continuing the aftereffects
of over policing. In practice, the replacement of this data could be to use
verified indicators of radicalism.3*” These include, but are not limited to:
consistent engagement with extremist websites, chat rooms, and forums,
documented attempts to procure weapons and consistent travel to regions
prone to threat. Using data from the Royal United Services Institute (RUSI)
for Defence and Security Studies, we can train machine learning models
only on this information, and supplement this to counter-radicalization
programs.3®® By changing the input variables into the algorithms we use,
we significantly decrease the likelihood of biased output.

n addition, several Los Angeles locals outlined to police using PredPol that
the community should be more involved in preemptive policing practices,
after several people were wrongfully accused.?® Using heavy community
oversight would increase accountability within law enforcement.?'° | pro-
pose a locally elected community board that has the power to suggest and
veto pilot predictive models used in their own city. In practice, this would
ensure that each jurisdiction using predictive tools would be required to

306 Royal United Services Institute (RUSI), Algorithms and Bias in Policing: Examining Evidence,
Debates and Calls for Reform, RUSI, accessed July 16, 2025, https://www.rusi.org/explore-our-research/
publications/briefing-papers/data-analytics-and-algorithmic-bias-policing.

307 |bid.

308 1bid.

309 Sarah Brayne, “Big Data Surveillance: The Case of Policing,” American Sociological Review 82,
no. 5, October 2017: 977-1008, https://doi.org/10.1177/0003122417725865.

310 Beth Pearsall, “Predictive Policing: The Future of Law Enforcement?” NIJ Journal, no. 266,
2010: 16-19, https://nij.ojp.gov/topics/articles/predictive-policing-future-law-enforcement.
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submit quarterly reports on system outputs and false positives, include an
appeals process for those accused of radicalism, and include a community
board for pilot initiatives. According to RUSI, external scrutiny by the com-
munity is needed for these systems to not only be technically proficient,
but also ethically.3!!

These are only two possible methods that could significantly improve pre-
dictive models. Looking towards the future, it is not practical to entirely
abandon technology, but to rethink its functions and increase accounta-
bility. We must also acknowledge the topic of Al in this argument and its
implications within the world of counter-radicalization.

A Future of Al and Counter-Radicalization

As predictive policing will evolve, artificial intelligence is no longer a hypo-
thetical. From deep neural networks capable of behavior prediction to
Al-based surveillance tools, the future of counter-radicalization will be
algorithmically shaped.3?

Research on future Al-based counter-radicalization initiatives will require
understanding topics of standardized data-sharing protocols, a more
concrete and universal definition of extremism, and increased interna-
tional cooperation regarding the ethics of Al.3!® These topics all raise
vital questions. How can democratic states prevent Al misuse if they are
working/cooperating with authoritarian regimes? What does accounta-
bility look like in preventing intelligence sharing from becoming a vehi-
cle of repression, like Pegasus spyware, or INTERPOL red notices?3!*

31 |bid.

312 Waddah Wael Saeed and Christian Omlin, “An Overview of Al Applications in Policing and Pub-
lic Safety,” Knowledge-Based Systems 258 (2023), https://doi.org/10.1016/j.knosys.2023.110715.

313 George Mohler et al., “A Penalized Likelihood Method for Balancing Accuracy and Fairness
in Predictive Policing,” 2018 IEEE International Conference on Systems, Man, and Cybernetics (SMC),
2018: 2454-2459, https://doi.org/10.1109/SMC.2018.00421.

314 philip M. Napoli, “Social Media and the Public Interest: Governance of News Platforms in
the Realm of Algorithmic Accountability,” University of Pennsylvania Law Review 168, no. 6, 2020:
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These two questions are some of many that are deeply underexplored,
but are crucial for us to understand what role Al will play in the future
of counterterrorism.

Conclusion

UK PREVENT began with the ambition of preventative measures. However,
as demonstrated in this article, its current reliance on human-led referrals
has resulted in a general failure of the system, stemming from confirma-
tion bias and racialized assumptions. Over 90% of referrals result in no fur-
ther action, but the impact false accusations have on individuals is lasting.

The first section displayed how PREVENT’s subjective nature encourages
over-reporting, especially against Muslim and minority populations, and
how vague indications of “extremism” turn normal behavior into grounds
for suspicion. Building on this, the second section looked at a possible
algorithmic solution to predictive policing, using PredPol as a case study.
However, this also revealed that when trained on biased datasets and with
no accountability regarding usage, predictive models simply replicate the
problems of human bias. So, considering this information, but choosing
not to scrap the idea of predictive tools entirely, the third section offered
a proposal. With behavioral rather than identity and socioeconomic-based
indicators, audits, or community involvement, predictive models could
serve as more equitable components to traditional counter-radicalization
strategies. Finally, the fourth section highlighted the current and growing
role of Al in counter-radicalization. The core question moving forward is
not if Al will influence counterterrorism, but rather how democratic soci-
eties can ethically regulate and apply these tools. Future research must
therefore prioritize defining clear international standards for Al govern-
ance and accountability especially urgent given the rapid deployment of
Al by authoritarian regimes. In doing so, predictive technologies can be
leveraged not merely to identify threats, but to better understand radical-
ization itself, significantly reducing bias and improving the effectiveness of
counterterrorism efforts overall.
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Cyber Diplomacy in the Age
of Artificial Intelligence:
The Emerging Role of Diplomats and

Embassies in a Data-Driven World
Irwin SALAZAR

Abstract: This paper explores how Artificial Intelligence is reshaping cyber diplomacy,
particularly by transforming core diplomatic functions and management of embassies
in digital environments. The study draws on Constructivism, Liberal institutionalism,
and Institutional Adaptation Theory to assess how Al influences diplomatic practices
and challenges existing structures of global governance. Through a comparative anal-
ysis of the EU, U.S., and China, the paper argues that effective Al-enabled diplomacy
must balance technological innovation with ethical accountability to remain legitimate
and functional in an increasingly fragmented international system.

Keywords: Cyber Diplomacy, Artificial Intelligence, Diplomats, Embassies, Digital
Transformation

Introduction

Traditional diplomacy functions as the base of international relations
through direct negotiations, ambassadorial roles and official gov-
ernment-to-government communication. The digital transformation
of statecraft has brought forth fresh diplomatic approaches. Digital
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diplomacy uses information and communication technologies (ICTs)
to reach out to the public while cyber diplomacy focuses on creating
rules and security frameworks for cyberspace. Artificial Intelligence (Al)
intersects with all forms of diplomacy but it transforms cyber diplo-
macy most significantly because it shapes both diplomatic tools and
diplomatic environments.

Al has emerged as a force multiplier in global affairs which requires
new standards for diplomatic conduct and organization.?*® The trans-
formation is most evident in cyber diplomacy through state negotia-
tions about cyberspace governance?'®, cybersecurity®’” and responsible
state conduct. The implementation of Al technology brings both prac-
tical advantages and ethical challenges which reshape how diplomatic
actors define themselves and perform their functions and organization-
al structure. The data-driven nature of modern society requires cyber
diplomacy to address both emerging threats and changes in govern-
ance systems and epistemic authority and geopolitical competition.
This paper seeks to investigate the impact of Al on cyber diplomacy
development and implementation alongside diplomatic and embassy
responses to these challenges and required institutional measures for
effective international engagement.

315 The European Commission defines Artificial Intelligence as software that uses machine learning
and logic- and knowledge-based approaches to generate predictions, recommendations, or decisions
which affect real or virtual environments for human-defined objectives. See European Commission,
Proposal for a Regulation Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelli-
gence Act), COM(2021) 206 final, (Brussels, 2021); OECD, Recommendation of the Council on Artificial
Intelligence, OECD/LEGAL/0449 (2019).

316 Cyberspace governance requires the creation of norms and principles alongside rules and
procedures which direct state actions and institutional practices and technological advancements in
digital space. The United Nations Group of Governmental Experts (GGE) published A/70/174 (2015) to
report on information and telecommunications developments in international security while Joseph
S. Nye Jr. wrote “The Regime Complex for Managing Global Cyber Activities” for the Global Commis-
sion on Internet Governance Paper Series no. 1 (2014).

317 The International Telecommunication Union (ITU) defines cybersecurity as “the collection of
tools, policies, security concepts, safeguards, guidelines, risk management approaches, actions, train-
ing, best practices, assurance and technologies that can be used to protect the cyber environment
and organization and user’s assets.” This includes information security, network security, and the pro-
tection of infrastructure from unauthorized access or attacks. See International Telecommunication
Union, ITU National Cybersecurity Strategy Guide, 2nd ed. (Geneva: ITU, 2018), 5, https://www.itu.int/
en/ITU-D/Cybersecurity/Pages/National-Strategies.aspx.
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This paper addresses the following research questions:

1. Through what mechanisms does Al transform the field of cyber
diplomacy?

2. In what ways does Al integration change the roles and responsibilities
of diplomats and embassies?

3. What are the primary challenges and advantages that Al introduces
into international diplomatic practice?

The central hypothesis of this research is that Al enhances the efficiency
and effectiveness of cyber diplomacy by enabling advanced data analysis,
communication, and decision-making. However, its adoption also neces-
sitates a transformation in diplomat roles, requiring the development of
technological competencies and adaptability. Consequently, embassies
must implement Al-enabled strategies to remain relevant and effective
with the evolving international system.

Conceptual Clarifications: Cyber Diplomacy
and its Boundaries

The definition of cyber diplomacy needs clarification because it shows sim-
ilarities with other related concepts such as digital diplomacy, e-diplomacy
and virtual diplomacy. Digital diplomacy refers to the use of digital tools
and platforms including social media and websites to improve traditional
diplomatic functions such as public outreach and consular services. E-di-
plomacy has a similar meaning to digital diplomacy because it involves
using internet technologies to enhance diplomatic communication and
information management through secure email systems and internal coor-
dination tools for foreign affairs ministries. Virtual diplomacy goes beyond
digital platforms by allowing diplomatic relations through remote virtual
environments which have become the new standard for multilateral nego-
tiations and crisis communications since the COVID-19 pandemic.3!®

318 Brian Hocking and Jan Melissen, Diplomacy in the Digital Age (The Hague: Clingendael Insti-
tute, 2015), 7-10; and Aytaj Allahverdiyeva, “Reframing the Pandemic-Era Digitalization of Diploma-
cy: From Virtual Representation to Virtual Diplomacy,” Place Branding and Public Diplomacy (2023),
https://doi.org/10.1057/s41254-023-00296-1.
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Cyber diplomacy describes diplomatic efforts that focus on technolo-
gy instead of using technology for diplomatic purposes. The negotiation
process creates rules and norms and institutional arrangements which
govern cyberspace through cybersecurity treaties and cybercrime con-
ventions and multilateral protocols for digital environment state behavior.
According to Barrinha and Renard cyber diplomacy functions as a norma-
tive framework which seeks to establish an “international society” within
cyberspace despite its historical characteristics of fragmentation, asymme-
try and normative disputes.3®

The distinction holds special importance for studying Artificial Intelligence.
Al operates as both a diplomatic instrument and a global governance enti-
ty while dissolving distinctions between these categories. Al functions as
a digital diplomatic tool for strategic communication and engagement
while creating new challenges regarding norm-setting and transparency
and attribution and sovereignty in cyber diplomacy. The implementation
of Al in diplomacy demands both clear conceptual definitions and aware-
ness of established norms. The evaluation of Al’s transformative impact
on twenty-first-century statecraft depends on understanding how these
forms interact with each other.

Literature Review

The academic discussion about cyber diplomacy has developed sub-
stantially because of its increasing importance in international relations
and institutional practice. The initial definitions of cyber diplomacy
concentrated mainly on diplomatic measures against cybersecurity
threats. As Christou argues, cyber diplomacy combines conflict reso-
lution in the cyber domain with broader efforts to build cooperation
— particularly through tackling cybercrime and strengthening institu-
tional capacity.??° Attatfa et al. conducted a systematic review which

319 André Barrinha and Thomas Renard, “Cyber-Diplomacy: The Making of an International Society
in the Digital Age,” Global Affairs 3, no. 4-5 (2017): 353-364.

320 George Christou, “Cyber Diplomacy: The Making of an International Society in the Digital Age,”
Global Society 30, no. 3 (2016): 321-337, https://doi.org/10.1080/13600826.2016.1158204.
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showed that the term encompasses both state-led and multilateral ini-
tiatives for online behavior regulation and digital security governance
structure development.3?!

Barrinha and Renard contend that cyber diplomacy serves as a tool to
establish an international society in cyberspace which functions as a nor-
mative framework to promote order and rule-making and cooperative
threat management.??? This perspective differs from defensive or reac-
tive methods because it highlights diplomacy’s active function in creating
digital norms.

Digital transformation scholars have sought to understand its impact on
diplomatic roles and embassy functions. Foreign ministries across the
world are modifying their core responsibilities because of cyber threats.
The U.S. Department of State’s Bureau of Cyberspace and Digital Policy
together with the European Union’s Cyber Diplomacy Toolbox demon-
strate institutional approaches to diplomatic digital governance.??® Embas-
sies now function as forward-operating platforms for cyber diplomacy
through their responsibility to monitor threats and advocate multilaterally
and engage with technology firms and civil society. The Global Commis-
sion on the Stability of Cyberspace (2017-2019) shows that norm-building
in cyberspace depends heavily on diplomatic collaboration between state
and non-state actors.3?

The diplomatic evolution faces increasing complexity according to the
literature because emerging technologies especially Artificial Intel-
ligence introduce new layers of complexity. According to Dinu and

321 Ayman Attatfa, Lyes Khelladi, and Mohamed Amine Boudia, “Cyber Diplomacy: A Systematic
Literature Review,” International Journal of Cyber Diplomacy 1 (2020): 1-16.

322 André Barrinha and Thomas Renard, “Cyber-Diplomacy: The Making of an International Society
in the Digital Age,” Global Affairs 3, no. 4-5 (2017): 353-364.

323 Annegret Bendiek, The EU as a Force for Peace in International Cyber Diplomacy, SWP Com-
ment no. 19 (Berlin: Stiftung Wissenschaft und Politik, 2018), and Carmen-Elena Cirnu, Carmen-lonela
Rotund, and loana-Cristina Vasiloiu, “Comparative Analysis on Cyber Diplomacy in EU and US,” Roma-
nian Cyber Security Journal 5, no. 1 (2023): 77-86.

324 See Global Commission on the Stability of Cyberspace, Advancing Cyberstability: Final Report,
November 2019, https://cyberstability.org/report.
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Radanliev, Al creates problems regarding transparency and ethical reg-
ulation and attribution.3* The issues require diplomatic involvement to
actively address both Al deployment and its governance framework. Al
functions as a tool that enables diplomatic practice, while simultaneously
becoming a subject of international regulatory attention.

Bjola introduces the concept of “cognitive augmentation,” which refers to
Al’s ability to support diplomatic decision-making under complexity and
uncertainty. He then proposes the SIIT model — Strategic Intent, Innova-
tion, Integration, and Transformation — to describe how foreign ministries
can strategically embed Al into their operations.3* This approach moves
beyond reactive adaptation, signaling a long-term realignment of diplo-
matic roles and capabilities.

Stoltz extends the discussion by analyzing the United States’ use of arti-
ficial intelligence in diplomatic activities. The author presents advantag-
es of improved foresight and agility but identifies algorithmic bias and
surveillance practices and diminished accountability as potential risks.3?’
The criticisms match other international relations concerns about autono-
my, human oversight and digital sovereignty.

The literature demonstrates that cyber diplomacy involves more than
operational improvements because it drives changes in norms and
institutions and geopolitical dynamics. Al integration forces diplomats
to rethink their established procedures while requiring new approaches
to global governance and role definitions and ethical responsibilities in
the fast-evolving digital era.

325 Mihaela Dinu, “Cyber Diplomacy and Al: Navigating Technological Ethics in International Rela-
tions,” Romanian Review of Political Sciences and International Relations 20, no. 1 (2023): 77-91, and
Stoyan Radanliev, “Al-Driven Cybersecurity and Risk Diplomacy in Global Conflict Response,” Journal of
Cyber Risk and Diplomacy 2, no. 1 (2025).

326 Corneliu Bjola, “Diplomacy in the Age of Artificial Intelligence”, Emirates Diplomatic Academy
Working Paper, January 2020,

327 William A. Stoltz, Artificial Intelligence in Cybersecurity: Building Resilient Cyber Diplomacy
Frameworks, arXiv preprint, November 17, 2024.
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Theoretical Framework

This research draws on Constructivism, Liberal Institutionalism, and
Institutional Adaptation Theory to examine how Artificial Intelligence is
reshaping the structures and operations of cyber diplomacy. Each theoret-
ical lens offers a distinct perspective on this transformation: Constructiv-
ism emphasizes the discursive and normative dimensions of Al integration;
Liberal Institutionalism highlights the role of international cooperation and
governance frameworks; and Institutional Adaptation Theory focuses on
how diplomatic institutions evolve and reorganize in response to techno-
logical change.

Through the constructivist perspective we can study the conceptual foun-
dations of cyber diplomacy. International politics develops from material
interests alongside norms and identities and shared meanings. Al receives
its social construction through diplomatic discourse because multilateral
settings become the site where risks and capabilities and ethical consid-
erations are framed and contested and negotiated. According to Barrinha
and Renard cyber diplomacy creates a new normative order which they
call cyber-international society through which behavior norms emerge
from interactive persuasion processes.’?®

Hodzi¢ also supports this perspective by presenting diplomacy in the cyber
realm as a process of identity negotiation which is characterized by ambi-
guity and shifting meanings.3?° The EU’s focus on “trustworthy Al” and Chi-
na’s promotion of cyber sovereignty demonstrate how different cultural
perspectives shape visions of future technology.®° The way states imagine
their future shapes their diplomatic approaches and foreign policy actions
which demonstrate that Al functions beyond being a tool of power to
shape global order.

328 André Barrinha and Thomas Renard, “Cyber-Diplomacy: The Making of an International Society
in the Digital Age,” Global Affairs 3, no. 4-5 (2017): 353-364.

329 Nejra Hod?Zi¢, Cyber-Diplomacy: Framing the Transformation (Master’s thesis, Central Europe-
an University, 2017), https://www.etd.ceu.edu/2017/hodzic_nejra.pdf.

330 Adam Segal, The Hacked World Order: How Nations Fight, Trade, Maneuver, and Manipulate in
the Digital Age (New York: PublicAffairs, 2016).
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Constructivism offers methods to study the development and spread of
Al-related norms including transparency and accountability and human
oversight. According to Finnemore and Sikkink norm internalization occurs
through framing and persuasion and socialization which makes diplomatic
discourse essential for technological governance.?3!

Liberal Institutionalism complements this perspective by showing how
international organizations create conditions for cooperation and reduce
uncertainty. The United Nations together with the European Union and
OECD operate as platforms which promote norm diffusion and policy
coordination and conflict resolution in cyberspace.33? The establishment
of Al-related standards and cyber confidence-building initiatives by these
institutions demonstrates how diplomacy functions as a global govern-
ance instrument.

This tradition emphasizes that regimes along with rule-based mechanisms
must address complex interdependence particularly in cybersecurity and
Al ethics because unilateral action proves insufficient. The work of Keo-
hane and Nye about complex interdependence continues to be relevant
because multilateral forums have become essential for stabilizing expecta-
tions and building trust and knowledge sharing in cyber diplomacy.3*

The Institutional Adaptation Theory examines internal organizational
and bureaucratic changes needed for effective diplomatic relations with
Al. Foreign Affairs ministries and embassies transform their responsibili-
ties while moving resources and developing new capabilities to address
technological disruptions. The creation of specialized roles including cyber
envoys, Al attachés and tech diplomats demonstrates an organizational
transformation toward digital diplomatic capabilities.®*

31 Martha Finnemore and Kathryn Sikkink, “International Norm Dynamics and Political Change,”
International Organization 52, no. 4 (1998): 887-917, https://doi.org/10.1162/002081898550789.

332 Rebecca Devitt, “Liberal Institutionalism: An Alternative IR Theory or Just Maintaining the Sta-
tus Quo?” E-International Relations, September 1, 2011.

333 Robert O. Keohane and Joseph S. Nye, Power and Interdependence: World Politics in Transition
(Boston: Little, Brown, 1977).

334 Hocking, Brian, and Jan Melissen. Diplomacy in the Digital Age: Evolution or Revolution? Clin-
gendael Institute, 2015.
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March and Olsen suggest that institutional transformation emerges from
historical backgrounds together with organizational work environments
instead of logical planning approaches.®> The adoption of Al technology
occurs through a process that involves both uncertainty and ethical con-
flicts as well as international power struggles. The theory explains why
particular states excel at Al diplomacy while others stay limited by organi-
zational resistance and unclear policies.

These theories create a comprehensive analytical framework when
combined together. Constructivism explains how ideas and identities
shape Al discourse; Liberal Institutionalism accounts for the structures
of global cooperation; and Institutional Adaptation Theory reveals
how diplomatic institutions respond to technological transformation.
The combined framework allows researchers to study cyber diplo-
macy through both its normative foundations and its institutional
development.

Methodology

The research uses qualitative interpretive methods which draw from
Constructivism Liberal Institutionalism and Institutional Adaptation
Theory. The research aims to develop theoretical understanding about
how Artificial Intelligence (Al) transforms cyber diplomacy while chang-
ing diplomatic roles and embassy functions in the modern digital glob-
al system. The interpretive research method proves most appropriate
for this investigation because it focuses on meaning construction and
institutional development and norm development which aligns with the
theoretical framework.

The research bases its findings on a comparative analysis of the Euro-
pean Union together with the United States and China. The selected
cases represent major diplomatic powers which implement different

335 James G. March and Johan P. Olsen, “Institutional Perspectives on Political Institutions,” Gov-
ernance 9, no. 3 (1996): 247-264, https://doi.org/10.1111/j.1468-0491.1996.tb00242 .x.
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Al governance approaches through EU regulatory multilateralism and
US strategic innovation and Chinese sovereignty-focused statecraft.
The most different systems design (MDSD) framework enables research-
ers to detect common patterns and specific institutional and diplomatic
differences between cases.?*®

The research depends mainly on document analysis of publicly accessible
materials which includes the EU’s Artificial Intelligence Act, the U.S. Cyber
Diplomacy Act and United Nations Open-Ended Working Group (OEWG)
proceedings.®*” The research incorporates scholarly publications together
with institutional white papers and practitioner commentary to supple-
ment the document analysis. All documents are analyzed to identify how
Al was presented along with institutional arrangements and norm promo-
tion methods in cyber diplomacy.

This analysis identifies empirical patterns including role redefinition and
institutional restructuring and normative contestation which the selected
theories help to interpret. The research focuses on understanding how
Al-related diplomatic practices develop into institutionalized practices
rather than seeking universal causal explanations.

This research faced several limitations stemming from its reliance on inter-
pretive methods. By focusing primarily on official policy statements and
institutional communications, it offers insights into discursive representa-
tions rather than the lived practices or personal experiences of diplomats.
Moreover, the analysis centers on state actors, omitting the roles of pri-
vate-sector innovators and civil society in shaping global Al diplomacy.

336 Carsten Anckar, “The Most Similar- and Most Different Systems Design in Comparative Policy
Analysis,” in Handbook of Research Methods and Applications in Comparative Policy Analysis, eds. Guy
Peters and Guillaume Fontaine (Cheltenham, UK: Edward Elgar Publishing, 2020), 33—-48.

337 European Union, Artificial Intelligence Act, Regulation (EU) 2024/1689 of the European Par-
liament and of the Council of 13 June 2024, Official Journal of the European Union L 2024/1689,
July 12, 2024, https://eur-lex.europa.eu/eli/reg/2024/1689/0j; U.S. Congress, Cyber Diplomacy Act of
2021, H.R. 1251, 117th Congress, passed by the House of Representatives on April 20, 2021, https://
www.congress.gov/bill/117th-congress/house-bill/1251; United Nations, Open-Ended Working Group
on Security of and in the Use of Information and Communications Technologies 2021-2025, estab-
lished by General Assembly resolution 75/240 (December 31, 2020), https://disarmament.unoda.org/
open-ended-working-group.
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Future research could address these gaps by incorporating interviews,
ethnographic observation, and network analysis to enrich empirical depth
and include non-state perspectives.

Comparative Diplomatic Approaches to Al
and Cyber Diplomacy

This section examines how the European Union, together with the United
States and China, implement Al within their cyber diplomacy frameworks.
The selection of these actors was based on their diplomatic significance
and their unique institutional structures and different approaches to cyber
governance. The analysis follows a Most Different Systems Design (MDSD)
framework to understand how political cultures and normative frame-
works influence Al engagement both as a diplomatic instrument and as
a matter of global governance.

European Union: Normative Leadership

The EU demonstrates a rights-based cyber diplomacy framework which
bases its operations on transparency and accountability and the rule of
law. The EU demonstrates normative power through its Artificial Intelli-
gence Act and Cyber Diplomacy Toolbox which extend its influence across
international borders.3® The EU’s focus on “trustworthy Al” supports its
mission to establish itself as a value-based global leader in digital govern-
ance.®° The EU faces challenges in diplomatic action because its member
states maintain different positions.

338 European Commission, “Proposal for a Regulation Laying Down Harmonised Rules on Artificial
Intelligence (Artificial Intelligence Act),” COM(2021) 206 final, Brussels, April 21, 2021, and Annegret
Bendiek, The EU as a Force for Peace in International Cyber Diplomacy, SWP Research Paper 3 (Berlin:
Stiftung Wissenschaft und Politik, 2018).

33% Thomas Renard and André Barrinha, “Norm Entrepreneurship in Cyber Diplomacy: The EU’s

Cyber Diplomacy Toolbox,” in Cybersecurity and Diplomacy, eds. Nicholas Burns and Jon Finer (Brus-
sels: Egmont Institute, 2019), 97-116.
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United States: Strategic Innovation and Alliances

The U.S. model focuses on technological leadership development while
maintaining flexible governance approaches. The model supports a gov-
ernance structure that brings together industry representatives with civil
society organizations and international organizations. The U.S. promotes
voluntary norms through its Bureau of Cyberspace and Digital Policy and
its participation in OECD and GPAI forums while maintaining a liberal regu-
latory ethos.?*® The U.S. government implements institutional innovations
through the placement of cyber envoys and technology officers in diplo-
matic missions and modernized training programs for diplomats3*.,

China: Sovereignty and Al Diplomacy

China operates under a sovereignty-first framework which extends nation-
al authority throughout cyberspace. The diplomatic approach of China
focuses on maintaining centralized control of digital infrastructure while
protecting national narratives and using Al technology for economic and
strategic advancement?*2. Through its Digital Silk Road program and Glob-
al Al Governance Initiative and diplomatic participation in UN OEWG and
G20 and BRICS and G77 forums China demonstrates its goal to establish
global standards based on state-led governance and non-interference
principles®®. China functions as a governance model alternative to West-
ern approaches by supporting non-Western approaches to Al ethics and
data governance and sovereignty protection. The state-centric model of

340 William A. Stoltz, Artificial Intelligence in Cybersecurity: Building Resilient Cyber Diplomacy
Frameworks, arXiv preprint, November 17, 2024, and Joseph S. Nye, “Soft Power and Public Diplomacy
Revisited,” The Hague Journal of Diplomacy 14, no. 1-2 (2019): 7-20.

341 U.S. Government Accountability Office (GAQ), Cyber Diplomacy: State Department Needs
a Strategy to Improve Engagement and Address Challenges, GAO-23-105563 (Washington, DC:
GAO, 2023).

342 Adam Segal, The Hacked World Order: How Nations Fight, Trade, Maneuver, and Manipulate in
the Digital Age (New York: PublicAffairs, 2016).

343 Bayu Maulana and Muhammad Fajar, “Cyber Diplomacy and Geopolitical Tensions: Normative
Contestations in Al Governance,” Journal of International Affairs and Global Strategy 14 (2023): 21-36.
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Al norm diffusion demonstrates unity through institutional integration
between technical and diplomatic bureaucracies.

The cases demonstrate completely different diplomatic structures togeth-
er with distinct normative systems. The EU follows a legalistic multilateral
approach, while the U.S. uses strategic alliances with flexible governance
and China promotes digital sovereignty through centralized statecraft and
south-south partnerships. The three actors understand Al’s geopolitical
significance, but they implement different global digital order frameworks
and demonstrate varying institutional flexibility.

Al and the Evolving Nature of Diplomatic
Practice

Diplomatic foundations experience change because of Al which affects
international actor engagement together with negotiation approaches
and influence projection. Al introduces revolutionary changes to diplo-
matic practices by reshaping existing diplomatic norms and organizational
frameworks and institutional capabilities.

Bjola’s descriptive—predictive—prescriptive analytics model explains Al’s
operational support function in enabling decision-making operations.
The model shows how cognitive augmentation improves crisis diplomacy
by enhancing both foresight capabilities and responsiveness.3*This model
supports Institutional Adaptation Theory even though it lacks theoretical
status. Bjola specifically highlights descriptive analytics as a useful tool
to decrease uncertainty during international crises. Al enables ministries
of foreign affairs to identify important patterns in real time which helps
them navigate the “fog of war” and make timely decisions in high-stakes
situations.3* The ability to organize and understand rapidly changing

344 Corneliu Bjola, “Diplomacy in the Age of Artificial Intelligence”, Emirates Diplomatic Academy
Working Paper, January 2020,

345 Corneliu Bjola, Artificial Intelligence and Diplomatic Crisis Management: Addressing the
‘Fog of War’ Problem, DigDiploROx Working Paper No. 6 (Oxford Digital Diplomacy Research Group,
July 2022),
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information systems demonstrates how Al enhances strategic adaptation
during diplomatic crises.

Constructivist scholars view artificial intelligence as a multifaceted instru-
ment which embodies multiple conflicting values. Different political per-
spectives about Al including the EU’s “trustworthy Al” approach, China’s
digital sovereignty stance and U.S. innovation support create competing
narratives that influence diplomatic activities and norm development in
multilateral settings.34® Different visions reveal basic political identities and
governance philosophies as core elements.

The implementation of Al technology in consular operations progresses
through visa automation systems as well as fraud detection systems and
diaspora outreach programs which allows efficient processing of large
numbers of tasks.?*” The ministries of foreign affairs (MFAs) establish new
positions including cyber envoys, digital attachés and tech officers while
their staff receives training about Al ethics and cybersecurity.3*® The struc-
tural transformation showcases the predicted organizational changes
according to Institutional Adaptation Theory.

Some governments have appointed “digital ambassadors” to directly work
with Microsoft and Google among other major technology companies
according to Konovalova.?*® Embassies operate today as private sector
intermediaries to facilitate connections between states and transnational
digital platforms through diplomatic arrangements.

346 Thomas Renard and André Barrinha, “Norm Entrepreneurship in Cyber Diplomacy: The EU’s
Cyber Diplomacy Toolbox,” in Cybersecurity and Diplomacy, edited by Nicholas Burns and Jon Finer,
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2023), https://www.gao.gov/products/gao-23-105563.

349 Marta Konovalova, “Al and Diplomacy: Challenges and Opportunities,” Journal of Liberty and
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Generative Al tools including ChatGPT and DALL-E enable diplomatic
operations to generate documents, translate information and conduct
public outreach activities.?*° The deployment of these tools introduc-
es three critical dangers which include hallucinated content,*! proto-
col erosion®? and misinformation.®® Bano et al. and Zahid emphasize
Human-in-the-loop safeguards have become essential because they
protect quality standards and ensure contextual understanding and
ethical oversight.3>*

Al systems should function as tools to enhance human judgment rather
than replace it. According to Vacarelu and Zahid no algorithm exists
that can duplicate the normative reasoning, cultural nuance, and empa-
thy needed for diplomatic engagements.?*> Human decision authority
needs to be preserved because it ensures accountability and maintains
legitimacy.

The unequal distribution of Al capabilities between nations strengthens
existing global inequalities. The development of technological leadership

350 Corneliu Bjola, Diplomacy in the Age of Artificial Intelligence, Emirates Diplomatic Academy
Working Paper (Abu Dhabi: EDA, 2020); Marius Vacarelu, “Artificial Intelligence: To Strengthen or to
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Computational Linguistics (2022) pages 135-146.
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Diplomacy & Technology Review 4, no. 1 (2025) starting on page 33 and ending on page 47.
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creates diplomatic advantages which push less-developed states toward
marginalization in digital governance forums.3>® The process of establish-
ing fair norms and inclusive participation becomes problematic because
of these concerns.

Liberal Institutionalism explains how global platforms such as the OEWG,
GPAIl, and OECD attempt to harmonize Al norms. These platforms provide
spaces for dialogue but their effectiveness is challenged by fragmented
participation along with geopolitical rivalries that intensify due to une-
ven Al capabilities.

Institutional Adaptation Theory argues diplomatic reforms differ in their
pace and depth of implementation. The early adoption of Al capabilities
defines adaptive states but organizational inertia and strategic ambigui-
ty restrict other countries from adopting Al-based solutions. Hocking and
Melissen conclude that diplomatic resilience depends on institutional
learning and flexibility together with strategic leadership that supports
technological advancement.?’

Al transforming diplomacy by introducing novel operational tools and by
driving fundamental shifts in diplomatic practice, governance structures,
and institutional frameworks. Through the reconfiguration of strategic
capabilities and the establishment of new global standards, Al disrupts
existing power hierarchies, fostering institutional innovation and intensi-
fying normative debates in international relations.

Policy Recommendations

To ensure cyber diplomacy remains an effective and responsible tool
of global governance in the Al era, the following policy actions are
recommended:

36 Joseph S. Nye, “The End of Anarchy? How to Build a New Digital Order,” Foreign Affairs 100,
no. 6 (2021): 111-120.

357 Brian Hocking and Jan Melissen, Diplomacy in the Digital Age (The Hague: Clingendael Insti-
tute, 2015).
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1. Integrate Al ethics and governance into diplomatic training programs.

2. Establish global standards for generative Al through inclusive multilat-
eral platforms.

3. Empower Global South participation in shaping Al governance norms
and frameworks.

4. Appoint Al attachés and technology envoys within diplomatic insti-
tutions.

5. Mandate transparent, human-in-the-loop frameworks for Al system
deployment.

6. Facilitate continuous dialogue between governments, private tech
firms, and civil society.

Conclusion

The emergence of artificial intelligence has propelled cyber diplomacy
from a peripheral concern to a central pillar of international relations. As Al
technologies reshape how diplomacy is conducted, they also redefine the
institutions, values, and power dynamics that underpin global governance.
This paper has shown that Al’s impact on diplomacy unfolds through three
interrelated processes: technological disruption, institutional adaptation,
and normative contestation.

Using a Constructivist lens, the analysis illustrated how competing narra-
tives — such as democratic openness versus digital sovereignty — shape
the strategic use of Al by major actors like the EU, the U.S., and China. Lib-
eral Institutionalism helped illuminate the dual role of international organ-
izations in facilitating cooperation while struggling to maintain governance
coherence. Institutional Adaptation Theory further revealed how foreign
ministries are evolving their structures, mandates, and competencies in
response to Al’s rapid advancement.

The study also drew on emerging frameworks and empirical studies to
underscore Al’s practical implications — from real-time decision support
in crisis diplomacy to the risks of generative content and the growing
involvement of non-state actors. These developments demonstrate both
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the promise and peril of Al-driven diplomacy. The descriptive—predictive—
prescriptive analytics model developed by Bjola shows how Al decreases
uncertainty while improving cognitive performance in crisis diplomacy
through real-time situational awareness and decision support for diplo-
mats. The SIIT model presents a strategic framework to integrate Al into
institutional frameworks through structural modifications. The introduction
of generative Al tools including ChatGPT and DALL-E extends content diplo-
macy capabilities yet introduces risks which include fabricated outputs and
false information and violations of diplomatic protocols. The development
of virtual embassies alongside bilateral relations with major technology
companies demonstrates that institutional adaptation now encompasses
non-state digital actors. The research by Mostafaei et al. proves Al’s expand-
ing utility in consular work through visa automation and fraud detection
systems which demonstrate its value beyond strategic operations.

Crucially, the future of cyber diplomacy hinges not just on technological
capacity, but on ethical reflexivity. Diplomats must not only deploy Al strate-
gically but guide its development through inclusive, accountable, and norm-
based engagement. Their ability to do so will help determine whether Al
becomes a force for global cooperation — or a driver of digital fragmentation.
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Introduction

As drone technology advances, its impact on warfare strategy has moved
from experimental to essential, transforming both offensive tactics and
defensive planning. This paper focuses on conflicts in Eastern Europe since
2008, specifically the Russo-Georgian War and the ongoing Russo-Ukraini-
an War, to analyze the role of drones in shaping modern warfare.

Using a comparative case study approach, this paper focuses on the 2008
Russo-Georgian War and the ongoing 2022-2025 Russo-Ukrainian War.
It draws on government reports, tactical assessments, and open-source
intelligence to trace how UAV capabilities have evolved and what impact
they’ve had on the battlefield. A key limitation of this paper is its reliance
on publicly available, open-source intelligence concerning a dynamic,
ongoing conflict, where data is often difficult to verify and may be subject
to the influence of wartime propaganda.

This paper explores the use of artificial intelligence in drones, along with the
potential risks such technologies pose. It also considers how the ongoing
Russo-Ukrainian conflict might influence future drone operations by terror-
ist groups targeting U.S. bases in the Middle East. To address these threats,
the United States should invest in the development and deployment of
electromagnetic pulse (EMP) and high-power microwave (HPM) weapons
as effective countermeasures against drone incursions and swarm attacks.

The analysis concludes by providing policy proposals to further invest in
the development and deployment of EMP and HPM weapons to counter
future drone incursions and assaults.

Military Applications of UAVs

While each country’s military uses UAVs differently, this section focuses
on five key methods of employing these systems in modern combat.33®

38 Cook, Kendra L. “The silent force multiplier: The history and role of uavs in warfare.” 2007 IEEE
Aerospace Conference, 2007, pp. 1, https://doi.org/10.1109/aero.2007.352737.
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Larger UAVs, such as the MQ-9 Reaper series produced by General Atom-
ics, are equipped with powerful fire-and-forget missiles capable of target-
ing both armored vehicles and personnel.®®® However, these drones are
large and expensive to operate and maintain. For example, a new MQ-9
Reaper costs roughly $30 million. Countries with smaller defence budgets
may not have the resources to build or acquire such expensive equip-
ment. Smaller quadcopter craft, such as the Chinese built DJI, has been
used extensively in Ukraine.’® Its small size and cheap cost of around
S400 per unit on Amazon allows countries with smaller budgets to pro-
vide an effective and affordable drone for their armed forces. Comparable
commercially available vehicles can be modified to carry infrared camer-
as for reconnaissance, if such capabilities are not already pre-installed
by the manufacturer. Other alterations may include attaching improvised
bomb bays to drop on soldiers or armored vehicles.** Commercial drones
are also a more cost effective alternative which produces similar results,
although ideal outcomes are less reliable to achieve due to the crude cus-
tomizations retrofitted onto the craft.

Drones are also used for psychological warfare, such as intentionally
hovering a UAV over enemy combatants. This tactic can force soldiers
to abandon advantageous or concealed positions out of fear of an air-
dropped grenade or having their location relayed to nearby units.3¢? Pro-
longed exposure also degrades the morale of an adversary and induces
paranoia, both of which negatively impact everyday motor functions
and combat performance.3®® Furthermore, trained drone operators carry

359 U.S. Air Force. “MQ-9 Reaper.” U.S. Air Force, September 23, 2015. https://www.af.mil/
About-Us/Fact-Sheets/Display/Article/104470/mq-9-reaper.

360 Franke, Ulrike. “Dronesin Ukraine: Four Lessonsforthe West.” ECFR. European Council on Foreign
Relations (ECFR), January 10, 2025. https://ecfr.eu/article/drones-in-ukraine-four-lessons-for-the-west.

361 Franke, Ulrike. “Drones in Ukraine and Beyond: Everything You Need to Know.” Europe-
an Council on Foreign Relations, August 11, 2023. https://ecfr.eu/article/drones-in-ukraine-and-
beyond-everything-you-need-to-know.

362 Hijazi, Alaa, Christopher J. Ferguson, F. Richard Ferraro, Harold Hall, Mark Hovee, and Sherrie
Wilcox. “Psychological Dimensions of Drone Warfare.” Current Psychology 38, no. 5 (September 14,
2017): 1285-96. https://doi.org/10.1007/s12144-017-9684-7.

363 Holz, Jacob. “Victimhood and Trauma within Drone Warfare.” Critical Military Studies 9, no. 2
(July 29, 2021): 1-16. https://doi.org/10.1080/23337486.2021.1953738.
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little risk of being spotted, as the operator can sit several thousands of
miles away from his or her target.®* Other frontline platoon-level units
may operate small unmanned aerial systems (SUAVs), similar in size to
the RQ-11 Raven. One key advantage of the Raven is that it’s compact
enough to be hand-launched by a single infantryman for immediate
area reconnaissance.®® This permits real time battlefield data to flow
from a platoon on the field to commissioned officers for enhanced situ-
ational awareness.3%®

The introduction of Unmanned Aerial Systems allows the elimination of
such attacks without expending considerable amounts of ammunition
and other essential resources. Brainstorming methods to counter possi-
ble attacks is made much easier with the ongoing conflict in Ukraine and
its abundance of combat footage circulating online.*®” The U.S. needs to
take advantage of these recordings and after action reports in order to
address potential flaws currently present in UAV policy, capability, and
effective counter strategy.®® Furthermore, the entire United States mili-
tary apparatus should increase spending on drone technology and devel-
opment in order to maintain its lead in UAS systems.3%°

364 Jeangeéne Vilmer, Jean-Baptiste. “Not so Remote Drone Warfare.” International Politics 60
(July 22, 2021): 898. https://doi.org/10.1057/s41311-021-00338-9.

365 )effery, Capt, Van Bourgondien, David Matthews, and Raymond Franck. “Analysis of the
Sustainment Organization and Process for the Marine Corps’ RQ-11B Raven Small Unmanned
Aircraft System (SUAS),” 2012. https://www.dair.nps.edu/bitstream/123456789/2031/1/NPS-
LM-12-010.pdf.

366 Mahadevan. “The Military Utility of Drones.” ETH Zurich, no. 78 (July 2010), 2—4. https://doi.
org/10.3929/ethz-a-006253833.

367 On Demand News. “Intense Combat Footage Shows Mercenaries Fighting in Ukraine-Russia
War | Full Series.” YouTube, April 12, 2025. https://www.youtube.com/watch?v=pcITOpngf_k.

368 Guitton, Matthieu J. “Fighting the Locusts: Implementing Military Countermeasures against
Drones and Drone Swarms.” Scandinavian Journal of Military Studies 4, no. 1 (2021): 30-33. https://
doi.org/10.31374/sjms.53.

39 Hlotov, V., A. Hunina, S. Kniaziev, V. Kolesnichenko, and O. Prokhorchuk. “Analysis of Applica-

tion of the UAVs for Military Tasks.” Modern Achievements of Geodesic Science and Industry 1, no. 37
(2019): 69-77. https://doi.org/10.33841/1819-1339-2019-1-37-69-77.
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Unmanned Aerial Systems in the 2008 Russo
Georgian War

In the years leading up to the short six day conflict, Georgia had feud-
ed with Moscow with its aspirations of joining the North Atlantic Treaty
Organization.?”® In what has become a running theme since then, Putin
supplied arms and ammunition to those provinces in which Georgians
were publicly pro-Kremlin and did not want to become a part of NATO.37!
Following the loss of two Georgian UAVs by pro-Russian separatists, Rus-
sian president Vladimir Putin launched an invasion of Georgia in early
August of 2008.372 The size of the Georgian Army and its allies were far
smaller at roughly 12,000, men compared to Russia’s 23,000.3”®* Howev-
er, they held a slight strategic advantage due to owning about 40 units
of the Elbit Systems Hermes 450 surveillance drone, which were bought
from Israel prior to the conflict.3”* Produced since 1998, the Hermes
drone possesses several advanced features. These include payload
options of a ground moving target indication array, radar with track while
scan capabilities, and endurance of up to 17 hours.?”® Deploying these
unmanned systems permitted Georgian units to track Russian person-
nel and armored vehicles with significantly decreased risk to their own
safety. The Hermes system also allowed for more accurate artillery fire

370 Clayton, Nicholas. “How Russia and Georgia’s ‘Little War’ Started a Drone Arms Race — the
World from PRX.” The World from PRX, July 31, 2016. https://theworld.org/stories/2016/07/31/
how-russia-and-georgias-little-war-started-drone-arms-race.

371 Clayton, Nicholas. “How Russia and Georgia Started a Drone Arms Race.” Anchorage Daily
News, May 13, 2016. https://www.adn.com/nation-world/article/how-russia-and-georgia-started-
drone-arms-race/2012/10/23.

372 peter Dickinson. “Abkhazia Claims Shootdown of 2 Georgian Spy Drones.” Voice of America.
Voice of America (VOA News), October 27, 2009. https://www.voanews.com/a/a-13-2008-05-04-
v0a21-66646552/557338.html.

373 Kofman, Michael. “Russian Performance in the Russo-Georgian War Revisited.” War on the
Rocks, September 4, 2018. https://warontherocks.com/2018/09/russian-performance-in-the-russo-
georgian-war-revisited.

374 Gettinger, Dan. “‘Drones Are Not Toys’: The Russian Program.” Bard.edu, March 5, 2014.
https://dronecenter.bard.edu/drones-toys-russian.

375 Army.mil. “ODIN — OE Data Integration Network.” ODIN, 2025. https://odin.tradoc.army.mil/
WEG/Asset/64d41728a7da9861432867e4a4fcef05.
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on designated targets with the assistance of spotters, GPS tracking, and
rangefinding lasers.37®

In comparison, Russia’s drone infrastructure was negligible at best when
war broke out.®”” Unmanned aerial units were limited to the Pchela-1T
(Bee-1), which were tested in 1987 and adopted in 1990 by the Yakovlev
Design Bureau.?’® These aircraft were responsible for providing battle-
field intelligence back to the Russians; however, there were several lim-
itations with the Pchela. For example, it was launched using two rocket
boosters without sound suppression equipment.3”® This would allow the
sound waves to be picked up by loitering Hermes drones; consequent-
ly compromising the drones’ position and flight path to be intercepted
and shot down using rifles or surface to air missiles.3® Other disadvan-
tages included a short endurance time of about 2 hours, minimal ser-
vice life, and outside of reporting target acquisition, possessed very few
advanced electronic systems.?®! This lack of reliable UAV systems led to
the necessity of deploying manned Sukhoi SU-24 MR “Fencer-E” super-
sonic reconnaissance aircraft in order to designate vital targets and
detect troop movements.38?

In the aftermath of the Russo Georgian conflict, Russia would pub-
licly announce a desire to heavily invest in increasing their drone

376 Ghadir Hamadi. “What You Need to Know about the $2 Million Israeli Drone Hezbollah Shot
down Yesterday.” L'Orient Today, February 26, 2024. https://today.lorientlejour.com/article/1369444/
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378 Luzin, Pavel. “RUSSIAN MILITARY DRONES Past, Present, and Future of the UAV Industry,”
November 2023. https://www.fpri.org/wp-content/uploads/2023/11/russian-military-drones-.pdf.
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380 McDermott, Roger. “Russia’s UAVs and UCAVs: ISR and Future Strike Capabilities.” James-
town, March 23, 2022. https://jamestown.org/program/russias-uavs-and-ucavs-isr-and-future-
strike-capabilities.
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capability.3® However, economic sanctions were imposed by the Unit-
ed States and the European Union in the aftermath of the annexation
of Crimea in 2014.3% As a result, Russia was forced to rely on imported
drones and their parts from countries such as Iran and China.®® This
was achieved through the informal founding of BRICS in 2006 and for-
mal founding in 2009.3% The forming of the alliance permitted Russia to
bypass some of the sanctions to trade with non NATO members which
have become increasingly opposed to the West.?® In the aftermath of
Russia’s invasion of Ukraine, five new members have been accepted
into what has developed into a competitor with NATO.38

Unmanned Aerial Systems in Ukraine from 2022
to mid 2025

Considering Ukraine and Georgia’s proximity to Russia, it was only a matter
of when Putin would decide to invade Ukraine next.3® On the February
24, 2022, President Vladimir Putin ordered an illegal full scale invasion of

383 Bucka, Pavel, Jan Marek, and Rudolf Pastor. “Modernization of the Armed Forces of the Russian
Federation after the Russian-Georgian Conflict.” Politické vedy 24, no. 2 (September 10, 2021): 68-70.
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Ukraine.?* Since then, the Russo Ukrainian War has largely become rem-
iniscent of tactics deployed during World War One, with several hundred
miles of trenches being constructed by both sides.®*! One of the primary
weapons which have become synonymous with the conflict is the exten-
sive employment of numerous unmanned aerial vehicles deployed by both
Russia and Ukraine.?*2 However, Russia’s lack of infrastructure in order to
produce their own drones due to western sanctions has forced the army to
become reliant on imported models from Iran and China.3*

For instance, as of mid June 2025, Russia has been consistently receiv-
ing drone shipments from Iran to assist in the war effort.3** Iranian drones
such as the Shahed-129 “Eye-Witness” produced by HESA have enhanced
Russian combat capability and situational awareness, along with limited
precision strike capability.3®®> Another drone which has made some head-
lines include the Qasef-1, which is a loitering munition UAS also produced
by HESA.3?¢ Shahid drones can be made with materials such as wood, and
cost anywhere from $20,000 to $50,000 a piece.**” These drones are used
to fly around a combat area until a target is identified by the operator, after

3% Center for Preventive Action. “War in Ukraine.” Global Conflict Tracker. Council on Foreign Rela-
tions, May 27, 2025. https://www.cfr.org/global-conflict-tracker/conflict/conflict-ukraine.
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which the craft is directed at the target and detonates using the explosive
material in the nose upon impact.3%

The Ukrainians’ capabilities of producing its own domestic drones gives
the Ukrainian Armed Forces one of the few advantages in its war with Rus-
sia.? Development and adoption of new drones since 2014 have been
slow; however, New Geopolitics Research Network member Mykhailo
Samus states “the UAF operated about 70 different types of unmanned
aerial systems, as well as more than 20 types of ammunition for attack
drones” during the end of 2023.4%°

Employment of Swarm Attacks

Both countries have developed swarm tactics to varying degrees of success
against both strategic and non strategic targets.** For example, on June 1,
2025, Ukrainian special forces launched over 100 explosive laden drones
to disable or destroy Russian strategic and nuclear bombers.*? The air-
craft which were targeted included Tupolev built TU-95 “Bear” and TU-22
“Blinder” bombers, along with Beriev A-50 “Moss” airborne early warning
and control aircraft.*®3 Due to Russian bomber doctrine, these aircraft were
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already carrying fuel and weapon loads for immediate deployment.*®
These aircraft were stationed in four bases without hangers or any kind
of overhead protection.*® During the attack, about 40 were damaged and
the drones successfully “destroyed at least 13 [aircraft].”*%® These first per-
son view drones were deployed from inside Russian territory by containing
the drones in cargo containers and smuggling them across the border.*%”
This allowed the drivers to control the trucks in complete anonymity, as
Russian border guards would not have been able to tell what kind of pay-
load was being transported.*®

Policy Proposals

Due to the abundance of footage of drone attacks circulating on the inter-
net, concern should be raised regarding when a terrorist organization
decides to take inspiration from the war in Ukraine.*® In order to combat
these security threats, the United States military should continue to devel-
op mobile High Power Microwaves, or HPMs, to disable drones and UAVs.*1°
Such weapons could be used to great effect by U.S. bases stationed in the
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Middle East*!l. Although EMP devices can be developed, they would need
to be fairly powerful- around 6 gigahertz- to create a noticeable impact on
a drone’s performance.**? In the case of drone swarms, several of either of
these devices would need to be present in order to disrupt communica-
tions with the controller.*?

Conclusion

With expanded access to battlefield footage on the internet, terrorist and
paramilitary organizations have a new blueprint to take influence from to
attack U.S. bases overseas. In order to effectively counter these threats,
our military needs to continue to keep a close eye on the conflicts cur-
rently playing out abroad. Analyzing drone attacks will introduce new chal-
lenges to overcome in our UAS development and counter drone strategy.
Central to countering UAV concerns is the development and utilization of
electromagnetic pulse and high power microwave weapons to disable the
circuits of drones.
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Tech Diplomacy in the Age of Al:
Power, Sovereignty,
and the New Global Order

Hamza AARAB

Abstract: This chapter explores how artificial intelligence (Al) is redrawing the global
balance of power, not through battlefield dominance but through data control, infra-
structure dependency, and algorithmic influence. It analyzes how the United States,
China, and the European Union each pursue distinct Al strategies and how tech diplo-
macy is emerging to mediate conflicts shaped by cloud reliance, compute inequality,
and divergent regulatory visions. This paper argues that Al has become a core terrain
of sovereignty and a catalyst for diplomatic realignment.
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ance, Geopolitics

Introduction

At the United Kingdom’s first-ever Al Safety Summit in 2023, the figure
who captured global attention was not a political leader or military offi-
cial, but Elon Musk — a tech entrepreneur whose public engagement with
artificial intelligence continues to shape both popular and policy-level
debates. Standing beside executives from OpenAl, Google DeepMind, and
Microsoft, Musk warned that “there is some chance, above zero, that Al
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will kill us all.”#* He was not alone in sounding the alarm. Geoffrey Hinton,
widely regarded as the “Godfather of Al,” resigned from Google that same
year, warning that unregulated Al development could destabilize societies
and endanger humanity.*'® Today, algorithms do not just sort information.
They guide missiles, manage logistics, and monitor populations.

These concerns reflect a broader shift: the loudest voices influencing the
trajectory of Al often emerge not from government ministries but from
corporate boardrooms. Today’s algorithms do more than sort data — they
optimize military systems, manage logistics chains, and surveil popula-
tions.*® Data centers now lie at the intersection of economic rivalry and
national security. Al has become both a tool of statecraft and a contest for
technological sovereignty.*’

States no longer simply regulate Al; they are compelled to negotiate it.
The architecture of digital power — servers, chips, cloud networks — is
largely corporate, yet profoundly geopolitical. Who governs Al when its
architects are private firms? Can a state claim sovereignty if its critical
infrastructure is leased from abroad? And what happens when diplomacy
must evolve faster than machine learning itself?

This is not speculative fiction; North Atlantic Treaty Organization (NATO) has
launched Al hubs to anticipate future conflicts*®, and Defense Advanced
Research Projects Agency (DARPA) funds autonomous defense systems.*%®
China and the United States (U.S.) clash over semiconductor dominance, with
companies like NVIDIA and Huawei at the heart of a new strategic race.*
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Meanwhile, the European Union (EU) advances its Al Act, aiming not to
control infrastructure but to lead in setting global rules.**

This paper does not offer a warning about dystopia, nor does it celebrate
unchecked innovation. It examines how artificial intelligence is reshaping
global diplomacy, redefining sovereignty, and redrawing the boundaries of
international governance. By the end of this chapter, we will have mapped
how states, corporations, and institutions are negotiating a new geopo-
litical grammar — written not in treaties, but in training data, compute
capacity, and algorithmic power.

Al as a Geopolitical Force

In 2025, Al steers choices via invisible systems. As Nicholas Wright observed
about China, “It is not like you are exporting communism. You are export-
ing a system of control.”*?? In today’s world, power is asserted not by flags
but by software, standards, and surveillance. Policymakers are responding
by proposing model registries and watermarking systems to authenticate
Al outputs — an effort to engineer trust in an era where influence flows
through code.*” The new contest is not about who builds the smartest Al
but rather who sets the rules it operates by. Sovereignty now hinges on
who defines digital norms, controls platforms, and governs systems.

Military strategy is shifting from troops to tech: Al powers logistics,
drones, and predictive surveillance. The U.S. invests through DARPA’s “Al
Next” program, while China embeds Al across its surveillance and cyber
operations under a civil-military fusion model.*?* Intelligence is shifting
from spies to sensors; governments now deploy algorithmic systems to
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monitor dissent, anticipate unrest, and shape public narratives in real
time. However, as these systems grow more autonomous, debates have
intensified around creating emergency protocols, such as “kill switches,”
to prevent runaway harm.*?® Meanwhile, alignment science has emerged
as a critical research frontier, aiming to ensure that Al systems remain
under meaningful human control, even in crisis conditions.*?® China’s
export of surveillance tools to over 60 countries reinforces what analysts
call “techno-authoritarianism.”#?” As lan Hogarth has argued, the ability
to develop and control advanced Al systems will shape global hierarchies
and the flow of information, echoing the strategic weight of nuclear
capabilities in the 20th century.*®

Economic power now centers on controlling the Al supply chain. High-end
Al requires compute capacity, chip clusters, hyperscale data centers, and
submarine cables as the new arteries of global power. The U.S. launched
the S500 billion “Stargate” initiative to secure domestic compute and
counter China’s scaling.*?® Strategic assets, such as Meta’s Waterworth
cable and Dubai’s data centers, demonstrate how compute infrastructure
has become modern-day sovereignty pipelines.**° 43! This digital infrastruc-
ture scramble revives sovereignty questions as “compute governance”;
controlling high-density compute clusters is now as vital to national securi-
ty as 20th-century energy reserves.*?

Soft power in the Al era is conveyed through the values embedded in algo-
rithms. American firms promote openness and market-based innovation;
China exports a model anchored in state control, centralized planning, and
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regulatory sovereignty. As lvana Bartoletti notes, Al systems do not mere-
ly function; they encode political and cultural assumptions.*** Chris Miller
describes this as a “Code War,” a new form of geopolitical rivalry waged
through training data, model weights, and algorithmic values.***

These dynamics are not hypothetical. Major powers are embedding Al into
their core strategies, reflecting competing visions of autonomy, control,
and governance. What follows is a closer look at how the U.S., China, and
the EU are navigating this emerging terrain:

United States

The U.S. leads the world in foundational Al research and development. Ini-
tiatives such as the National Al Initiative Act (2021) and consistent funding
by agencies like DARPA reflect a strategy aimed at achieving technolog-
ical supremacy through public-private innovation collaboration.** Major
U.S. companies, including OpenAl, Microsoft, Google, and NVIDIA, domi-
nate the global Al ecosystem, particularly in large language models, cloud
infrastructure, and semiconductors. However, the American approach
to Al governance remains fragmented. Unlike China or the EU, the U.S.
lacks a binding Al law. This reflects an embedded belief in market-led gov-
ernance, where innovation is prioritized over-regulation.**® This model
empowers Big Tech companies (i.e., dominant technology firms such as
Google, Apple, Meta, Microsoft, and Amazon, which exert disproportion-
ate control over digital markets, infrastructure, and data ecosystems) to
act as informal diplomatic actors. Microsoft, for example, has promoted
its Cloud for Sovereignty program as a solution for nations seeking digital
autonomy.*®” Meanwhile, OpenAl CEO Sam Altman has actively engaged
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in international forums and testified before the U.S. Congress, advocating
for a U.S.-led global Al alliance.**® Nevertheless, critics argue that this con-
vergence of corporate and state power risks allowing private interests to
dictate the shape of global governance.**

China

China treats artificial intelligence not merely as a tool of modernization
but as a pillar of national power. Its 2017 Al Development Plan set a goal
of global leadership by 2030. The strategy is state-driven, leveraging public
funding, embedding Al goals within its Five-Year Plans, and aligning devel-
opment with national security priorities.**° Firms like Baidu, Alibaba, and
Tencent operate under a civil-military fusion model extending Al into sur-
veillance, cyber-intelligence, and governance. Al is embedded not only in
commercial products but also in state apparatuses, including smart cities,
facial recognition, and social credit systems.**! Tools developed under this
model have been exported to dozens of countries through the Digital Silk
Road (i.e., China’s global initiative to export digital infrastructure and tech
standards via the Belt and Road framework), extending China’s vision of
techno-sovereignty.**> However, resistance is growing. Nations are revis-
iting deals, and U.S.-led chip controls have slowed China’s access to Al
hardware. Nevertheless, China’s vertically integrated approach to Al gov-
ernance remains appealing to states seeking technological advancement
without liberal political constraints.??
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European Union

The EU has taken a distinct approach, governing through norms rather than
military or economic dominance. The General Data Protection Regulation
(GDPR) and the 2024 Al Act position the EU as a global leader in ethical,
human-centric Al regulation.*?®* Europe’s model centers on the concept of
digital sovereignty, emphasizing the ability to govern digital infrastructure,
data flows, and algorithmic systems independently. Leaders like the French
president Macron frame this as key to preserving democratic agency.**
To that end, the EU has invested in initiatives such as GAIA-X (a sovereign
European cloud infrastructure), supported open-source Al development,
and imposed mandatory transparency standards on opaque black-box
models.**> However, Europe’s regulatory strength is not matched by indus-
trial capacity, a paradox at the heart of its digital strategy. The absence of Al
giants comparable to those in the U.S. or China raises questions about the
EU’s ability to enforce its standards effectively.*¢ Still, the so-called “Brus-
sels Effect” ensures that European rules often shape global markets, either
through direct adoption or by setting de facto international norms.**”

Beyond national strategies, a new form of power projection is emerging:
the ability to enforce global Al standards through voluntary treaties, bilat-
eral tech pacts, and supranational initiatives, such as model registries and
safety laboratories. These cases reveal a truth: Al governance plays out on
ideologically charged terrain. Beyond these national strategies lies a deep-
er transformation, one that recasts power not through territorial expansion
but through control over data flows, technical standards, and digital infra-
structure. The new contest is over who shapes the invisible architectures
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of modern life. Sovereignty is shifting from soil to servers, and this shift is
already redrawing the global map, not on paper, but in code.

Digital Sovereignty in the Al Era

In the algorithmic age, sovereignty extends beyond borders to backend
control. Digital sovereignty refers to a state or region’s ability to govern
its infrastructure, data flows, and algorithmic systems independently,
without external interference.**® As Al embeds itself in defense, health-
care, finance, and elections, the ability to control these systems becomes
a new marker of autonomy. This shift is not theoretical; the U.S. CLOUD Act
grants extraterritorial access to data stored by American firms abroad,**
prompting European calls for “strategic autonomy” through initiatives like
the Al Act and GAIA-X. Different regions reflect their political DNA in how
they pursue digital sovereignty. China’s “cyber-sovereignty” model man-
dates data localization, surveillance infrastructure, and alignment with
security priorities.**® The EU, in contrast, promotes ethical governance
and democratic resilience.*** Developing countries remain on the periph-
ery, lacking infrastructure, talent, and access to foundational Al tools.
Researchers warn that this creates a technological divide and reinforces
digital dependencies, echoing colonial patterns.*? In response, the Glob-
al South is pushing back. The African Union’s (AU) Digital Transformation
Strategy and South-South Al collaborations aim to develop independent
cloud infrastructures, Al research hubs and shared compute platforms.**3
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These initiatives are not just technical responses but political statements
and assertions that future Al ecosystems must not simply replicate colonial
dependencies under digital guises.

Sovereignty is no longer protected with tanks or tariffs but with chips,
clouds, and code. Moreover, as dependency on foreign tech erodes auton-
omy, many countries are rewriting their digital playbooks. One of the most
prominent moves is data localization. Russia and China have long man-
dated that sensitive data remain within their borders under the banner of
national security, and India has followed suit in sectors such as finance and
health.*** The EU’s GDPR stops short of mandating localization but effec-
tively pressures firms to host data regionally.3' Beyond data, the semicon-
ductor supply chain has become the frontline of sovereignty. The global
chip shortage, compounded by U.S. export bans on advanced semicon-
ductors to China, highlighted the fragility of existing dependencies.*®
In response, the EU launched its €43 billion Chips Act, the U.S. passed the
CHIPS and Science Act, and China accelerated its indigenous ecosystem
through SMIC and Baidu’s Kunlun chips.*®

However, sovereignty now means more than owning hardware; it means
governing the compute that trains frontier Al. This is the new battle-
ground. Nations are racing not only to secure chip fabrication but also to
establish sovereign access to high-performance computing clusters and
cloud networks capable of training large-scale Al systems. This race risks
deepening the global digital divide. At the same time, nations are asserting
control over the algorithmic layer. The EU, UK, and others have launched
Model Registries and Safety Labs to verify, register, and stress-test high-
risk Al before deployment.**’ These registries represent a quiet revolution
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in governance, where the right to innovate increasingly comes with obli-
gations to disclose, document, and demonstrate safety at scale. Diplomati-
cally, the sovereignty race is producing a patchwork of bilateral tech pacts.
The U.S.—UK Declaration on Al Safety, the EU-Japan Digital Partnership,
and similar agreements mark a shift toward ad-hoc alliances aimed at
sharing computing resources, setting joint standards, and securing trusted
supply chains outside formal global institutions,**® which reflects a world
where tech sovereignty increasingly plays out through fragmented but
strategic alignments.

The global race for digital sovereignty has accelerated, but it is far from
a level playing field. A growing concern is the emergence of “compute
deserts,” regions that lack access to high-performance computing (HPC)
infrastructure necessary for training or deploying cutting-edge Al mod-
els.*® As Large Language Models (LLMs) (i.e., Al systems trained on mas-
sive text datasets to generate human-like language) demand exponentially
more compute, the gap between infrastructure-rich and -poor nations
widens, risking hard-coded digital inequality. Without equitable access to
semiconductors, cloud capacity, and skilled labor, entire regions risk being
relegated to the margins of Al development. The problem is compounded
by deep interdependence: Al runs on global datasets, Taiwan-made chips,
and U.S.-controlled clouds, and even tech powers like China and the U.S.,
despite efforts at self-reliance, remain entangled in global supply chains.
These dependencies expose the limits of full sovereignty and challenge
techno-nationalist ambitions.

Meanwhile, policy fragmentation is undermining the pursuit of coherent
globalgovernance. The U.S. leansinto private-sectorinnovation with limited
regulation, China doubles down on centralized control, and the EU advanc-
es a rights-based model through its Al Act. This Al balkanization results
in regulatory collisions, complicating international cooperation on press-
ing issues such as disinformation, Al ethics, and autonomous weapons.**°
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In response to these risks, some governments have begun discussing the
integration of “emergency kill switches,” now being explored as a last-re-
sort mechanism to shut down dangerously misaligned Al systems. While
these proposals are controversial, they underscore the profound intersec-
tion of digital sovereignty with national security imperatives.”® Paradox-
ically, the sovereignty push can also backfire because, in regimes where
democratic norms are weak, digital sovereignty may become a pretext for
surveillance, censorship, and repression. States citing data independence
and national security may, in fact, compromise civil liberties and silence
dissent.*° Thus, the challenge is dual: to reclaim digital agency without
sacrificing openness and to design sovereignty frameworks that protect
both autonomy and rights. In short, the quest for digital sovereignty is not
just about cables, chips, and clouds; it is about values, geopolitics, and
power. It calls for more than national policy alone: it requires visionary
diplomacy, ethical foresight, and inclusive international dialogue on how
technology should serve humanity. As power shifts from parliaments to
platforms and from ministries to machine-learning labs, diplomacy must
evolve to meet the moment. The next frontier lies not only in governing
technology but in redefining the very institutions through which that gov-
ernance is negotiated.

Tech Diplomacy and Global Governance

In 2025, Sam Altman of OpenAl joined world leaders at the Paris Al Action
Summit, not as a tech CEO, but as a diplomatic voice, pushing for interoper-
able Al safety norms in a scene that was unthinkable a decade ago.*! Wel-
come to tech diplomacy: a new arena where states, tech giants like Google
and Huawei, and Non-governmental organizations (NGOs) like The Future
Society shape the global Al landscape. Unlike traditional diplomacy, which
relies on treaties and visible borders, tech diplomacy navigates a border-
less domain of code, compute, and cloud infrastructures. It addresses the
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shifting terrain of global power through three main functions: setting ethi-
cal standards, building trust amid cyber threats, and expanding capacity for
the Global South.*®? Nevertheless, as 2025 U.S. tariffs fracture tech supply
chains and EU leaders push for digital sovereignty, the paradox deepens:
how can diplomacy bridge a world divided by competing digital ambitions?
This transformation goes beyond new players and platforms. It marks
a redefinition of sovereignty itself. Where territorial borders once signified
power, today it is server farms, model registries, and cloud ecosystems
that determine strategic influence. Strategic influence now depends on
controlling the infrastructures that train, deploy, and secure artificial intel-
ligence. These invisible architectures evolve more rapidly than traditional
diplomatic frameworks can adapt, exposing the limitations of state-cen-
tered, treaty-driven governance. In this context, tech diplomacy emerges
not simply as a response to technological change, but as the necessary
mechanism to govern the new foundations of global order.

First, tech diplomacy plays a norm-setting role, establishing common
ethical frameworks and technical standards for the development of Al.
The Organisation for Economic Co-operation and Development (OECD) Al
Principles, endorsed by over 40 countries in 2019, mark one of the earliest
multilateral efforts to define trustworthy Al. These guidelines were shaped
not only by governments but also by civil society and firms like Google,
IBM, and Microsoft, and their internal ethics charters helped influence
broader global discourse.*®® Similarly, the Global Partnership on Al (GPAI)
represents a hybrid model of state and non-state participation in devel-
oping global frameworks for safety, fairness, and transparency.*** These
tools aim to catch risks early through model registration, stress-testing for
systemic vulnerabilities, and traceability mechanisms to combat disinfor-
mation in sectors like elections and media.
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Second, tech diplomacy plays a role in trust-building and conflict preven-
tion. In a world of algorithmic opacity, predictive surveillance, and Al-en-
hanced cyber weapons, trust is both fragile and critical.*®® Tech diplomacy
promotes transparency through disclosure obligations, shared safety pro-
tocols, and cross-border data dialogue. The UN Office for Disarmament
Affairs has convened discussions on lethal autonomous weapons systems
(LAWS), where governments and private actors debate ethical bounda-
ries.*®® Similarly, initiatives like the Al Safety Summit in Bletchley Park in
2023 brought together governments and tech leaders to address exis-
tential risks from frontier models and formulate minimum safety stand-
ards, thereby blurring traditional diplomatic boundaries.*’ Alignment
science, as mentioned before, has also entered diplomatic discourse, with
researchers collaborating across borders on interpretability, robustness,
and oversight techniques. These technical guardrails are no longer aca-
demic projects; they are becoming instruments of national security policy.

Third, tech diplomacy engages in capacity building, particularly for coun-
tries excluded from the high-tech core. Initiatives such as the International
Telecommunication Union (ITU)’s Al for Good, UNESCO’s Al ethics rec-
ommendations, and Google’s support for African labs help expand digi-
tal infrastructure, ethical training, and policymaking capacity.*® Without
these efforts, much of the Global South risks becoming passive recipients
rather than active shapers of the Al revolution. In parallel, Global South
actors are launching their own governance initiatives, including the AU’s
Data Policy Framework, as well as Brazil and Indonesia’s push for a Global
Compute Compact.*® These efforts aim to reduce dependency on Western
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infrastructures and advocate for equitable access to training resources,
model weights, and data sovereignty.

Together, these dynamics signal a shift from law-based governance to
values-driven coordination, where norms evolve through dialogue, pilot
programs, and voluntary mechanisms, not top-down regulation. Unlike
the governance of nuclear weapons or global finance, Al governance is
unfolding as a polycentric arena, where influence is distributed, and legit-
imacy flows from collaboration rather than coercion. Here, tech diploma-
cy is less about advancing national interests and more about mediating
between actors with unequal capabilities but shared risks. The challenge
is profound: how to create trust in a world of proprietary algorithms and
geopolitical rivalry and how to ensure that Al governance reflects not just
the power of those who build it, but the values of those who must live with
its consequences.

This normative shift, however, is not unfolding without friction. A striking
example came in 2025 when U.S. tariffs on EU and Chinese tech exports
triggered a digital backlash. These trade barriers, along with Washing-
ton’s exclusion of tech services from EU negotiations, reflected a delib-
erate strategy to shield U.S. Al monopolies from European regulation.*”®
The EU, in turn, has doubled down on digital sovereignty, with leaders
at the Paris Peace Forum 2025 calling for local Al ecosystems to reduce
their reliance on U.S. cloud and compute platforms.*’* The clash exposed
a deeper divide: the EU aims to discipline Al through legal frameworks,
while the U.S. defends its digital edge through policy hardball. Far from
abstract, this conflict complicates efforts to harmonize Al governance
and reveals just how intertwined tech diplomacy has become with stra-
tegic protectionism.

To stay relevant in the algorithmic age, tech diplomacy must shift from
summits to substance. As the UN’s Governing Al for Humanity report
(2024) notes, this evolution demands more than consensus-building;
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it requires concrete infrastructure for global equity in Al governance.*”?
This means building sovereign compute capacity, funding multilingual and
open-source models, and creating public-interest data ecosystems. With-
out such foundations, the governance of Al will remain skewed, shaped
by those who control the infrastructures and design the learning systems.
Efforts like the Tech Diplomacy Network, which embeds digital attachés in
global tech hubs, reflect this emerging logic: representation in Al policy-
making now requires digital fluency, not just diplomatic protocol.*”® Equal-
ly, tech diplomacy must become the vehicle for setting enforceable red
lines, especially on frontier risks like lethal autonomous weapons or mass
surveillance systems. The Bletchley Park Al Safety Summit in 2023 under-
scored this urgency, yet its voluntary outcomes highlight a deeper truth:
principles without enforcement are politics without power.®’ New models
must enable institutions, regional or global, to not only debate but imple-
ment Al norms. The AU’s Digital Transformation Strategy offers a case in
point. It reframes governance not as the adoption of global standards but
as co-authorship of them.* Tech diplomacy, if it is to write the grammar of
digital geopolitics, must now speak in clauses of accountability, equity, and
enforceable cooperation, not just ambition.

Conclusion

The 2025 Paris Al Summit opened with the voices of tech CEOs, but it
ends, symbolically, with a question echoing in every capital: Who gov-
erns the governors of Al? After journeying through the linked domains of
algorithms, sovereignty, and diplomacy, one thing is clear: Al is not just
reshaping geopolitics, it is becoming geopolitics. This paper has mapped
a world in flux, where Al is not merely a tool of governance but a terrain
of governance itself. Nations like the U.S., China, and those of the EU
are not just racing to develop Al, they are racing to define what kind of
world it should serve. Washington bets on innovation and global market
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leadership; Beijing invests in infrastructural diplomacy and centralized
digital governance; Brussels carves a path through ethical regulation
and digital rights. However, amidst this competition, another dynamic
unfolds: tech diplomacy, where embassies meet data centers, and nego-
tiations happen between diplomats and developers. Private firms, from
OpenAl to Huawei, no longer only lobby for policy; instead, they shape it.
The result is a fractured governance landscape: promising but unequal,
collaborative but cautious. Still, the future is not sealed. There remains
a narrow, urgent space for cooperative frameworks, pluralistic dialogue,
and inclusive diplomacy. Cities like Geneva are already hosting new dip-
lomatic forums on Al and digital rights. Nations from the Global South
are demanding equity in compute access, standard-setting, and data
governance. Moreover, young technologists are reframing sovereignty
not just as control but as consent.

So, where does that leave us? It leaves us at the threshold of a new diplo-
matic age, one where cables and code shape borders as much as treaties
and tanks. Where governing Al means governing the very architecture of
decision-making in war, peace, and daily life. And where the most impor-
tant negotiations are no longer just about land or oil but about data, eth-
ics, and control over the invisible hands that shape our world. Ultimately,
the future of Al governance is not solely about who writes the rules. It is
about who gets to imagine them in the first place.
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